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OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
CHIEF MANAGEMENT QFFICER
WASHINGTON, DC 20511

MEMORANDUM FOR: Distribution

SUBJECT: (U) Declassification of ICPM 2007-700-1: The Security of
Commonwealth Countries’ Facilities That Protect US-Shared
Sensitive Compartmented Information

(U) In coordination with the Information Security Oversight Office (ISOO), the
information contained in the attached ICPM 2007-700-1 dated 2 May 2007 no longer meets the
requirements for classification, based on current classification guidance. Accordingly, ICPM
2007-700-1 is hereby declassified.

(U) Addressees are directed to update local policy holdings to reflect this decision.

(U) Please contact Diane Childers, (703) 874-8960, with any questions.

MD{Q{A\Q/ 10 allv[

J cHnifer L. Hudson, Director, IMD ' Date

Attachment: ICPM 2007-700-1 - The Security of Commonwealth Countries’ Facilities That
Protect US-Shared Sensitive Compartmented Information (Declassified)

Distribution;

Director, Central Intelligence Agency

Director, Defense Inteiligence Agency

Director, National Geospatial-Intelligence Agency

Director, National Reconnaissance Office

Director, National Security Agency

Under Secretary of Defense for Intelligence

Assistant Secretary for Intelligence and Research, Department of State

Under Secretary for Intelligence and Analysis, Department of Homeland Security
Executive Assistant Director, National Security Branch, Federal Bureau of Investigation
Director, Office of Intelligence and Counterintelligence, Department of Energy

Chief of Intelligence/Senior Officer, Drug Enforcement Agency

Assistant Secretary for Intelligence and Analysis, Department of the Treasury

Deputy Chief of Staff, G2 US Army

Director of Naval Intelligence, US Navy

Director of Intelligence, Headquarters US Marine Corps

Deputy Chief of Staff for Intelligence, Surveillance and Reconnaissance, US Air Force
Assistant Commandant for Intelligence and Criminal Investigations, US Coast Guard

UNCLASSIFIED



Sep 2014 b

Declassified on 16

y Jennifer L. Hudson!, ODN,I Dire;:tor of Information Management
ICPM 2007-700-1
e ———————— ]

OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
INTELLIGENCE COMMUNITY POLICY MEMORANDUM
NUMBER 2007-700-1

SUBJECT: (C/REEL) THE SECURITY OF COMMONWEALTH COUNTRIES’
FACILITIES THAT PROTECT US-SHARED SENSITIVE
COMPARTMENTED INFORMATION

A. (U) AUTHORITY: The National Security Act of 1947, as amended; the Intelligence
Reform and Terrorism Prevention Act of 2004; Executive Order 12333, as amended; Executive
Order 13355; and other applicable provisions of law.

B. (G4REL) PURPOSE: To enhance intelligence collaboration and information sharing among
the United States (US) and the Commonwealth countries (Australia (AUS), Canada (CAN), New
Zealand (NZL) and United Kingdom (GBR)) by:

1. (GHREL) Approving the use of existing sensitive compartmented information (SCI)
facilities (SCIFs) housing one US-shared SCI control system for additional SCI control systems.

2. (GHREL) Identifying uniform protection standards for US-shared SCI to be stored,
discussed, or processed at Commonwealth SCIFs inside and outside their respective homelands.

3. ¢GHREL) Eliminating duplication and reducing resources required for SCIF accreditation.

C. (U) POLICY:

1. (6#REL) Existing Facilities: Effective immediately SCIFs operated by the AUS, CAN,
NZL, and GBR governments and previously approved to store, process, or discuss US-shared
SCI from one control system may now be approved by those governments to store, process, or
discuss US-shared information from other SCI control systems.

2. (U) New Facilities

a. (cHREL) SCIFs constructed to domestic standards prescribed by Director of Central
Intelligence Directive (DCID) 6/9, or equivalent national standards, shall be used to protect US-
shared SCI inside AUS, CAN, GBR, and NZL homelands. A determination of SCIF mode of
operation (Open, Closed, Continuous Operation, or Secure Work Area) shall be made to
determine construction criteria as defined in DCID 6/9.
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b. €c#RELY SCIFs constructed to DCID 6/9 overseas standards or equivalent national
standards shall be used to protect US-shared SCI at facilities constructed by the AUS, CAN,
GBR, or NZL governments outside their respective homelands. A determination of SCIF mode
of operation {Open, Closed, Continuous Operation, or Secure Work Area) shall be made to
determine construction criteria as defined in DCID 6/9.

3. (U) Shared Facilities: When two or more US-shared SCI control systems are occupying
the same SCIF and not all SCIF personnel are cross-briefed for access to ail the control systems
involved, the information from each control system shall be separated through the use of
procedural or physical security techniques outlined in DCID 6/9 or equivalent national standards.

D. (U) EFFECTIVE DATE: This Intelligence Community (IC) policy memorandum becomes
effective on the date of signature and the contents will be incorporated into a future IC directive.

HSIGNED// J.M. McConnell 2 May 07
Director of National Intelligence Date
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