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Introduction and Overview

To conduct s businass, the Federal Govemment, indluding the
Inteltigence Community (IC ), caliects. maintains end discases
|r::1msnm about American citizens and permanent resident
allns.

In 1974, the Privacy Ad was established o protect these
individuals® rights with regard 1o how he govemment uses the
information it collects about tem.

Upon completing this course, you will be able to:
. Mm how the Pri Adt of 1974 protects indivduals'
rights regarding information coliected, malniained and
dieciosad abaud them by e Federal Govemment

+ Define Personally identifiable information (P1I) and how itis
protedad
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Module Selection
Seled a link 10 begin.
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Glossary/Acronym List

AG = Atiomey Generdl
CLPO = Civil Libertles and Privacy Office
CT 2 Counlertemrorism

DMT = Dala Management Team

EQ = Exacutive Order

FISA = Foreign inteligence Surveilancs Act

FO1A = Freadom of Information Act

HHS = Depavtment of Healthand Human Services
IC = Intefigence Communiy

ISE = Iformation Sharing Environment

1SSM = Informafion Systams Security Manager
NCTC = National Coumaniamarism Center

Rof over inderfined tenns to view a definition of the term.

NCTCASPPO » National Counlerterorism Cemerrformation Sharing Program Policy Office

PA = Privacy Act

Pll = Personaty Kentifable information
SORN = System of Records Notice
SSC = Spechl Securty Centar

5SM = Social Security Number

Ti = Temrorism information

USP = Uniled States person
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Introduction and Objectives

Tha word “pi i8 not used an! in the Conatitution. Howewver, the
Consliiution has interpretad by the coudts to provide several
consliutionaly protected ?hls Ihat refledt privacy-related interests tfor
emmplaim wﬂhAnm Iment's righl wheseeumn out hames and
possessions).

Thers are many facets ko pri Heremwﬂlmudurpnvu.ylohah
wllylocmtlmd &mﬂﬂl sbout ¢

In addition 1o the Consiitutianal protedtions of privacy, there are many
diffarent [aws that proled the *privacy” of dtizens or other members of the

public This lesson addresses pratections for indhviduals' information

privacy.” Spacifically, we wilt discuss limitatinns an the Federal
vaoanr;fnl's callecion and handling of infarmation from or about
individuals

Upan compleding this lesaan, you will be able to:

+ Idanify the principal authoriies that IC professionals should be
familiar with relsting to infamation privacy
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Principal Authorities

As stewards of data, yau need (o b aware of the principal legal and Executive-evel protections for Informm privacy thal govern ot
actions a3 federal employees. Two of the primary sources of these cbligations are:

+ The Privacy Adof 1974
+ Executive Order (EQ) 12333 {covered in seperate tralning)

Click on each document for additional detaits an protection of information.
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Why Is information Privacy Important?

Complying with information privecy protections fosters trust from
the public, our mission partners and other stakeholders that we are
property using and proteciing the daia that they provide 1o us.

Trugl is eritical 10 our efforts 1o protedt national security. Without
trugt in gur IC instibrtions, processas and leaders. we risk losing
access ko data and authanbes vital to accomplishing our national
sequrity mission.
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Summary

You have compieted the lesson, Overview of Privacy. In this lesson, 3t
you were introduced 1o the prinapal legal and Executve-level 3
authorities r?rdl'ng The profedion of Infarmation about U.S.

Persong (USP).

The next iesson explores The: Privacy Act of 1874 In detail.
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Introduction & Overview
The Privacy Actof 1974 provides the Federal Govemmen with rules fr 3
collecting and handllng information sbout individuals [defined by IheAd as ?
U.S. cizans and I:ennanenl residents). In addifion, the Privacy
affords these indi in rights, which are ﬂﬂﬁmd ho m
privacy and hold Ihe govemment accountable for how data.
Upan compieting this lesson, you will be abie to:

+  (dentfy the purpase of the Privacy Act

»  Identify when the Privacy Ad apples

+  Deacribe the protectons the Privacy Ad affords individuals

LEGSON TITLE: Whet is the Privacy Act?
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The Privacy Act

Prior to enactment of the Privacy Ad in 1374, there were insiances when some iaw enforcement and Intedligence agencies inapprapralet;
colloclod and used information about U.S, dizens, 7

The purpase of the Privacy Ad is to!
+ Prolect against illegal sacrat collection of records by the government

+  Govem collacion, mainlenance and disdasure of information about indlviduals
+ The Privacy Ad doas rmap:lazto statisiical or apgragate Information wheva the Individual cannol ba identtfied, such a censue

data or data calleched for a slatistical analysis

+ Provide spbstantive rights 1o indviduals

LEESON TYTLE: What i5the Privacy Act?
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Who is Protected?
The Privacy Act provides proteciion to an *individual,” who is defined as a:

+ Living human being {nol deceased)

v U.S. cltizen oo permanent resident alien

. {I&I;EIHBG '&T&ﬁ?&m EI_'II_ ('.!Te‘;‘a??:r'h";;r a:;stﬂdb: rla,g—:lng 5 3 business (e.g., Alex Accountant runs Alax Accourdant.

Caompare this definition of an "“ndividual® under the Privacy Adt with the definiion of 2 *U.S. Person® under EQ 12333, who is defined as a:

+ .S, ditizen or permanent resident alien,

+  Unincorporaled association substantially composed of 1.5. cllizens or permanent resident atiens, o

+  Corporation incorparated in the U5, excepl for 8 comparation directed and contraliad by a foreign government or govemments

LESSON TITLE: What is the Priviicy Act?




05956031

When Does the Privacy Act Apply?

The requirements of the Psivacy Act apply whanever agencies ool

maintain and administer recards about an individual, and the agarl:y
retrieves those records by the individual’s name or other unigue persanal
Identifier. such as;

« ASocial Security Numbar {S5N
* An empiayse 10 number )
' me pnrns

. A phobgmph of the individual

Exampis: anmadﬁhmdus Paszport halders and

gency haiders, bed
Mmmwﬂabyﬂnpamwm passpor! was
jssued, tfnmvsqmm#rumucauu#udydmwaf
issusnce is nol 3 unique personat

LESSDN TITLE: Whiat is the Phivacy At?
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What Is a System of Records Notice?

You have lsamed tht the Privacy Ad applies when a govemment sgen:’pdlacb information from. or aboul Individuals and then
Ietneves thase records by the individuars name or other unique persanal identiier.

This cumulative collection of recards 18 known as a Privacy Act “Sysiem of Records.” Because a primary goal of the Privacy Ad is lo

inform individuals about how the govemment uses their infamation, the Privacy Act requires Federal agencies to provide public notce:

about how they administer these =5 $ of Records.” Nolice is provided through a “System of Recorts Nolice” or "SORN" that Is

published in the Federal Register. The SORN dastribes the existence, type (e.9., whether medical, personnel, finandial, efe.) and purpose

glnlt;drm:rdls and the “routine uses" for which Information from the record can be shared extemal 1o the agency without the consent of
ual.

Seled the link Lo view a sample NCTC SQRN.
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Collection of Records

Under the Privacy Adl, agencies must follow thase guidelines whan calledting
information about individuals.”

+ " Callect the information directly from the individual, when feasibie.

+  Provide individuals with 8 "Privacy Ad Statement” at the time of
callection (i.e., notice of the leqal autharity under which the ment is
calleding the information and how the govemmeant infends to use that
Information).

+ Called onfy the minimum amouni of infarmation neceszary fo
accomphish the agency’s purpose.

*There are axemptions from these requiremnents when records are cofiecied
for authonzed investigatory and nalional securly purposes. if an agency uses
an exemption, that exemphion is relrenced in the pubiished SORN far the
racorus i which the examption applies.

Select ihe link i0 view a sample Privacy Ad Statetment

LEGSON TITLE: Whatia the Privacy Act?
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Maintenance of Records

¥hen maintaining records about individuals under tha Privacy M. agendes
generally must

+ Keep timaly, rakavant, sccurste and complets records
+ Permni record subjects to;

+ Obtain information about when and to whorm his or her records have
bean disciosed

COLLECTION

+ Xeep no records thel are based solsly upon the exerdse of First
Amendment rights

MOTE: There are exemnptions from these requiraments whan recards sre
maintained for authorized Investigetory and nationial security purposes.

LESSON TITLE: Whst i the Privacy Act?
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Individuals® Access to Records

Tha Privacy Ad dictates thal agences must estabiish procadures for
individuats to follow to gain access to their records. In general, individuals

have the right of access to records about themselves. However, Ifreoordshave

been coilected for an in tory or national security [fu ﬁom
agemymayheexemptﬁmnhrequuenmdpm ing the individual with
access bo his or her records (0 a3 not fa *tip” the subjec! about the
|nvesagam or national sequrity interest). The SORN prowides public notice
about whether the agency has invaked any such exemplions.

For addttionat information about how of wheiher individuals can gain access o CCN

records aboui themaslves. consull NCTC Legal or the NCTC Civil Liberties and
Privacy Offica (CLPO).

LESEON TITLE: What is the Peivmoy Act7

MAINTENANCE
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Disclosure or Dissamination of Records

Agencea may only disclose or disseminate Privacy Ad recors (maintzined in
a System of Records) outside the agangy in h%ning Graumstances

+ With the consant of the record subjed. )

+ Forthe hwelve exceoted disc a5 authorized In subsection (b) of the
Privicy Act These twelve disclosures arg excaplions to the “consent
rule” (above) and generally permit disdosures io named agendes or
govamment ondties for purposes limited to execution of teir stakutory
fesponsibilltes (e 9., disclosure of records Lo the Natianal Archives and
Records Admin for audit of compiiance with reconds

management Tequirements).

Yehen permitied by a published "routing use”. A "routing use” is an
axplanation ollnﬂnamrﬁ#ﬂly%m data kmaintains n a
Privacy Adt § of Records with entities outside the . The
am provides notice of these “routine uses™ when it pug:ishasils
SORN. An example routine use might entall disdosure to the
Department of Justice of information rafating 1o ongoing ftigation.

Select the (ink for a sampie of rouline uses from the ODN; Privacy At
Bequlation.

ACCESS

LEBSON TITLE: What is the Privacy Act?

[ L
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Sanctions for Violating the Privacy Act

Vidlations of the Privacy Ad can result in personal liabiity and edtions against
the agency:

Wem loyes ean be subjed o qiminal penalies of agancy
adminisiralive adions for lnmp;P:male dlsdngpas of Privacy Ad
protecied infarmation

»  Agencies themselves may be subject lo civil action In Federal coun for
non-compilance with the Privacy Ad

LESSON TITLE: What is the Privacy Act?
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Penalties and Results
Emphyeee can be charged with a misderneanor, subject to a 55,000 fine f they.

+ illfully disciose Privacy Ad protected n'maﬂal by any means lo any
person of 3gency not entited o recerve

« Willfully maintain 2 System of Recmis without meeting the SORN
publication requirement

+ Wilully raLmﬂ or ablain any record conceming an individual from an

agency under false prelenses

Agencies may be pronibited fram using and sharing records compiled in &
System of Recands i they do not publish a SORN.

LESSON TITLE: Whit is the Privacy Act?
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Summary

You have completed the lesson, What is the Pri Acnnspﬁmmmmm?inni | sacrel collecion of infarmition by the
governmant, ovems collaction, maintenance and disciosure or dissarmination of thal i . and affords substantive rights {police,
consen, access and legal Aght of action) 1o the individuals about whom the information Is callected, maintained and administered. A also
prescribes penaities for violating these proledions. :

The next lesson will kook 6t Personadly identikabia Inforrmation (PH() in more datail.

LEBSON TITLE: What is the Privacy Act?
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Introduction and Overview

Tadchiology enables Federal 8 to maintain a greal deal of
Information about individuals. The callection and consotidalion of this
information by the govemment s a lagitimste privacy concem far
Ameficans, and we have 3 spedal duty to prodect such infarmation From
iosa gnd misuse.

Ris responsibllity 1o understand the sens of nal
hh,l:;onwh:,hmﬂmhcdem

Upan completing this lesson. you will be eble ta:

+ Kdentify protaction for Perscnally [dentifiable (nformation (P4}
+  List expediations for handling P1l
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What is Personally Identifiable information (PIl)?
The tam P is defined in OMB Memarandum M-07-16 as:

ol wchconie s gt o bocogn bl ey, ch o
B

recards, sk, aitne or when combined
MMMMM}IMGWHMM
{hdividual, guch as dats, place of bir#y, mother’s matden name, efe.*

In essence, PYl is any biographic or desaiptive data that, alone of In combination with other data, can identfy an individual either direcly (by
name) of indirectly {1.&, can be ysed to Sgure aut the identity of the person baing desarthed).

Because Privacy Ad records - by definition - are retneved by unique personal identifiers, all Privecy Adl Systems of Recards conlain P,
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Sensitive PIl

Some Pl [s more senstiive than other Pil, "Sensitive PII* is the kind of
personal data thal, if compromised, could cavse pradical harm:

+  Economic’
«  Reputational
+ Physical
For example, a bank account number combined with e name Is more

sensitive than g place of birth combined with 3 name, because disdosure
of this bank accourt or name information coutd result in;

« iganlity theh
+ Fraud
+ Misapproprigtion of personal assels

The benk acoount and name combination might therafare be considered
“sensitve PIL"
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Pl versus Privacy Act-Protected Records

mﬂhsnrmcdbdmsofrewﬁsmmm

Records {i.e., becausa they are not r bya b
‘urqupetsmal identifier), they may st contain PI. To the edent §
mmwm:oﬁm;mm Pl they must be N

Examﬂo Oonﬁdaudamwmmemmaﬂc
thedr sducation and credentiels. The dalabase Is qusried

e

mmndbyuquemmdmvn

was not mainteined in a System of Reconls ang thus -
s nof covered by the Privacy Act. Nonelhelass, because the
retumed information does cordatn analysts' ngmes anil relgled
biographical information - which is P - we must proloct this PH
accondingly.
80, MMM:MP;MMIMM
:mﬂml‘l.mbctdlu Privacy AcL
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How Should PH be Protected?

Various OMB Pdlicy Memaranda require lederal agencies 1o ensure the proteciion of PIl through appropriate adminisirative, lechnical and
physical safaguards.

" Thess sateguarts lmi records access ko only ise wha havpan suionized purpose. They also protect agains! hreals or hazands o te

security or [ntegrity of the Pil. which could resull in hamm, embeirassment. inconvenience or unfaiméss to any individual about wham the
infatmvation pertains.
Many IC parscrned mistakenty believa thal the dassified enviranment in which we work is, in itsell, protedive of Pil. Not necessarily so. For

examale, even in a secure enviranment, it is impraper (o legve a spreadsheet of names with S5Ns or medical infarmation apen to general view
(2.0., leaving a paper cantséning SSNs an a conference room table viewable by al) attendees).

As a practical mattes, many of our intemal security procedures for handling sensitive information already afford protection for Pil.

NOTE: Any time that an empioyea creales or downloads extracts from databasas hoiding sensitive Pil, the empioyee will need to ensure hat
this Pil is racked and properly protected. Far more specific quidance an protections, comtact NCTC Legal or. NCTC CLPO,
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Reporting Breaches of Pl

In order 0 prevert the harms thel can palentiofly resuk fram unauthorized discosure of Fil ar sensitve Pl it s impartant thal actual or
suspected breaches or compromises of data about individuals ba reported Lo the QDNI CLPO, per ODN! Instruction 50.02, Managing Areaches
of Parsanatly ientifishle irdormation. . . .

+  Individuals who fail o safeguard PH as rexquired by law, requiation or pedicy - o fail Lo rapart known or suspacted loss of contrdl or
unauthorized discomire of PIl - may be subjed 1o disdplinery action, regardieas of whether the failure results in ariminal prosacution, diil
penalties, o sancticns under applicable law.

gpm receipt of 2 repart of actual or syspedted breach, the ODM CLPO will convene an Incident responsa team Lo investigaie the
reumstances,

NOTE: Other mandatory ODNI reporting requirsments may apply {e.5, feporting computer security events and incidents to ODM!
gm mnu Secwrity Manager 133M), reporting unauthorized dSsciosures of classified information to ODNI Special Securily
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What is the Information Sharing Environment (ISE)?

The information Sharing Envirenment (1SE} is a framework created far sharing and inmqmL wte;ruiun L'""&“@um" mﬁh‘ﬁ" of
ibertles and o s uals.

govemmenl, the private sedar and n pariness.in a manner that pratects privacy rig
+ Croalure of tha IRTPA (saction 1016), concalved 1o help Conned the dote”

+  Buikie on Executive Order 13388, which requires agenciss possessing/ecquiring terrarism infarmation to pravide thal informigtion Lo other
agendes with avthorized counterterrorism functions

The ISE is MOT a single database, sysiem ar repositary H Is 8 frsmework of polices, procedures snd technology.
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What are the ISE Privacy Guidelines?

 Presidentisiy-mandated Guidelines that establish a core 4l of pinciples tat ensure consiatant vetting of "protecied infermakion” within
tha ISE through the-adoplion of bes! practices designed to protect individuals® informaticn privacy and cvil liberies.

+  Proteded infarmation indudes USP information, but mey slso be broader. Accarding bo the Privacy Guidelinas, infarmalion
'mam!u msignm as submd bo ISE information privacy protections by Exscutive Order, infemational agreement or olher legal
n

Soma of the core privacy an civil liberies protections include: procadures 16 preven, identify and camed emors in shared

Information; measures 1o safeguard ISE informaton; procedures for recefving and addressing complaints related bo the

shating of protecied information; and prodedures for reviewing/verifying compliance with he agency ISE palicy and responding

to violatons.

+  The Guldelines require ali entities thai participate In the ISE bo develop an information handling palicy consistent with the Guidelines.

= The ODNI's implementing poficy is ODINI ISE Privacy Instruction - 80.05 (September 2009)




C05956031

SAFEGUARDING PERSONAL INFORMATION

What does the ISE mean to you?
+ NCTCs 2 part of the ISE and aperstes under ODNI Privacy Insruction B0.05
+ The corg ISE protacions thel mosl directly afladt your work include ensuring:
+  information you recesvesdissaminale has some indication of reliability (or [ack thereof)
+ Ihat data you handie is reliable and up to data, o the extent feasible

. lanﬂ#:ﬂ with the NCTC process for comacting emors (whather the enmor was discovered by you, or by the agency that provided
you the data)

+  Bppropriale handiing and protection of personally identfying irformetion (Pil) in the date.
 Hyou have adikional questons cn he ISE, you can contad NCTC CLPO &t INGrop Ala_ |
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Summary

You have complsied tha lessan. Whai is Personally identiiable
Infarmation. in this lesson you have leamed to recognize Pl and
senaitive PH and ko appredate the ramifications of unauthorized
discosure of PIl.

You can now identfy some of the technical, administraiive, and
physical safeguards thal agencies implemenl ko protect Pli, and
understand the impaortance of reporting spills of Pi1,

The nexd lesson will cover (e requiremnents and limitations of te
Privacy Act
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Introduction and Overview

As you have leamed, the Pﬁm{nﬁmw:hs requirements and
prahibiions khal agencies must honor when calleciing, malntaining and
disdesing or disseminating information aboul individuals.

ABNCTC employees musi be famiflar with these requirements and
prohibitions, 50 a8 noi to vioiate te Ad inadvertantly.

Upon complating this kesson, you will be shile to:

v \dentify those requirements o prohibitions of the Privacy Ad that
may appty bo you persanslly as you perform your day-to-day dulies

and responsibilites

LESSDN TITLE: Privoy Act Requirerivints and Limiatione:

PERSONAL INFORMATION
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Your Responsibilities Under the Privacy Act
You hava several responsibilities under the Privacy Ad related o the fallowing:

+  Maintenance of records

«  Access {o records

+  Disdosure or dissemination of recards
+ Integrity of records .

+ Training

LESSON TITLE: Privacy.Act Requiraments and Limikations
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Your Responsibilities Under the Privacy Act - Maintenarice of Records
Maintain only relevant records necessary to m:i:unpliah 2 required egency mission,
+ ForNCTC, these must relale io the Counterlsmariam-(CT) mission

Guard sgains! crealing a System of Records for which a SORN has not been published.

, Example: lmWﬁMuﬁﬁmﬂ&MaMudﬂﬂammmmmmmmlﬁzzzgrxémm

tmigue personal identifiers, analyst complies & spread, 1]

uz‘z’dah hmbrbafdﬁ: dﬂnmmisndﬂ%bbeam m of Records. Of course, # this defa
comas from an

sysbmdﬁ‘emd spreadshee! is considered ofReccrdsmdsfmddbepdeas

Privacy Act )
NOTE: f you have any quash‘m please cantact NCTC Lage! of NCTC CLPO.

-Protaa gl Privacy Adt reconds received,

+ Be aware that Privacy Act records received from enother agency will either be incomaratad imo an enshFr;%ODMaNCTC System of
Records, or may constitte 8 new System of Racords for NluNCTledpuhMamso .

LESSON TITLE; Privaicy Act Reqiiremients andl Limitatians
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Your Responsibilities Under the Privacy Act
Maintenance of Records (continued)

Walch for reconts dasaribing First Amendmen adiviies!
+  NCTC may nat maintain such information uniess:

« Asiatuto petmits,

«  The subjedt individual consants, o

+  An autherized law enforcement or intalligance adivity supparts
collechan.

+ NCTC should nol maintain any record in TIOE {or othes NCTC
database) raganting an “ndividual's® exercise of protacied activity
{e.g., refigion, expreasian. associgtion, sic.), with no apparent basis., %

+  For example, colleding he names of Individuals siely
hemuw-hywdnﬂamlghwpﬂdlmn.hqdbdng
%?Enmmvwmh_ 1o speak by a known

Su|

1f you have any concerns, contact NCTC Legel or NCTC CLPO for
guidance.

LESSON TTTLE: Privacy Act:Requivemants snd Limitations
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Your Responsibliities Under the Privacy Act - Access to Records
Ensure ngads-hased acsess by anatysts, i NCTC recors.

+ Ananalyst must have a sgimate need kor the record in the perfarmance of his of her duties

+ Browsing or oher unoficial use of recirds (e.9., searches bazed on personal interest or unofficial requers of another) 13 prohibiled by
NCTC palicy Such conduct might glso violalte the Privacy Ad

Ensure eppropriste access by individuals ko records maintzined about them.
« ODNI's Privacy Ad Reguiation descrtbes how Individuals may request access o recands that pertain to them

«  Such requests for access are often submitied as Privacy Ad or Freedom of information Act (FOIA) Requests
+ Forward ell such requests or inquiries for records 1o NCTC Legal

LESSON TITLE: -Privacy Act Requiraments-gnd Limitations
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Your Responsibilities Under the Privacy Act -
Disciosure or Dissemination of Records

Privacy Act reconds may be disclosed or disseminated as fallows:

+ With the consent of the individual record subject

' Inmﬂanmwim;gmmdﬁ;ggm listad in subsaction ¥l :
{b) of the Privacy Act These twelva disciosures are exceptions Lo the
“consent rule* (above) and ly permit disciosuras to named 8
agendes or govemment for purposes fimited to exectiion of
their statutory responsibhities (e.g., disdosurs of reconds {o the
National Archives and Records Administration for audit of
compliance with records management requirements).
In Bccardance with established QDNI rouiine uses sat forth in
Sediion 1701.31 of the ODN! Privacy Adl Requlation

Do nat disglose or disserninats, through any means, any inkrmation from
a Privacy Ad System of Records, lo any person or entity (induding other
gavemment entities) withaul consent, a spedfic routine use, or a statutory
exception. This prohibition on disdosures ncudss oral, writien and
eledronic: disdosures.

+ Al disclosures or disseminations must be meds through official
chaninels using approved methods. .

+ Thete s no “Mationa! Security” exemption from thess Bmiations
on sharing records

LESSON TITLE: Privicy Act Reduiraments ind Unvitations
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Your l_ib'sponslblltles Under the Privacy Act - Data
Integrity

Pricr to use or dissemnination of recards maintaimed in 8 Privacy Ad
Sysiem of Recards, make reasonabie efforts 1o ensure reconds are as
limely, relevani, accurate and campdate as posaibia.

+ Nyoufind an efror, notify National Countertemarism :
Certar/Information Sharing Program Policy Office (NCTCASPPO
and the Data Management Team hgm; nmed-atei'yaktnn
individual's civil liberties may be infingd if action is against
them hasad on inaccurale of incomplete information.

Inber-al reoments may require notification io the date ariginater of
any |&ﬁ”gdagrras. as wall as a change bo the recond copy.

+  Agaln; bring tis lo the siention of NCTCHSPRO and DMT, who wil
notfy the originators of aty erors-n the records.




C05956031

- SAFEGUARDING PERSONAL INFGRMATION

IR L A

Your Responsibilities Under the Privacy Act -
Training

The Privacy Act mandales awareness training for all agency personne!, o
inciude cadre employees, detallees. assignees and contractrs.

ding on your paricular responsibilities. you may receive additional
Iral n'mgho‘g specific administrative, technical and wm safequands o
angute the securily snd confidentlaity of recards.

LESSON TITLE: Privacy, Att Requirements.dnd Limitations
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- SAFEGUARDING PERSONAL INFORMATION

Summary

Yeu have now latad the legson, Privacy Ad Requirements and Limitations. You must be lemiliar with all requlrements and prahibitions
eslablished under the Privacy Adt reqarding:

* Maintenanca of records

+ Access {0 reconds

+ Disdosure o dissemination of records
*  Integrity of records

« Trmining

For addilonal information, please send a request using the foliowing Lotus Notes aliases:

LESSON TITLE: Privecy Act Reguirements ond Limications
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Safeguarding Personal Information Course Summary

Yo have now completed the course, NCTC Privacy ACT 101 Saf umﬂlnq Petsanal Informatian. The Privacy Adt of 1974 proleds
information mamtaimd in a Privacy Act System of Racords and individuals’ rights negarding that infarmation. Various regulations and policy
ismuances prescribe sifegiiands for ather personely ideritiiable information.

Note that te Privacy Ad provides 2 basic framewark. Same agencies gobwmdmhnmutbanudpmlmmwmrmw

.bth(a n hationals) or to prescrihe Information 5afeguardsmt r'l by the Act When an inter.
ment Mgbdsm dﬂﬂdllhnal prolam.s spedified by the sharing agency, NCTC will the lerms of he-agreement. p mdm they are rol
inconsi

Today's tnlmns complements ofher training you have (of will receive) regarding the protedion of information relatin lgato American dlizens
and other U.S. Parsons (USP). Additional modules relale iy USP rules under EQ 12333; Forsign Inlelligerne Surveillance Adl (FISA); NCTC
Allomey General {AG) Guideiines; Infamalion Sharing Environment {SE) Privacy Guideiines, and others.

Click NEXT to complete the course post 1eat

LESSON TTTLE: Privacy Act Regurements #nd Limitations,
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il SehTie

Question 1 of 10

Which of the fotiowing provision(s) do NOT govern the Fedaral Govemments activly relating 10 Information sbout U S, diizens?
Seded the best response and seled SUBMIT.

« A Tha Privacy Act of 1974
« B. Execuive Order (EQ) 12313
«_s C. The Federa! Information Secusity Managemant Act (FISMA)

SUBINIT

LESSON TITLE: Post Test
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Question 2 of 10

Which of the fdhning is congidered an "individual" praleded by the Privacy Adl?
smmm;mandmmrr

A AUS bam cliizen wha recently passed away a the age of 63
s B. AU, Caporation incosporatad in the State of Delaware
w €. Arelugee from Burma (Myanmar) who just received his ciiizenship

(0. The newly formed LS. -based not-for-prafit group, ‘Pecpls For a Belter Yesterday'

SUBMIT
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Quostion 3 of 10

Yhich of the fallowing is NOT a purpose of e P Ad?
smmhesuem?seanamwmrr ey

s A. To protect agains! sacret coaction of reconds by the Federal Govemment

+/ B. Ta govem the Federal Govemment s collection, maintenance and disckrsure of infarmation from o about
identifiable individuale

e Tormdaamlnrmengm tolmiwddsmgardngmub ang cosection of, records held about them

(o)1} Tupm,dagahuluﬂrmdermym

SUBMIT

LESSON TITLE: Pust Test
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: SAFEGUARD\NG PERSONAL INFORMATICN

Question 4 of 10
requirements of the apply whenever agemes cdlect, maintain and administet records about an Individuat that they relreve by

the hdl al's name o any m'ique personal identfiers.
Salect the besl response and seled SUBMIT.

W e
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SAFEGUARDING PERSONAL INFORMATION

R T T R PR

Question 5 of 10

Which of the (ollowing scenarios viclate the Privacy Act?
Seled the best response and seled SUBMIT,

. A. Maindaining records about a not-ior-profit entty without 3 SORN
L4 B. Crusting and iy 2 Privacy Acl System of Records withaud publishing 8 Syslem of Records Nolica In the
Fodera Regisier

1 €. Making an Individuals record avaliable b a tew enforcement agency for a erimingl investigation pursiant to
a foutine use

i D. Disdosing an indiidual's record 1o a thied party afler ablaining the individuats cansent

SUBNIT
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Queston 6 of 10

Which of the Tollowing is e ardks'ld peotecsons for FiT?
Seled the best response and BMIT.

1w A. Records thal are nit covered by the Privacy Act may sél require protection because they cankain PII.

s B. lyou e located in a SCF. it is parmissible 10 laave Pl in the apen lor al 1o see, because only cleared
pérsonnel are slowad in a SCIF.

s . Aperson's name is the only P1I that needs ko be protectad.

SUBMIT
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SAFEGUARDING PERSONAL INFGRMATION

P R TERTE R R R

Question 7 of 10

" what officess) need 1o know about breaches of Pil that have octurmed ar may have occured?
Selact the best response and seled SUBMIT.

L/ A. ODNIor NCTC Execlive Secretariat

i B. ODNI Civll Uberties and Privacy Office (CLPO)
./ C. Open Source Center

U D. Al of the ghove
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SAFEGUARDING PERSONAL INFORMATION

NI Lok

Question 8 of 10

Which of the following is NOT a valid (autharized) discoscre of information under the Privacy Ad (and thus iubisd Ip sandiong or penattias
under the Privacy Ad)?
Select the best respanse and selec SUBMIT.

w+ A Disclogure to Wendy Worker of har work records on fle with the Fedem| Govamment, pursiant to her
writlen Privacy Aci or Freedom of Inlormalion request

(V- DisqosumoimglwmsswmnelmwdstBlpmMnnnm‘muﬁnme’mh{hglo

velting of pe

i C. Disdosure of Wendy Worker's persannel recorts 104 contad of coloague at the FBI who believes he may
' have been posied with Wenidy Worker during a TOY abroad a few years ago

v D. Disclosure of Wandy Worker's persornal reconds b the FBI based upon a signed consant form from Wendy
Worker

SUBMIT
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Question 9 of 10

Which of the faliowing callecions of records would need to have a published Syslem of Records Notice (SORNT?
Seledt the best response and saked SUBMIT.

L/ A. Adsiahase of Depariment of Health and Human Servicas (HHS) Public Heatth doctirs irom which
Information ks retreved by area of specialty (... newrnsclence, nuclear sclkence, #ic.)

'+ B. Adatabase of Department of Health and Human Services (HHS) Public Heath doctors from which
information is retneved by the Gty where Lhe doctor works (e.g., Chicago, New Yark, et |

s C. Adatabase of Department of Hoalth and Human Servces (HHS) Publc Health doctors from which
information is reineved by the name of the madical school attended (a.., Harvard Uriversly. Johns
Hopkins Unbversity. ot}

s D. Adaishase of Department of Health and Human Services (HHS) Public Health doctors from which
infosmation is retrieved by ther individual tax KY number

SUBMIT
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SAFEGUARECING PERSONAL INFORMVATION
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Question 10 of 10

Which of the fafiowing ls NOT true reqarding the National Sequrity exemption under the Privacy Ad?
Seled the best response and seled SL;BMI‘IG.

A Han diams the national securiy-related axemptian undsr the Privacy Adt for a particular System of
R . the Agency's published System of Records Nolice (SORN) wil reflect (bel fact.

«J B. H any agency clams the national security-related exemgption under the Privacy Ad, the agency stll must
asonNHﬂmaiﬂarsadadmedm:mu.s.deplmmmm
are refieved by a uniqus personal identler.

12 C. M an apancy daims o naional securly-refated examplion under he Privacy Al for a speciic Sysiem of
R the agency s no longes bound by the Privacy Act with regand to that system of reconds

s 0. Han agency daims the national security-related examption under the Privacy Acl, the agency may deny
access b an individual who sesks bo laam more aboul the records that the agancy maintains about him.

SUBMIT
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Post Tast Summary

Congratulationst You have passed the post lest
Pleasa review the feedback below and then hit bhe NEXT bution 1o continue.

You may also find addhianal information by dicking on the RESOURCES and GLOSSARY buttons at the top right of the interface.
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Certificate of Completion

NCTC Privacy Act 101
Safeguarding Personal Information

Your Name Here
15 January 2013

r;:nmsm a8 use the "PRINT™ button below.
After prnting, you may exit the course by closing ffie browses window.



