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Chapter 1 - Introduction

1.1 - Purpose

This is an informative supplement for Whitelist. This guide is generated from the Whitelist Schemas and provides a consolidated reference for the schemas of this specification.
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Chapter 2 - Schema Files
2.1 - Whitelist.rng

<grammar xml ns="http://rel axng. org/ ns/structure/1.0"
xm ns:a="http://rel axng. org/ ns/ conpatibility/annotations/1.0"
dat at ypeLi brary="http://ww. w3. or g/ 2001/ XM_Schena- dat at ypes" >
<start>
<el emrent nane="\Witelist">
<interl eave>
<I-- Whitelist only elements -->

<opti onal >
<el enent nane="C assification">
<ref nanme="whitelistOnlyVal ues"/>
</ el ement >
</ opti onal >

<optional >
<el ement nane="Di ssem nati onControl s">
<ref nanme="whitelistOnlyVal ues"/>
</ el enent >
</ optional >

<opti onal >
<el enent nane="At oni cEner gyMar ki ngs" >
<ref nanme="whitelistOnlyVal ues"/>
</ el ement >
</ optional >

<optional >
<el enment nane="Nonl Crar ki ngs" >
<ref nanme="whitelistOnlyVal ues"/>
</ el ement >
</ opti onal >

<opti onal >
<el emrent nane="NonUSControl s">
<ref nanme="whitelistOnlyVal ues"/>
</ el ement >
</ opti onal >

<opti onal >
<el ement nanme="SCl Control s">
<ref nanme="whitelistOnlyVal ues"/>
</ el ement >
</ optional >

<opti onal >
<el enent nane="SARl dentifier">
<ref nanme="whitelistOnlyVal ues"/>
</ el ement >
</ opti onal >
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<l-- whitelist or blacklist-->

<opti onal >
<el enent nane="1SMAttri butes">
<ref name="whitelistOBlacklistVal ues"/>
</ el ement >
</ optional >

<opti onal >
<el enment nane="Di spl ayOnl yTo" >
<ref nanme="whitelistO Bl acklistValues"/>
</ el ement >
</ opti onal >

<opti onal >
<el enent nanme="FGd sour ceOpen" >
<ref nane="whitelistO Bl acklistVal ues"/>
</ el ement >
</ opti onal >

<opti onal >
<el ement nane="Fd sour ceProt ect ed" >
<ref name="whitelistOBlacklistValues"/>
</ el enent >
</ optional >

<opti onal >
<el ement nane="Owner Producer" >
<ref name="whitelistOBlacklistVal ues"/>
</ el enent >
</ opti onal >

<I-- extend whitelist or blacklist with minimum allowable values -->

<opti onal >
<el enent nane="Rel easabl eTo" >
<ref name="whitelistOBlacklistVal ues"/>
<opti onal >
<el ement nane="m ni nunval ues" >
<text/>
</ el ement >
</ optional >
</ el ement >
</ opti onal >

<l-- NTK -->

<opti onal >
<el ement nanme="Nt kAccessProfile">
<ref nane="typeChoice"/>
<oneOr Mor e>
<el enent nanme="val ue">
<attribute nanme="accessPolicy"/>
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<attribute nanme="profil eDes"/>
<opti onal >
<attribute nanme="qualifier"/>
</ optional >
<opti onal >
<attribute name="profil eVal ue"/>
</ optional >
</ el ement >
</ oneOr Mor e>
</ el ement >
</ optional >
</interl eave>
</ el ement >
</start>

<define nane="whitelistOBl acklistVal ues">
<el enment nane="val ues" >
<ref nanme="typeChoice"/>
<data type="token"/>
</ el enent >
</ defi ne>

<define nane="whitelistOnlyVal ues">
<el enment nane="val ues" >
<data type="token"/>
</ el enent >
</ defi ne>

<define nane="t ypeChoice">
<attribute nane="type">
<choi ce>
<val ue>whi telist</val ue>
<val ue>bl ackl i st </ val ue>
</ choi ce>
</attribute>
</ defi ne>

</ gr ammar >
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2.2 - Whitelist.xsd

<xsd: schema xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns: xhtm ="http://ww. w3. or g/ 1999/ xht m - St opBr owser Renderi ng"
xm : 1 ang="en"
i smresourceEl enent="true"
sm conpl i esWt h="USGov"
sm creat eDat e="2011-12- 01"
sm DESVer si on="202111"
smcl assification="U"
sm owner Pr oducer =" US
el enment For nDef aul t ="qual i fi ed"
attributeFornDefaul t ="qualified"
version="201903">
<xsd: annot ati on>
<xsd: docunent at i on>
<xhtm :hl i smownerProducer="USA" Ismclassification="U>Intelligence Community Witelist Guidance for |SM and NTK</xhtm :hl>
</ xsd: document at i on>
<xsd: docunent ati on>
<xhtm : h2 i sm owner Producer="USA" ismclassification="U">Notices</xhtm :h2>
<xhtm :p i smownerProducer="USA" ismclassification="U">Distribution Notice:
Thi s document has been approved for Public Release and is available for use without restriction.
</xhtm : p>

</ xsd: docunent at i on>
<xsd: docunent at i on>
<xhtm : h2 i sm owner Producer="USA" ism classification="U">Description</xhtn:h2>
<xhtm :p i smownerProducer="USA" ismclassification="U>WC XM. Schema for the XM. Encodi ng Specification
defining whitelist rule validation for I SMand NTK. </ xhtni:p>
</ xsd: docunent at i on>
<xsd: docunent at i on>
<xhtm : h2 i sm owner Producer="USA" ismclassification="U">Introduction</xhtnl:h2>
<xhtm :p i smowner Producer ="USA" Ismclassification="U>This XM. Schema file is one conponent of the XM
Encodi ng Specification. Please see the docunent titled<xhtnl:i>
<xhtm :a href="../../Docunents/VWitelist/DesWitelistXn.pdf">XM. Encodi ng Specification providing
VWhitelist Guidance for | SM and NTK </ xhtml :a>
</xhtm :i>for a conplete description of the encoding as well as list of all conponents.</xhtni:p>
<xhtm :p i smowner Producer="USA" Ismclassification="U">f you nodify this XM. Schema in any way | abel your
schema as a variant of Wititelist.XM. </ xhtnl: p>
<xhtm :p i smowner Producer="USA" Ismclassification="U">Please direct all questions, bug reports, or suggestions
for changes to the points of contact identified in the docunent referenced above. </ xhtnl : p>
</ xsd: docunent at i on>
<xsd: docunent at i on>
<xhtm : h2 i sm owner Producer="USA" ismclassification="U">Creators</xhtn:h2>
<xhtm :p i smowner Producer="USA" Ismclassification="U>0fice of the Director of National Intelligence
Intelligence Comunity Chief Information Oficer</xhtnl:p>
</ xsd: docunent at i on>
</ xsd: annot at i on>
<xsd: el enent nane="Witelist" type="whitelistlnfo">
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :p i smowner Producer="USA" ismclassification="U">
This is the root node of the whitelist configuration for inplenmenting whitelist validation
of 1SM/ NTK val ues. </ xhtn : p>
</ xsd: docunent at i on>
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</ xsd: annot ati on>
</ xsd: el enent >
<xsd: conpl exType name="whitelistlnfo">
<xsd: sequence>
<xsd: group m nCccurs="0" maxOccurs="1" ref="ism& oup"/>
<xsd: group m nCccurs="0" nmaxCccurs="1" ref="ntkG oup"/>
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: group nane="isnoup">
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :p i smowner Producer="USA" ismclassification="U">
The set of ISMattributes that can be whitelisted. </ xhtn:p>
</ xsd: docunent at i on>
</ xsd: annot at i on>
<xsd: sequence>

<xsd: el ement m nOccurs="1" maxCccurs="1" ref="1SMAttri butes"/>
<xsd: el enent m nOccurs="1" maxCccurs="1" ref="Cl assification"/>
<xsd: el ement m nOccurs="1" maxCccurs="1" ref="D ssen nati onControl s"/>
<xsd: el ement m nOccurs="1" maxCccurs="1" ref="Rel easabl eTo"/ >
<xsd: el enent m nCccurs="1" maxOccurs="1" ref="Di splayOnl yTo"/>
<xsd: el enment m nCccurs="1" nmaxCccurs="1" ref="Fd sourceCpen"/>
<xsd: el ement m nOccurs="1" maxCccurs="1" ref="FQ sourceProtected"/>
<xsd: el enent m nCccurs="1" maxOccurs="1" ref="Atom cEnergyMarki ngs"/ >
<xsd: el ement m nCccurs="1" maxCccurs="1" ref="Nonl Char ki ngs"/>
<xsd: el ement m nOccurs="1" maxCccurs="1" ref="NonUSControl s"/>
<xsd: el enent m nCccurs="1" maxOccurs="1" ref="SCl Control s"/>
<xsd: el ement m nOccurs="1" maxCccurs="1" ref="SARl dentifier"/>
<xsd: el ement m nOccurs="1" maxCccurs="1" ref="0Oaner Producer"/>

</ xsd: sequence>
</ xsd: group>
<xsd: group nanme="ntkG oup">
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :p i smowner Producer="USA" ismclassification="U">
The set of NKT elenents / attributes that can be whitelisted. </ xhtm :p>
</ xsd: docunent at i on>
</ xsd: annot at i on>
<xsd: sequence>
<xsd: el enent mi nCccurs="0" naxCccurs="1" ref="NtkPolicy"/>
<xsd: el enent m nCccurs="0" maxCOccurs="1" ref="Nt kVocabul ary"/ >
<xsd: el enent maxCccur s="unbounded" ref="Nt kAccessProfile"/>
</ xsd: sequence>
</ xsd: gr oup>
<xsd: el enent nane="|SMAttri butes" type="whitelistOnlyVal ues">
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :p i smowner Producer="USA" ismclassification="U>Contains the whitelist of
by the systeminplementing the whitelist.</xhtnm:p>
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el enent nane="Cl assification"” type="whitelistOnlyValues">
<xsd: annot ati on>

| SM attributes supported
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<xsd: docunent ati on>
<xhtm :p I smownerProducer="USA" Ismclassification="U>Contains the whitelist of values allowed in the |ISM
classification attribute. </xhtnl:p>
</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el enent nane="Di ssem nati onControl s" type="whitelistOnlyVal ues">
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :p i smowner Producer="USA" ismclassification="U>Contains the whitelist of values allowed in the | SM
di ssem nationControls attribute. </xhtmnl:p>
</ xsd: docunent at i on>
</ xsd: annot at i on>
</ xsd: el ement >
<xsd: el ement nane="At om cEner gyMar ki ngs" type="whitelistOnlyVal ues">
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :p i smownerProducer="USA" ismclassification="U"> Contains the whitelist of values allowed in the | SM
at om cEnergyMar ki ngs attribute. </ xhtnl: p>
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el ement >
<xsd: el enent nane="Nonl Cnar ki ngs" type="whitelistOnlyVal ues">
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :p I smownerProducer="USA" Ismclassification="U>Contains the whitelist of values allowed in the |ISM
nonl Cmar ki ngs attribute. </ xhtn : p>
</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el enent nane="NonUSControl s" type="whitelistOnlyVal ues">
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :p i smownerProducer="USA" ismclassification="U">Contains the whitelist of values allowed in the |ISM
nonUSControl s attribute. </ xhtm : p>
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el ement >
<xsd: el enent nane="SCl Control s" type="whitelistOnlyVal ues">
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :p i sm owner Producer="USA" ismclassification="U">
Contains the whitelist of values allowed in the | SM SClcontrols attribute.
</ xhtm : p>
</ xsd: docunent ati on>
</ xsd: annot at i on>
</ xsd: el ement >
<xsd: el enent nane="SARldentifier"” type="whitelistOnlyVal ues">
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :p i sm owner Producer="USA" ismclassification="U">
Contains the whitelist of values allowed in the | SM SARI dentifier attribute.
</ xhtm : p>

</ xsd: docunent ati on>
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</ xsd: annot at i on>
</ xsd: el ement >
<xsd: el enent nane="Di spl ayOnl yTo" type="whitelistOnlyVal ues">

<xsd: annot ati on>

<xsd: docunent ati on>
<xhtm :p i sm owner Producer="USA" ismclassification="U">
Contains the whitelist of values allowed in the | SMdisplayOnlyTo attribute.
</ xhtm : p>

</ xsd: docunent at i on>
</ xsd: annot at i on>
</ xsd: el enent >
<xsd: el enent nane="Fd sourceCpen” type="whitelistOnlyVal ues">
<xsd: annot ati on>
<xsd: docunent at i on>
<xhtm :p i sm owner Producer="USA" ismclassification="U">
Contains the whitelist of values allowed in the | SM FGE sourceOpen attri bute.
</ xhtm : p>

</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el enent nane="Fd sourceProtected" type="whitelistOnlyVal ues">
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :p i sm owner Producer ="USA" ismclassification="U>
Contains the whitelist of values allowed in the | SM FG sourceProtected attribute.
</ xhtm : p>
</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el enent nane="Omner Producer" type="whitelistO Bl acklistVal ues">
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :p i smowner Producer="USA" ismclassification="U">
Contains the whitelist of values allowed in the | SM owner Producer attribute
or the blacklist of values not allowed.
</ xhtm : p>
<xhtm :p i smowner Producer="USA" ismclassification="U">
Since this attribute contains a list of countries, it may be nore desirable to
limt a small nunber of countries with a blacklist than to allow a | arge nunber
of countries with a whitelist.
</xhtm : p>
</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el enent >

<xsd: el enent nane="Rel easabl eTo" >
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :p i sm owner Producer ="USA" ismclassification="U>
Contains the whitelist of values allowed in the | SMrel easabl eTo attri bute.
</ xhtm : p>

<xhtm :p i sm owner Producer="USA" ismclassification="U">
Al lows definition of a mninmmset of values that nmust be included in i smrel easabl eTo.
</ xhtm : p>
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</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd: conpl exType>
<xsd: conpl exCont ent >
<xsd: extensi on base="whitelistOnlyVal ues">
<xsd: sequence>
<xsd: el enent m nCccurs="0" maxOccurs="1" ref="m ni munVal ues"/ >
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
</ xsd: el enent >

<xsd: el enent nane="Nt kPolicy">
<xsd: annot ati on>
<xsd: docunent at i on>
<xhtm :p i smowner Producer="USA" ismclassification="U">
Contains the whitelist of values allowed in the NTK AccessPolicy el enent.
</ xhtm : p>
</ xsd: docunent at i on>
</ xsd: annot at i on>
<xsd: conpl exType>
<xsd: sequence>
<xsd: el enent mexOccur s="unbounded" ref="val ue"/>
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >

<xsd: el ement nane="Nt kVocabul ary" >
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :p i sm owner Producer ="USA" ismclassification="U">
Contains the whitelist of values allowed in the name attribute of the NTK Vocabul aryType el enent.
</ xhtm : p>

</ xsd: docunent ati on>

</ xsd: annot ati on>

<xsd: conmpl exType>
<xsd: sequence>

<xsd: el ement nmaxOccur s="unbounded" ref="val ue"/>

</ xsd: sequence>

</ xsd: conpl exType>

</ xsd: el enment >

<xsd: el enent nane="val ue" type="xsd: NMTOKEN"/ >

<xsd: el enent nane="Nt kAccessProfile">
<xsd: annot ati on>
<xsd: docunent ati on>

<xhtm :p i smowner Producer="USA" ismclassification="U">

Contains the whitelist of values allowed in the NTK AccessProfile structure.
</xhtm : p>

<xhtm :p i sm ownerProducer="USA" ismclassification="U">
The accessPolicy attribute contains value of NTK AccessPolicy el ement. There mnust
be one Nt kAccessProfile el enent per uni que accessPolicy val ue.

This document has been approved for Public Release by the Office of the Director of National Intelligence. See Distribution Notice for details. 9




Whitelist Schema Guide December 1, 2022

</ xhtm : p>
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd: conmpl exType>
<xsd: sequence>
<xsd: el enent m nOccurs="0" maxCccurs="unbounded" ref="profile"/>
<xsd: el enent m nCccurs="0" maxOccurs="1" ref="m ni munval ues"/ >
</ xsd: sequence>
<xsd:attribute nane="accessPolicy" use="required" type="xsd: NMTOKEN'/ >
</ xsd: conpl exType>
</ xsd: el enent >

<xsd: el ement nane="profile">
<xsd: annot ati on>
<xsd: docunent at i on>
<xhtm :p i smowner Producer="USA" ismclassification="U">
Contains the whitelist of values allowed in the NTK AccessProfile structure.
</xhtm : p>
<xhtm :p i smowner Producer="USA" ismclassification="U">
Contains a map of the vocabulary attribute and the el enent value of the NTK AccessProfil eval ue el enent.
</xhtm : p>
</ xsd: docunent at i on>
</ xsd: annot ati on>

<xsd: conpl exType>
<xsd:attribute nane="vocabul ary" use="required" type="xsd:anyURl"/>

<xsd:attribute nanme="profil eVal ue" use="required">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd:pattern value="[\wWd,-=_:\p{Zs}]+|\*"/>
<I-—- Allow \p{Zs} => space Do Not Allow *?" or "." -->

</ xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
</ xsd: conpl exType>
</ xsd: el enment >

<xsd: el erent nanme="m ni nunval ues" >
<xsd: annot ati on>

<xsd: docunent ati on>
<xhtm :p ismclassification="U" [ smowerProducer="USA">This el enent holds the list of a m ninmm

set of values required in an ISM/ NIK attribute. </ xhtm :p>

</ xsd: docunent at i on>

</ xsd: annot at i on>

<xsd: conpl exType mi xed="true">
<xsd: sequence>

<xsd: el ement m nCccurs="0" maxOccur s="unbounded" ref="profile"/>

</ xsd: sequence>

</ xsd: conpl exType>

</ xsd: el enent >

<xsd: conpl exType name="whitelistO Bl acklistVal ues">
<xsd: annot ati on>
<xsd: docunent ati on>
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<xhtm :p ismclassification="U" | smowerProducer="USA">This type all ows either a set of val ues
conposing either a whitelist or a blacklist depending upon the value defined in the
type attribute.
</xhtm : p>
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd: sequence>
<xsd: el enent nane="val ues">
<xsd: conpl exType>
<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd:token">
<xsd:attributeGoup ref="typeChoice"/>
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nanme="whitelistOnlyVal ues">
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :p ismclassification="U" 1smownerProducer="USA">This type allows only a set of val ues
for a whitelist.
</xhtm : p>
</ xsd: docunent ati on>
</ xsd: annot ati on>
<xsd: sequence>
<xsd: el enent nane="val ues" type="xsd:token"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: attributeGoup nane="typeChoi ce">
<xsd:attribute nane="type" use="required">
<xsd: si nmpl eType>
<xsd:restriction base="xsd:token">
<xsd: enuneration val ue="whitelist"/>
<xsd: enuneration val ue="bl acklist"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
</ xsd: attri but eG oup>

<xsd:attributeG oup nanme="typeAnyLi st Choi ce">
<xsd:attribute nane="type" use="required">
<xsd: si mpl eType>
<xsd: restriction base="xsd:token">
<xsd: enuneration val ue="whitelist"/>
<xsd: enunerati on val ue="bl acklist"/>
<xsd: enuneration val ue="m nval ues"/ >
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
</ xsd: attri but eG oup>
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</ xsd: schema>
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