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Chapter 1 - Introduction

1.1 - Purpose

This is an informative supplement for Whitelist. This document provides concrete examples of
XML files implementing Whitelist elements and attributes.

This document has been approved for Public Release by the Office of the Director of
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Chapter 2 - Example Files

2.1 - example_minvalues_config.xml

<?xm -nmodel href="../../Schematron/Whitelist/Witelist XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!--
Sanmpl e whitelist configuration files for testing mninmumvalue whitelist functionality with the test case files in the /Exanples sub-directories.
To use this sanple file, copy the contents into the /Schematron/VWitelist/whitelist_config.xml file. Then open the test case
xm files in Oxygen and vali date.
--><Whitelist xmns:xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi:schenaLocation="../../Schema/ Wi telist/Witelist.xsd">
<I SMAttri butes>
<val ues type="whitelist">atom cEnergyMarkings classification classificati onReason cl assifiedBy conpil ati onReason conpliesWth
creat eDat e decl assDate decl assEvent decl assException derivativel yC assifi edBy derivedFrom DESVersi on displayOnlyTo
di ssem nati onControl s excl udeFronRol | up exenpt From ext ernal Noti ce FAd sourceQpen FG sourceProtected | SMCATCESVer si on j oi nt nonl Cnar ki ngs
nonUSControl s noticeDate noticeReason noti ceType owner Producer pocType rel easabl eTo resourceEl ement SARIdentifier SClcontrols
unr egi st eredNot i ceType</ val ues>
</I SMAttri butes>
<!-- Plausible to have restrictions but unlikely on JWCS -->
<C assification>
<val ues>R U S TS</val ues>
</ d assification>
<Di sseni nati onCont r ol s>
<val ues>0C OC-USGOV | MC NF PR REL RELI DO DI SPLAYONLY</ val ues>
</ Di ssem nati onControl s>
<Rel easabl eTo>
<val ues type="whitelist">USA AUS CAN NZL GBR FRA KFOR</val ues>
<m ni mumval ues>USA ACGAK/ m ni numval ues>
</ Rel easabl eTo>
<Di spl ayOnl yTo>
<val ues type="whitelist">USA TEYE</val ues>
</ Di spl ayOnl yTo>
<Fd sour ceCpen>
<val ues type="whitelist"/>
<I-- Enmpty whitelist - reject all markings -->
</ FA sour ceQpen>
<Fd sour ceProt ect ed>
<val ues type="whitelist"/>
<l-- Enpty whitelist - reject all markings -->
</ FG sour cePr ot ect ed>
<At onmi cEner gyMar ki ngs>
<val ues/ >
</ At om cEner gyMar ki ngs>
<Nonl Cmar ki ngs>
<val ues>SBU LES LES- NF</val ues>
</ Nonl Crrar ki ngs>
<NonUSCont r ol s>
<val ues/ >
</ NonUSCont r ol s>
<SCl Cont r ol s>
<val ues>TK HCS HCS- P</val ues>
</ SClI Cont r ol s>
<SARl dentifier>
<val ues>SAR- AAA SAR- BBB</ val ues>
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</ SARI dent i fier>

<Owner Pr oducer >
<val ues type="whitelist">USA</val ues>

</ Oamner Pr oducer >

<Nt kPolicy type="whitelist">
<val ue>*</ val ue>
<l --<val ue>urn: us: gov:ic:aces: ntk: oc</val ue>

<val ue>urn: us: gov:i c: aces: nt k: m</val ue>
<val ue>urn: us: gov:ic:aces: ntk:ico</val ue>-->
</ Nt kPol i cy>

<Nt kVocabul ary type="whitelist">
<val ue>group: i aaens</ val ue>
<val ue>dat asphere: m: i ssue</ val ue>
<val ue>dat aspher e: m: r egi on</ val ue>
<val ue>dat asphere: i cense</val ue>
<val ue>or gani zati on: usa- agency</ val ue>
<val ue>group: bob_| dap</ val ue>
<val ue>group: chris_| dap</val ue>

</ Nt kVocabul ary>

<Nt kAccessProfile type="m nval ues" accessPolicy="urn:us:gov:ic:aces: ntk:oc">
<profile vocabul ary="organi zati on: usa- agency" profil eVal ue="USA. Cl A"/ >
<profile vocabul ary="organi zati on: usa- agency" profileVal ue="USA. DNl "/ >
<profile vocabul ary="organi zati on: usa- agency" profil eVal ue="USA. NSA"/ >

</ Nt kAccessProfil e>

<Nt kAccessProfile type="m nval ues" accessPolicy="urn:us:gov:ic:aces: ntk: m">
<profile vocabul ary="dat asphere: m: i ssue" profileVal ue="Dl"/>
<profile vocabul ary="dat asphere: m: i ssue" profileVal ue="CST"/>
<profile vocabul ary="dat asphere: nm: regi on" profileVal ue="AFce"/>
<profile vocabul ary="dat asphere: m: regi on" profileVal ue="AFea"/>
<profile vocabul ary="dat asphere: nm: regi on" profileVal ue="AFno"/>

</ Nt kAccessProfil e>

<Nt kAccessProfile type="m nval ues" accessPolicy="urn:us:gov:ic:aces:ntk:license">
<profile vocabul ary="dat asphere:|icense" profileVal ue="oscl"/>

</ Nt kAccessProfil e>

<Nt kAccessProfile type="m nval ues" accessPolicy="urn:us:gov:ic:aces: ntk: xd">
<profile vocabul ary="organi zati on: usa- agency" profileVal ue="USA Cl A"/ >

</ Nt kAccessProfil e>

</\Witelist>
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2.2 - example_whitelist_config.xml

<?xm -nmodel href="../../Schematron/Whitelist/Witelist XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!--
Sampl e whitelist configuration files for testing whitelist functionality with the test case files in the /Exanples sub-directories.
To use this sanple file, copy the contents into the /Schematron/VWitelist/whitelist _config.xm file. Then open the test case
xm files in Oxygen and vali date.
--><Whitelist xmns:xsi="http://ww. w3. org/ 2001/ XM_Schena-i nst ance"
xsi:schenmalLocation="../../Schema/ Wi telist/Witelist.xsd">
<I SMAttri butes>
<val ues type="whitelist">atom cEnergyMarkings classification classificati onReason cl assifiedBy conpil ati onReason conpliesWth
createDat e decl assDat e decl assEvent decl assException derivativel yC assifiedBy derivedFrom DESVersi on di spl ayOnl yTo
di ssem nati onControl s excl udeFronRol | up exenpt From ext ernal Noti ce FA sourceQpen FG sourceProtected | SMCATCESVer si on j oi nt nonl Cnar ki ngs
nonUSControl s noti ceDate noticeReason noticeType owner Producer pocType rel easabl eTo resourceEl ement SARI dentifier SClcontrols
unregi st eredNot i ceType</ val ues>
</I SMAttri butes>
<C assi fication>
<val ues>R U S TS</val ues>
</Cl assification>
<Di ssem nati onCont r ol s>
<val ues>RS OC OC-USGOV | MC NF PR REL RELI DO EYES DSEN FI SA DI SPLAYONLY</ val ues>
</ Di ssem nationControl s>
<Rel easabl eTo>
<val ues type="whitelist">USA AUS CAN NZL GBR FRA KFOR</val ues>
<m ni nunVal ues>USA ACGAK/ ni ni nunVal ues>
</ Rel easabl eTo>
<Di spl ayOnl yTo>
<val ues type="whitelist">USA TEYE</val ues>
</ Di spl ayOnl yTo>
<Fd sour ceOpen>
<val ues type="whitelist">ALB LTU MAR POL ZAF GBR NATQO Pf P</val ues>
</ FA sour ceQpen>
<Fd sour cePr ot ect ed>
<val ues type="whitelist">FA NATO ABW:/ val ues>
</ FA sour cePr ot ect ed>
<At om cEner gyMar ki ngs>
<val ues>RD- SG 14 RD- SG- 15 RD- SG- 18 RD- SG- 20 RD FRD RD- CN\VDI DCNI UCNI </ val ues>
</ At om cEner gyMar ki ngs>
<Nonl Cmar ki ngs>
<val ues>DS XD ND SBU LES LES-NF SSI ACCM FOCAL_PAO NT NNPI </ val ues>
</ Nonl Crrar ki ngs>
<NonUSCont r ol s>
<val ues>ATOVAL BOHEM A</ val ues>
</ NonUSCont r ol s>
<SCl Cont r ol s>
<val ues>TK HCS HCS- P</val ues>
</ SClI Cont rol s>
<SARl dentifier>
<val ues>SAR- AAA SAR- BBB</ val ues>
</ SARI dentifier>
<Oaner Pr oducer >
<val ues type="whitelist">USA FA NATO</val ues>
</ Oaner Pr oducer >
<Nt kPolicy type="whitelist">
<val ue>*</val ue>
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<!--<val ue>urn:us:gov:ic:aces: ntk: oc</val ue>

<val ue>urn: us: gov:ic: aces: nt k: </ val ue>
<val ue>urn: us:gov:ic:aces: ntk:ico</val ue>-->

</ Nt kPol i cy>

<Nt kVocabul ary type="whitelist">
<val ue>group: i aaens</ val ue>
<val ue>dat aspher e: m: i ssue</ val ue>
<val ue>dat asphere: m: r egi on</ val ue>
<val ue>dat asphere: | i cense</val ue>
<val ue>organi zati on: usa- agency</ val ue>
<val ue>group: bob_I dap</val ue>
<val ue>group: chris_| dap</val ue>
</ N\t kVocabul ary>
<Nt kAccessProfile accessPol i cy="urn:us:gov:ic:aces: ntk: m">

<I--<profile>*</profile>->
<profile vocabul ary="dat asphere: nm: i ssue" profileVal ue="Dl"/>

<profile vocabul ary="dat asphere:
<profile vocabul ary="dat asphere:
<profile vocabul ary="dat asphere:
<profile vocabul ary="dat asphere:
<m ni nunval ues>
<profile vocabul ary="dat asphere: m: i ssue" profileValue="Dl"/>
<profile vocabul ary="dat asphere: nm: regi on" profileVal ue="AFce"/ >
</ m ni mumval ues>
</ Nt kAccessProfil e>
<l-- Witelist -->

tissue" profileVval ue="CsT"/>

:region" profileVval ue="AFce"/>
:region" profileVal ue="AFea"/>
:region" profileVal ue="AFno"/ >

3333

<Nt kAccessProfile accessPolicy="urn:us:gov:ic:aces:ntk:oc">

<profile vocabul ary="organi zati on: usa- agency" profil eVal ue="USA. Cl A"/ >
<profile vocabul ary="organi zati on: usa- agency" profileVal ue="USA. NSA"/>
<profile vocabul ary="organi zati on: usa- agency" profil eVal ue="USA. DNl "/ >
<profile vocabul ary="organi zati on: usa- agency" profileVal ue="USA NGA"/ >
<m ni nunval ues>
<profile vocabul ary="organi zati on: usa- agency" profileVal ue="USA. Cl A"/ >

</ m ni munVal ues>

</ Nt KAccessProfil e>

<Nt kAccessProfile accessPolicy="urn:us:gov:ic:aces: ntk: xd">
<profile vocabul ary="organi zati on: usa- agency" profil eVal ue="USA. Cl A"/ >
<profile vocabul ary="organi zati on: usa- agency" profileVal ue="USA. NSA"/>
<profile vocabul ary="organi zati on: usa-agency" profileVal ue="USA DNl "/ >
<m ni nunmval ues>

<profile vocabul ary="organi zati on: usa-agency" profileVal ue="USA Cl A"/ >

</ m ni munVal ues>

</ Nt KAccessProfil e>

<Nt KAccessProfile type="whitelist" accessPolicy="urn:us:gov:ic:aces:ntk:license">
<profile vocabul ary="dat asphere:|icense" profileVal ue="osc2"/>

</ Nt kAccessProfil e>

<Nt KAccessProfile type="whitelist" accessPolicy="urn:us:gov:ic:aces: ntk: perm ssive">
<profile vocabul ary="" profileVal ue="johndoe"/>
<profile vocabul ary="" profileVal ue="Rabbits"/>
<profile vocabul ary="group: bob_I dap" profil eVaul e="Wheel "/ >
<profile vocabul ary="group: bob_I dap" profil eVaul e="Superuser"/>

</ Nt kAccessProfil e>

<Nt kAccessProfile type="whitelist" accessPolicy="urn:us:gov:ic:aces:ntk:restrictive">
<profile vocabul ary="group:iaaens" profileVal ue="GROUPL"/ >
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<profile vocabul ary="group:iaaens" profileVal ue="GROUP2"/ >
<profile vocabul ary="group:iaaens" profileVal ue="GROUP3"/ >

</ Nt kAccessProfil e>

<Nt kAccessProfile type="whitelist" accessPolicy="urn:us:gov:ic:aces: ntk:xd">
<profile vocabul ary="organi zati on: usa- agency"” profileVal ue="USA. Cl A"/ >
<profile vocabul ary="organi zati on: usa- agency" profileVal ue="USA. DNl "/ >
<profile vocabul ary="organi zati on: usa- agency" profil eVal ue="USA. NSA"/ >

</ Nt KAccessProfil e>

<l-- Add test for accessPolicy restrictive -->

</ Wi telist>
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2.3 - MinValues-LIC-FAIL-001.xml

<?xm -nodel href="../../Schematron/Wiitelist/Whitelist_XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!-- Notices - Distribution Notice:
Thi s docunent is being nade available by the Intelligence Cormmunity Chief Information Oficer
to Federal, State, Local, Tribal, and Foreign Partners and associated contractors. Approval for
any further distribution nust be coordinated via the Intelligence Community Chief |nformation

O ficer, at ic-standards-support@ arpa.gov.--><!-- Al classification marks in this exanple are --><l-- for illustrative purposes only, there are no --><l-- actual classified data
contained in this example --><!--

Goal : Failing test mnimmval ue configuration for NTK Li cense Access Profile

Test Config File: ../ exanpl e_m nval ues_confi g. xn

Test Config Setting: Comment out this config to force failure ...

<Nt kAccessProfile type="m nval ues"
accessPol i cy="urn: us: gov:ic:aces:ntk:license">
<profil e vocabul ary="dat asphere:|icense" profileVal ue="osc2" />
</ Nt kAccessProfil e>
Expected Test Result: FAI L
Expected Error Message: WLNt kAccessProfil eVal ue-1 D 00001

To run this test:
1. copy contents of Test Config File to ../../Schematron/Witelist/whitelist_config.xnl
2. comment out <NtkAccessProfile type="m nval ues" accessPolicy="urn:us:gov:ic:aces:ntk:license"> entry

Note: Currently, CVEnunlicLicense.xnl only contains a single value, so the effect of @ype="ninval ues" wll be
the same as @ype="whitelist”". To get this rule to fail, there should be no entry for
accessPol i cy="urn: us:gov:ic:aces:ntk:license" in the config file.
--><test:root xmns:test="test:ntk"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
i smconpliesWth="USGv USIC
i smresourceEl enent ="true"
i smcreateDat e="9999-11-11"
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="U
i sm owner Pr oducer =" USA"
xsi:schemalLocation="test:ntk ../1SMtest_ntk.xsd">
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
ismclassification="U"
i sm owner Producer =" US
i smresourceEl enent="true"
i smconpliesWth="USGv USIC
i smcreatebDat e="2019-12-19">
<nt k: Access xmnl ns: nt k="urn:us:gov:ic:ntk"
ismclassification="U"
i sm owner Pr oducer =" USA" >
<nt k: Requi r esAnyCf >
<nt k: AccessProfil eList>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic:aces:ntk:license</ntk: AccessPolicy>
<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:datasphere</ntk: Profil eDes>
<nt k: Vocabul aryType nt k: nane="dat asphere: | i cense" ntk:sourceVersi on="201508"/>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat asphere:|icense">o0scl</ntk: AccessProfil eval ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfil elLi st>
</ ntk: Requi resAnyf >
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</ ntk: Access>
</ arh: Security>
</test:root>

This document has been approved for Public Release by the Office of the Director of National Intelligence. See Distribution Notice for details. 8



Whitelist-Examples December 1, 2022

2.4 - MinValues-LIC-PASS-001.xml

<?xm -nodel href="../../Schematron/Wiitelist/Witelist XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!/-- Notices - Distribution Notice:
Thi s docunent is being nmade available by the Intelligence Community Chief Information O ficer
to Federal, State, Local, Tribal, and Foreign Partners and associated contractors. Approval for
any further distribution nust be coordinated via the Intelligence Community Chief |nformation

O ficer, at ic-standards-support@ arpa.gov.--><!-- Al classification marks in this exanple are --><l-- for illustrative purposes only, there are no --><l-- actual classified data
contained in this example --><!--

CGoal : Passing test of mninmumvalue configuration for NTK License Access Profile

Test Config File: ..l exanpl e_m nval ues_confi g. xn

Test Config Setting: <Nt KAccessProfil e type="m nval ues"”
accessPol i cy="urn: us:gov:ic:aces:ntk:license">
<profile vocabul ary="dat asphere: |icense" profil eVal ue="osc2" />
</ Nt kKAccessProfil e>
Expected Test Result: PASS
Expected Error Message: N A

To run this test:
1. copy contents of Test Config File to ../../Schematron/ Witelist/whitelist_config.xm

Note: Currently, CVEnunlicLicense.xnl only contains a single value, so the effect of @ype="ninval ues"” wll be
the same as @ype="whitelist". To get this rule to fail, there should be no entry for
accessPol i cy="urn:us:gov:ic:aces:ntk:license" in the config file.

--><test:root xmns:test="test:ntk"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
i smconpliesWth="USGv USIC
i smresourceEl enent="true"
i smcreateDat e="9999-11-11"
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="U
i sm owner Producer =" USA"
xsi:schemalocation="test:ntk ../I1SMtest_ntk.xsd">
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
ismclassification="U"
i sm owner Producer =" USA"
i smresourceEl enent ="true"
i smconpliesWth="USGv USIC
i smcreatebDat e="2019-12-19" >
<nt k: Access xm ns: ntk="urn:us: gov:ic:ntk"
ismclassification="U"
i sm owner Pr oducer =" USA" >
<nt k: Requi r esAnyCf >
<nt k: AccessProfil eLi st >
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us:gov:ic:aces:ntk:license</ntk: AccessPolicy>
<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:datasphere</ntk:ProfileDes>
<nt k: Vocabul aryType nt k: nane="dat asphere: |icense" ntk: sourceVersi on="201508"/>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat asphere: |icense">o0scl</ntk: AccessProfil eVal ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfil eList>
</ ntk: Requi r esAnyCf >
</ ntk: Access>
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</ arh: Security>
</test:root>
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2.5 - MinValues-MN-FAIL-002.xml

<?xm -nodel href="../../Schematron/Witelist/Witelist_XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!/-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.

--><l-- Al classification nmarks in this exanple are --><l-- for illustrative purposes only, there are no --><l-- actual classified data contained in this exanple --><!--
CGoal: Failing test mnimm val ue configuration for NTK M ssion Need Access Profile
Test Config File: ..l exanmpl e_m nval ues_confi g. xnl
Test Config Setting: Comment out this config to force failure ...

<Nt kAccessProfil e type="ni nval ues"
accessPol i cy="urn: us: gov:ic:aces: ntk: m">

</ Nt kAccessProfil e>
Expected Test Result: FAI L
Expected Error Message: WLNt kAccessProfil eVval ue-1 D 00002

To run this test:
1. copy contents of Test Config File to ../../Schematron/Witelist/whitelist_config.xn

--><test:root xmns:test="test:ntk"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
i smconpliesWth="USGv USIC
i smresourceEl enent ="true"
i sm createbDat e="2012- 05- 28"
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="U
i sm owner Pr oducer =" US
xsi:schenalLocation="test:ntk ../ISMtest ntk.xsd">
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Producer =" USA"
i smresourceEl enent="true"
i smconpliesWth="USGv USIC
i smcreateDat e="2019-12-19">
<nt k: Access xml ns: nt k="urn:us:gov:ic:ntk"
ismclassification="U"
i sm owner Pr oducer =" USA" >
<nt k: Requi resAl | OF >
<nt k: AccessProfil eList>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk: m</ntk: AccessPol i cy>
<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:datasphere</ntk: ProfileDes>
<nt k: Vocabul aryType nt k: nane="dat aspher e: m: i ssue" ntk: sourceVersi on="202111"/>
<nt k: Vocabul aryType nt k: nane="dat asphere: m: regi on" ntk: sourceVersi on="202111"/>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat asphere: m: i ssue" >Dl </ nt k: AccessProfil eVal ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat asphere: m: i ssue" >WPW&/ nt k: AccessProfi | evVal ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat aspher e: m: r egi on" >AFea</ nt k: AccessProfi | eval ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat aspher e: m: r egi on" >AFno</ nt k: AccessProfi | eVal ue>
</ ntk: AccessProfile>
</ ntk: AccessProfilelList>
</ ntk: Requi resAl | O >
</ ntk: Access>

3333

This document has been approved for Public Release by the Office of the Director of National Intelligence. See Distribution Notice for details. 11




Whitelist-Examples December 1, 2022

</ arh: Security>
</test:root>
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2.6 - MinValues-MN-PASS-001.xml

<?xm -nodel href="../../Schematron/Witelist/Witelist_XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schenatron"?><!/-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.

--><l-- Al classification nmarks in this exanple are --><l-- for illustrative purposes only, there are no --><l-- actual classified data contained in this exanple --><!--
CGoal : Passing test of mninmmvalue configuration for NTK M ssion Need Access Profile
Test Config File: ..l exanpl e_m nval ues_confi g. xnl
Test Config Setting: <Nt kAccessProfile type="m nval ues"

accessPol i cy="urn: us:gov:ic:aces: ntk: m">

</ Nt kKAccessProfil e>
Expected Test Result: PASS
Expected Error Message: N A

To run this test:
1. copy contents of Test Config File to ../../Schematron/ Witelist/whitelist_config.xm

--><test:root xmns:test="test:ntk"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
i smconpliesWth="USGov USIC'
i smresourceEl enent="true"
I smcreat eDat e="2012- 05- 28"
I sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="U'
i sm owner Producer =" USA"
xsi:schemalLocation="test:ntk ../1SMtest_ntk.xsd">
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Pr oducer =" USA"
i smresourceEl enent ="true"
i smconpliesWth="USGv USIC
i smcreatebDat e="2019-12-19">
<nt k: Access xm ns: ntk="urn:us: gov:ic:ntk"
ismclassification="U
i sm owner Pr oducer =" USA" >
<nt k: Requi resAl | O >
<nt k: AccessProfil eLi st>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us:gov:ic:aces: ntk: m</nt k: AccessPol i cy>
<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:datasphere</ntk:ProfileDes>
<nt k: Vocabul aryType nt k: nane="dat asphere: nm: i ssue" nt k: sourceVersi on="202111"/ >
<nt k: Vocabul aryType nt k: nane="dat aspher e: m: regi on" nt k: sour ceVer si on="202111"/ >
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat asphere: m: i ssue">Dl </ ntk: AccessProfil eval ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat asphere: m: i ssue" >CST</ nt k: AccessProfil eval ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat aspher e: m: r egi on" >AFce</ nt k: AccessProfil eVal ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat aspher e: m: r egi on" >AFea</ nt k: AccessProfi | eval ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat asphere: m: r egi on" >AFno</ nt k: AccessProfi| eVal ue>
</ ntk: AccessProfile>
</ ntk: AccessProfil eLi st>
</ ntk: Requi resAl | O >
</ ntk: Access>

33333
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</ arh: Security>
</test:root>
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2.7 - MinValues-OC-FAIL-001.xml

<?xm -nodel href="../../Schematron/Witelist/Witelist_XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!/-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.

--><l-- Al classification narks in this exanple are --><l-- for illustrative purposes only, there are no --><l-- actual classified data contained in this exanple --><!--
CGoal : Passing test of mninmumvalue configuration for NTK ORCON Access Profile
Test Config File: ..l exanmpl e_m nval ues_confi g. xn
Test Config Setting: <Nt kAccessProfile type="m nval ues"

accessPol i cy="urn:us:gov:ic:aces: ntk:oc">

</ Nt kAccessProfil e>
Expected Test Result: FAI L
Expected Error Message: W.Nt kAccessProfil eVal ue-1D- 00002

To run this test:
1. copy contents of Test Config File to ../../Schematron/ Witelist/whitelist_config.xm

--><test:root xmns:test="test:ntk"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
i smconpliesWth="USGv USIC
i smresourceEl enent="true"
i smcreatebDat e="2012- 05- 28"
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="8"
i sm owner Producer =" USA"
i smdi sseni nati onControl s="0OC NF"
i smderivativel yC assi fi edBy="Fred"
i smderivedFron="Some Gui de"
i sm decl assbDat e="2020- 01- 01"
xsi:schemalocation="test:ntk ../I1SMtest ntk.xsd">
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Pr oducer =" USA"
i smresourceEl enent ="true"
i smconpliesWth="USCGv USIC
i smcreateDat e="2019-12-19" >
<nt k: Access xml ns:ntk="urn:us:gov:ic:ntk"
ismclassification="U"
i sm owner Pr oducer =" USA" >
<nt k: Requi resAl | O >
<nt k: AccessProfil eList>
<ntk: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk:oc</ntk: AccessPol i cy>
<nt k: Profil eDes>urn: us:gov:ic:ntk:profile:agencydi ssem</ ntk: ProfileDes>
<nt k: Vocabul aryType nt k: nanme="or gani zati on: usa- agency" ntk: sour ceVer si on="202207"/ >
<nt k: AccessProfil eValue ntk:qualifier="originator" ntk:vocabul ary="organi zati on: usa-agency" >USA. Cl A</ nt k: AccessProfi | eVal ue>
<nt k: AccessProfileValue ntk:qualifier="dissento" ntk:vocabul ary="organi zati on: usa- agency" >USA. NGA</ nt k: AccessProfi | eVal ue>
<nt k: AccessProfil eValue ntk:qualifier="dissenmo" ntk:vocabul ary="organi zati on: usa- agency" >USA. NSA</ nt k: AccessProfi | evVal ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfil eLi st>
</ ntk: Requi resAl | O >
</ ntk: Access>
</ arh: Security>
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<test:portion ismclassification="8"
i sm owner Pr oducer =" USA"
i smdi ssem nationControl s="0OC NF"/>
</test:root>
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2.8 - MinValues-OC-PASS-001.xml

<?xm -nodel href="../../Schematron/VWitelist/Witelist_XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schenatron"?><!/-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is avail able for use without restriction.

--><l-- Al classification narks in this exanple are --><l-- for illustrative purposes only, there are no --><l-- actual classified data contained in this exanple --><!--
CGoal : Passing test of mninumvalue configuration for NTK ORCON Access Profile
Test Config File: ..l exanpl e_m nval ues_confi g. xn
Test Config Setting: <Nt kAccessProfile type="m nval ues"

accessPol i cy="urn:us:gov:ic:aces: ntk:oc">

</ Nt kAccessProfil e>
Expected Test Result: PASS
Expected Error Message: N A

To run this test:
1. copy contents of Test Config File to ../../Schematron/ Witelist/whitelist_config.xm

--><test:root xmns:test="test:ntk"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
i smconpliesWth="USGv USIC'
i sm resourceEl enent ="true"
I sm creat eDat e="2012- 05- 28"
I sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="8"
i sm owner Pr oducer =" USA"
i sm di ssem nati onControl s="0OC NF"
ismderivativel yd assi fi edBy="Fred"
i sm derivedFronm="Sone Cui de"
I sm decl assDat e="2020- 01- 01"
xsi:schemalocation="test:ntk ../I1SMtest ntk.xsd">
<arh: Security xmns:arh="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Producer =" USA"
i smresourceEl enent ="true"
i smconpliesWth="USGov USIC'
i smcreateDat e="2019-12-19" >
<nt k: Access xm ns:ntk="urn:us:gov:ic:ntk"
ismclassification="U"
i sm owner Producer =" USA" >
<nt k: Requi resAl | O >
<nt k: AccessProfil eList>
<ntk: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk:oc</ntk: AccessPol i cy>
<nt k: Profil eDes>urn: us: gov:ic:ntk:profile:agencydi ssem</ ntk: Profil eDes>
<nt k: Vocabul aryType nt k: nanme="or gani zati on: usa- agency" ntk: sour ceVersi on="202207"/ >
<nt k: AccessProfil eValue ntk:qualifier="dissenmo" ntk:vocabul ary="organi zati on: usa- agency" >USA. Cl A</ nt k: AccessProfi |l eVal ue>
<nt k: AccessProfileValue ntk:qualifier="originator" ntk:vocabul ary="organi zati on: usa-agency">USA. DNl </ nt k: AccessProfi | eVal ue>
<nt k: AccessProfil eValue ntk:qualifier="dissemo" ntk:vocabul ary="organi zati on: usa- agency" >USA. NSA</ nt k: AccessProfi | eVal ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfil eLi st>
</ ntk: RequiresAl | O >
</ ntk: Access>
</ arh: Security>
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<test:portion ismclassification="8"
i sm owner Pr oducer =" USA"
i smdi ssem nationControl s="0OC NF"/>
</test:root>
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2.9 - MinValues-RELTO-FAIL-001.xml

<?xm - nodel

--><
Goal :

href="../../Schematron/Wiitelist/Witelist_ XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!--

Thi s docunent has been approved for Public Release and is available for use without restriction

I-- Al classification marks in this exanple are --><l--

Passing test of m

Test Config File: .

Test Config Setting:

Expect
Expect

To run

1.

for

ni mum val ue configuration for NTK EXDI S Access Profile

.l exanmpl e_mi nval ues_confi g. xn

<Rel easabl eTo>

<val ues type="whitelist">USA AUS CAN NZL GBR FRA KFOR</val ues>

<m ni munVal ues>USA ACGUJK/ m ni nunVal ues>

</ Rel easabl eTo>
ed Test Result: FAI L
ed Error Message: W._Rel easeabl eTo-1 D 00002

this test:
copy contents of

Test Config File to ../../Schematron/ Witelist/whitelist_config.xn

--><test:root xmns:test="test:isnt
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"

ism
ism
ism
ism
ism
ism
ism
ism
ism
ism
ism
ism
ism
XSi

compl i esWt h="USGov USI C"
DESVer si on="202111. 202211"

| SMCATCESVer si on="202211"
resour ceEl enent ="t rue"

creat eDat e="2009- 06- 01"
classification="8"

owner Pr oducer =" USA"

cl assi fiedBy="John doe"
classificati onReason="reason"
decl assDat e="2020- 02- 02"

di ssem nati onCont rol s="REL"
rel easabl eTo="USA CAN'

conpi | ati onReason="Bogus Test Case."

<arh: Security xm ns:arh="urn:us:gov:ic:arh"

ismclassification="8"
i sm owner Producer =" USA"

sm di ssem nati onControl s="REL"

sm rel easabl eTo="USA ACGUJ KFOR"

sm resour ceEl enent ="true"

sm conpl i esWt h="USGov USIC"

sm creat eDat e="2019-12- 19"

i smderivativel yd assi fi edBy="soneone"
i sm derivedFron="sonet hi ng"

i sm decl assDat e="2020-12- 31"/ >

<! --<singl eEl ement xm ns="test:isnt
ismclassification="C"
i sm owner Producer =" USA"
i smdi ssem nati onControl s="REL"
i smrel easabl eTo="USA AUS CAN GBR' />-->
<l--<singl eEl ement xm ns="test:isnt
ismclassification="8"
i sm owner Pr oducer =" USA"
i sm di ssem nati onControl s="REL"

sm conpi | at i onReason="Bogus Test Case.

:schemalocation="test:ntk ../1SMtest ism xsd">

Notices - Distribution Notice:

illustrative purposes only, there are no

classified data contained in this exanple --><!--
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i smrel easabl eTo="USA AUS CAN BR' />-->
</t est:root>

2.10 - MinValues-RELTO-PASS-001.xml

<?xm -nodel href="../../Schematron/Witelist/Witelist_XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schenatron"?><!/-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.

--><l-- Al classification narks in this exanple are --><l-- for illustrative purposes only, there are no --><l-- actual classified data contained in this exanple --><!--
CGoal : Passing test of mnimmvalue configuration for NTK EXDI S Access Profile
Test Config File: ..l exanpl e_m nval ues_confi g. xnl
Test Config Setting: <Rel easabl eTo>

<val ues type="whitelist">USA AUS CAN NZL GBR FRA KFOR</val ues>
<m ni numval ues>USA ACGU/ m ni nunval ues>
</ Rel easabl eTo>
Expected Test Result: PASS
Expected Error Message: N A

To run this test:
1. copy contents of Test Config File to ../../Schematron/ Witelist/whitelist_config.xm

--><test:root xmns:test="test:isnt
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
i smconpliesWth="USGov USIC'
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
i sm resourceEl enent ="t rue"
i sm creat ebDat e="2009-06-01"
ismclassification="8"
i sm owner Producer =" USA"
i smclassifiedBy="John doe"
i smclassificati onReason="reason"
i sm decl assDat e="2020- 02- 02"
i sm di ssem nati onControl s="REL"
i smrel easabl eTo="USA ACAJ'
i smconpi | at i onReason="Bogus Test Case."
xsi:schenalLocation="test:ntk ../ISMtest ism xsd">
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
ismclassification="8"
i sm owner Producer =" USA"
sm conpi | at i onReason="Bogus Test Case."
sm di ssem nati onControl s="REL"
sm rel easabl eTo="USA AUS CAN GBR KFOR"
sm resour ceEl enent ="t rue"
sm conpl i esWt h="USGov USIC'
sm creat eDat e="2019-12- 19"
ismderivativel yC assifiedBy="sonmeone"
i sm derivedFronme="sonet hi ng"
i sm decl assDat e="2020-12- 31"/ >

</test:root>
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2.11 - MinValues-XD-FAIL-001.xml

<?xm -nmodel href="../../Schematron/Wiitelist/Wiitelist XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.

--><l-- Al classification narks in this exanple are --><l-- for illustrative purposes only, there are no --><!-- actual classified data contained in this exanple --><!--
Goal : Failing test mnimmvalue configuration for NTK EXDI S Access Profile
Test Config File: ..l exanpl e_m nval ues_confi g. xnl
Test Config Setting: Comment out this config to force failure ...

<Nt kAccessProfile type="ni nval ues"
accessPol i cy="urn: us: gov:ic:aces: ntk: xd">

</ Nt kAccessProfil e>
Expected Test Result: FAI L
Expected Error Message: WLNt kAccessProfil eVal ue-1 D 00002

To run this test:
1. copy contents of Test Config File to ../../Schematron/Witelist/whitelist_config.xn

--><test:root xmns:test="test:ntk"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
sm conpl i esWth="USGov USI C'
sm resour ceEl enent ="t r ue"
sm creat ebat e="9999-11-11"
sm DESVer si on="202111. 202211"
sm | SMCATCESVer si on="202211"
smcl assification="8§"
sm owner Pr oducer =" US
sm di ssem nat i onCont r ol s=" NF"
i smclassifiedBy="3343334"
ismclassificati onReason="NOT REALLY CLASSI FI ED - EXAMPLE ONLY"
i sm decl assDat e="2025- 05- 12"
i sm nonl Cnar ki ngs=" XD"
xsi:schenalLocation="test:ntk ../ISMtest ntk.xsd">
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Pr oducer =" US
i smresourceEl enent="true"
i smconpliesWth="USGv USIC
i smcreateDat e="2019-12-19">
<nt k: Access xml ns: nt k="urn:us:gov:ic:ntk"
ismclassification="U"
i sm owner Producer =" USA" >
<nt k: Requi resAl | O >
<nt k: AccessProfil eList>
<nt k: AccessProfile ismclassification="U" ismownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk: xd</ntk: AccessPol i cy>
<nt k: Profil eDes>urn: us:gov:ic:ntk:profile:agencydi ssenm</ ntk: Profil eDes>
<nt k: Vocabul aryType nt k: nane="or gani zati on: usa- agency" ntk: sourceVersi on="202207"/ >
<ntk: AccessProfil eValue ntk:qualifier="originator" ntk:vocabul ary="organi zati on: usa- agency" >USA. NSA</ nt k: AccessProfi | eval ue>
<nt k: AccessProfileValue ntk:qualifier="dissento" ntk:vocabul ary="organi zati on: usa-agency">USA. DNl </ nt k: AccessProfi | eVal ue>
<nt k: AccessProfil eValue ntk:qualifier="dissento" ntk:vocabul ary="organi zati on: usa- agency" >USA. NGA</ nt k: AccessProfi | evVal ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfil eLi st>
</ ntk: Requi resAl | OF >
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</ ntk: Access>
</ arh: Security>
<test:portion ismclassification="8"
i sm owner Pr oducer =" USA"
i sm di ssen nati onControl s="NF"/>
</test:root>
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2.12 - MinValues-XD-PASS-001.xml

<?xm -nodel href="../../Schematron/Witelist/Witelist_XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!/-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is avail able for use without restriction.

--><l-- Al classification nmarks in this exanple are --><l-- for illustrative purposes only, there are no --><l-- actual classified data contained in this exanple --><!--
CGoal : Passing test of mninumvalue configuration for NTK EXDI S Access Profile
Test Config File: ..l exanpl e_m nval ues_confi g. xnl
Test Config Setting: <Nt kAccessProfile type="m nval ues"

accessPol i cy="urn: us:gov:ic:aces: nt k: xd">

</ Nt kAccessProfil e>
Expected Test Result: PASS
Expected Error Message: N A

To run this test:
1. copy contents of Test Config File to ../../Schematron/ Witelist/whitelist_config.xm

--><test:root xmns:test="test:ntk"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
i smconpliesWth="USGv USIC
i smresourceEl ement ="t rue"
i smcreateDat e="9999-11-11"
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="8"
i sm owner Producer =" USA"
i sm di sseni nati onControl s="NF"
ismclassifiedBy="3343334"
ismclassificationReason="NOT REALLY CLASSI FI ED - EXAMPLE ONLY"
i sm decl assDat e="2025- 05- 12"
i sm nonl Cmar ki ngs=" XD"
xsi:schemalLocation="test:ntk ../I1SMtest_ntk.xsd">
<arh: Security xnl ns:arh="urn:us:gov:ic:arh"
ismclassification="U"
i sm owner Producer =" USA"
i smresourceEl enent ="true"
i smconpliesWth="USGv USIC
i smcreatebat e="2019-12-19">
<nt k: Access xmnl ns: nt k="urn:us: gov:ic:ntk"
ismclassification="U"
i sm owner Pr oducer =" USA" >
<nt k: Requi r esAnyCf >
<nt k: AccessProfil eList>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk: xd</nt k: AccessPol i cy>
<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:agencydi ssen</ntk: ProfileDes>
<nt k: Vocabul aryType nt k: nane="or gani zati on: usa- agency" nt k: sour ceVer si on="202207"/ >
<nt k: AccessProfileValue ntk:qualifier="originator" ntk:vocabul ary="organi zati on: usa-agency">USA. Cl A</ nt k: AccessProfi | eVal ue>
<nt k: AccessProfil eValue ntk:qualifier="dissemo" ntk:vocabul ary="organi zati on: usa-agency" >USA. DNI </ nt k: AccessProfi | eVal ue>
<nt k: AccessProfileValue ntk:qualifier="dissento" ntk:vocabul ary="organi zati on: usa- agency" >USA. NSA</ nt k: AccessProfi | eVal ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfil eLi st>
</ ntk: Requi r esAnyCf >
</ ntk: Access>
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</ arh: Security>
<test:portion ismclassification="8S"
i sm owner Producer =" USA"
i smdi ssem nati onControl s="NF"/>
</test:root>

This document has been approved for Public Release by the Office of the Director of National Intelligence. See Distribution Notice for details. 24



Whitelist-Examples December 1, 2022

2.13 - Whitelist-ICO-PASS-001.xml

<?xm -nodel href="../../Schematron/Witelist/Witelist_XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schenatron"?><!/-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.

--><l-- Al classification narks in this exanple are --><l-- for illustrative purposes only, there are no --><l-- actual classified data contained in this exanple --><!--
CGoal : Passing test of whitelist configuration for NTK Intelligence Community Only Access Profile
Test Config File: ../l exanpl e_whitelist _config.xn

Test Config Setting: <Nt KAccessProfile type="whitelist"
accessPol i cy="urn: us:gov:ic:aces: ntk:ico">
<profile vocabul ary="" profileVal ue="" />
</ Nt kKAccessProfil e>
Expected Test Result: PASS
Expected Error Message: N A

To run this test:
1. copy contents of Test Config File to ../../Schematron/ Witelist/whitelist_config.xm

Note: The I CO profile does not define a value for ntk:AccessProfil eVal ue.
To get this rule to fail, there should be no entry for
accessPol i cy="urn:us:gov:ic:aces:ntk:ico" in the config file.
--><test:root xmns:test="test:ntk"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
I smconpliesWth="USGov USIC
i smresourceEl enent ="true"
i smcreatebate="9999-11-11"
I sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="U
i sm owner Producer =" US,
xsi:schenalLocation="test:ntk ../ISMtest ntk.xsd">
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Pr oducer =" USA"
i smresourceEl enent="true"
i smconpliesWth="USGv USIC
i smcreatebat e="2019-12-19">
<nt k: Access xml ns: nt k="urn:us:gov:ic:ntk"
ismclassification="U"
i sm owner Producer =" USA" >
<nt k: Requi r esAnyOf >
<nt k: AccessProfil eList>
<nt k: AccessProfile ismclassification="U" ismownerProducer="USA">
<nt k: AccessPol i cy>urn: us:gov:ic:aces: ntk:ico</ntk:AccessPol i cy>
</ ntk: AccessProfile>
</ ntk: AccessProfil elLi st>
</ ntk: Requi resAnyf >
</ ntk: Access>
</ arh: Security>
</test:root>
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2.14 - Whitelist-LIC-FAIL-001.xml

<?xm -nmodel href="../../Schematron/Wiitelist/Wiitelist XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are --><l-- for illustrative purposes only, there are no --><l-- actual classified data contained in this exanple --><!--
To run whitelist tests, copy contents of exanple_whitelist _config.xm to ../../Schematron/Witelist/whitelist_config.xm
Currently, CVEnunliclLicense.xm only contains a single value; will need to nodify whitelist_config.xm to renove this val ue
to get this exanple to fail.
- -><I - -
Goal : Passing test of whitelist configuration for NTK License Access Profile
Test Config File: ../l exanpl e_whitelist_config.xn
Test Config Setting: <Nt KAccessProfile type="whitelist"
accessPol i cy="urn: us:gov:ic:aces:ntk:license">

</ Nt kKAccessProfil e>
Expected Test Result: FAI L
Expected Error Message: W.Nt kAccessProfil evVal ue-1D- 00001

To run this test:
1. copy contents of Test Config File to ../../Schematron/ Witelist/whitelist_config.xm
--><test:root xmns:test="test:ntk"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
I smconpliesWth="USGv USIC
i smresourceEl ement ="t rue"
i smcreatebate="9999-11-11"
I sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="U"
i sm owner Producer =" US,
xsi:schenalLocation="test:ntk ../ISMtest ntk.xsd">
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Pr oducer =" USA"
i smresourceEl enent="true"
i smconpliesWth="USGv USIC
i smcreateDat e="2019-12-19">
<nt k: Access xml ns: nt k="urn:us:gov:ic:ntk"
ismclassification="U"
i sm owner Producer =" USA" >
<nt k: Requi r esAnyOf >
<l-- Sanple file restricting use to authorized users based on license agreenent defined by oscl. -->
<nt k: AccessProfil eList>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us:gov:ic:aces:ntk:license</ntk: AccessPolicy>
<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:datasphere</ntk:Profil eDes>
<nt k: Vocabul aryType nt k: nane="dat asphere: |icense" ntk: sourceVersi on="201508"/>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat asphere: |icense">o0scl</ntk: AccessProfil eVal ue>
</ ntk: AccessProfile>
</ ntk: AccessProfil eList>
</ ntk: Requi r esAnyCf >
</ ntk: Access>
</ arh: Security>
</test:root>
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2.15 - Whitelist-LIC-PASS-001.xml

<?xm - nodel

- - ><| - -
Goal :
Test

Expected Test Result:
Expected Error

Config File
Test Config Setting:

href="../../Schematron/Wiitelist/Witelist XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schenmatron"?><!--
Thi s docunent
o<l - -

To run whitelist tests,

has been approved for Public Release and is available for use w thout
classification marks in this exanple are --><l-- for illustrative purposes only,
copy contents of exanple_whitelist _config.xm to

Al

NTK Li cense Access Profile
../l exanpl e_whitelist_config.xn
<Nt KAccessProfile type="whitelist"
accessPol i cy="urn: us:gov:ic:aces:ntk:license">

Passing test of whitelist configuration for

</ N\t kAccessProfil e>
PASS

Message: N A

To run this test:

1.

copy contents of Test Config File to ../../Schematron/ Witelist/whitelist_config.xm

--><test:root xmnmlns:test="test:ntk"

<l--

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
I smconpliesWth="USGov USIC
i smresourceEl enent ="true"
i smcreatebate="9999-11-11"
I sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="U
i sm owner Producer =" US,
xsi:schenalLocation="test:ntk ../ISMtest ntk.xsd">
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Pr oducer =" USA"
i smresourceEl enent="true"
i smconpliesWth="USGv USIC
i smcreatebat e="2019-12-19">
<nt k: Access xml ns: nt k="urn:us:gov:ic:ntk"
ismclassification="U"
i sm owner Producer =" USA" >
<nt k: Requi r esAnyf >
Sample file restricting use to authorized users based on |icense agreenent defined by osc2

<nt k: AccessProfil eLi st>

<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us:gov:ic:aces:ntk:license</ntk: AccessPolicy>
<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:datasphere</ntk:ProfileDes>
<nt k: Vocabul aryType nt k: nane="dat asphere: |icense"

restriction.
there are no
.I../Schematron/Witelist/whitelist_config.xn

--><! -

-->

nt k: sour ceVer si on="201508"/ >

<nt k: AccessProfil eVal ue ntk:vocabul ary="dat asphere: |icense">0sc2</ntk: AccessProfil eval ue>

</ ntk: AccessProfile>
</ ntk: AccessProfileList>
</ ntk: Requi r esAnyCf >
</ ntk: Access>
</ arh: Security>
</test:root>

act ual

Notices - Distribution Notice

classified data contained in this exanmple --><!--
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2.16 - Whitelist-MN-FAIL-001.xml

<?xm -nodel href="../../Schematron/Witelist/Witelist_XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schenatron"?><!/-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification nmarks in this exanple are --><l-- for illustrative purposes only, there are no --><l-- actual classified data contained in this exanple --><!--

To run whitelist tests, copy contents of exanple whitelist _config.xm to ../../Schematron/Whitelist/whitelist_config.xmn
- -><Il - -

CGoal : Passing test of whitelist configuration for NTK M ssion Need Access Profile

Test Config File: ../l exanpl e_whitelist _config.xn

Test Config Setting: <Nt KAccessProfile type="whitelist"

accessPol i cy="urn:us:gov:ic:aces: ntk: m">

Expected Test Result: FAI L
Expected Error Message: WLNt kAccessProfil eVal ue-1 D 00002

To run this test:
1. copy contents of Test Config File to ../../Schematron/ Witelist/whitelist_config.xn
--><test:root xmns:test="test:ntk"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
i smconpliesWth="USGv USIC
i smresourceEl enent="true"
i sm createbDat e="2012- 05- 28"
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="8"
i sm owner Producer =" USA"
i sm di sseni nati onControl s=" NF"
i smderivativel yC assi fi edBy="Fred"
i smderivedFron="Some Gui de"
i sm decl assbDat e="2020- 01- 01"
xsi:schemalocation="test:ntk ../I1SMtest ntk.xsd">
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Pr oducer =" USA"
i smresourceEl enent ="true"
i smconpliesWth="USCGv USIC
i smcreateDat e="2019-12-19" >
<nt k: Access xm ns: ntk="urn:us:gov:ic:ntk"
ismclassification="U"
i sm owner Pr oducer =" USA" >
<nt k: Requi resAl | O >
<nt k: AccessProfil eList>
<ntk: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn:us: gov:ic:aces: ntk: m</ntk: AccessPol i cy>
<nt k: Profil eDes>urn: us:gov:ic:ntk:profile: datasphere</ntk: Profil eDes>
<nt k: Vocabul aryType nt k: nane="dat asphere: m: i ssue" ntk: sourceVersi on="202111"/>
<nt k: Vocabul aryType nt k: nane="dat asphere: m: regi on" ntk: sourceVersi on="202111"/ >
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat asphere: m: i ssue">Dl </ nt k: AccessProfil eVal ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat asphere: m: i ssue" >CST</ nt k: AccessProfil eval ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat aspher e: m: r egi on" >AFce</ nt k: AccessProfil eVal ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat asphere: m: regi on" >AFea</ nt k: AccessProfi | eval ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat asphere: m: r egi on" >NMenme</ nt k: AccessProfi | eval ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfil eLi st>
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</ ntk: RequiresAl | Of >
</ ntk: Access>
</ arh: Security>

<test:portion ismclassification="8§"
i sm owner Producer =" USA"
i sm di sseni nati onControl s="NF"/>

</test:root>
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2.17 - Whitelist-MN-PASS-001.xml

<?xm -nodel href="../../Schematron/Wiitelist/Wiitelist XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are --><!-- for illustrative purposes only, there are no --><!-- actual classified data contained in this exanple --><!--
To run whitelist tests, copy contents of exanple_whitelist _config.xm to ../../Schematron/Witelist/whitelist_config.xm

- - ><I - -

CGoal : Passing test of whitelist configuration for NTK M ssion Need Access Profile

Test Config File: ../l exanpl e_whitelist_config.xn

Test Config Setting: <Nt KAccessProfile type="whitelist"

accessPol i cy="urn: us:gov:ic:aces:ntk: m">

</ Nt kKAccessProfil e>
Expected Test Result: PASS
Expected Error Message: N A

To run this test:
1. copy contents of Test Config File to ../../Schematron/ Witelist/whitelist_config.xm
--><test:root xmns:test="test:ntk"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
i smconpliesWth="USGv USIC
i smresourceEl enent ="true"
i sm createbDat e="2012- 05- 28"
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="8"
i sm owner Pr oducer =" US
i smdi sseni nati onControl s="NF"
i smderivativel yd assi fi edBy="Fred"
i smderivedFron="Sone Gui de"
i sm decl assDat e="2020-01- 01"
xsi:schemalLocation="test:ntk ../I1SMtest_ntk.xsd">
<arh: Security xnl ns:arh="urn:us:gov:ic:arh"
ismclassification="U"
i sm owner Producer =" USA"
i smresourceEl enent="true"
i smconpliesWth="USGv USIC
i smcreatebDat e="2019-12-19">
<nt k: Access xnl ns: nt k="urn: us: gov:ic:ntk"
ismclassification="U
i sm owner Pr oducer =" USA" >
<nt k: Requi resAl | O >
<nt k: AccessProfil eList>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us:gov:ic:aces: ntk: m</ntk: AccessPol i cy>
<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:datasphere</ntk:ProfileDes>
<nt k: Vocabul aryType nt k: nane="dat asphere: m: i ssue" ntk: sourceVersion="202111"/>
<nt k: Vocabul aryType nt k: nane="dat aspher e: m: regi on" nt k: sour ceVer si on="202111"/ >
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat asphere: m: i ssue">Dl </ nt k: AccessProfil eval ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat asphere: m: i ssue" >CST</ nt k: AccessProfil eVval ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat asphere: m: regi on">AFce</ nt k: AccessProfi | eval ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat aspher e: m: r egi on" >AFea</ nt k: AccessProf i | eval ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat aspher e: m: r egi on" >AFno</ nt k: AccessProfi | eVal ue>
</ ntk: AccessProfile>

33333

This document has been approved for Public Release by the Office of the Director of National Intelligence. See Distribution Notice for details. 30



Whitelist-Examples December 1, 2022

</ ntk: AccessProfil eLi st>
</ ntk: Requi resAl | O >
</ ntk: Access>
</ arh: Security>
<test:portion ismclassification="8"
i sm owner Producer =" USA"
i smdi ssem nati onControl s="NF"/>

</test:root>
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2.18 - Whitelist-NTK-AIIOf-FAIL-001.xml

<?xm -nodel href="../../Schematron/Witelist/Witelist_XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!-- Notices - Distribution Notice
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are --><l-- for illustrative purposes only, there are no --><l -

To run whitelist tests,
- - ><! - -

CGoal : Passing test of whitelist configuration for NTK Al Il OF Access Profiles
Test Config File: ../ exanple_whitelist_config.xn
Test Config Setting: <Nt KAccessProfile type="whitelist"

accessPol i cy="urn: us:gov:ic:aces: ntk: perm ssive">

</ Nt kAccessProfil e>
Expected Test Result: FAI L
Expected Error Message: W.Nt kAccessProfil eval ue-1D- 00002

To run this test:

1. copy contents of Test Config File to ../../Schematron/Witelist/whitelist_config.xm
--><test:root xmns:test="test:ntk"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"

ism
ism
ism
ism
i sm
ism
ism
ism
ism
ism
ism
XSi

conpl i esWth="USGov USIC
resour cekEl ement ="t rue"
creat ebDat e="2012-05- 28"
DESVer si on="202111. 202211"
| SMCATCESVer si on="202211"
classification="8"
owner Pr oducer =" US,
di ssem nati onCont r ol s=" NF"
derivativel yd assi fi edBy="Fred"

deri vedFron="Sonme Gui de"

decl assDat e="2020-01-01"
:schemalocation="test:ntk ../1SMtest_ntk.xsd">

<arh: Security xnml ns:arh="urn:us:gov:ic:arh"

ismclassification="U

i sm owner Producer =" USA"

i smresourceEl ement ="true"

i smconpliesWth="USGv USIC
i smcreatebDate="2019-12-19">

<nt k: Access xnl ns: nt k="urn:us:gov:ic:ntk"

ismclassificati on="U"
i sm owner Producer =" USA" >

<nt k: Requi resAl | O >
<nt k: AccessProfil eList>

<nt k: AccessProfile ismclassification="U" ism ownerProducer ="USA" >

<nt k: AccessPol i cy>urn: us:gov:ic:aces: ntk: perni ssive</ntk: AccessPolicy>

<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:grp-ind</ntk:ProfileDes>

<nt k: Vocabul aryType nt k: nane="gr oup: bob_| dap” nt k: sour ce="Bob_LDAP"/ >

<nt k: AccessProfil eVal ue ntk:vocabul ary="group: bob_| dap" >Wheel </ nt k: AccessProfi | eVal ue>

<nt k: AccessProfil eVal ue ntk:vocabul ary="group: bob_I dap" >Super User </ nt k: AccessProfil eval ue>

</ ntk: AccessProfil e>
<nt k: AccessProfile ismclassification="U" ism ownerProducer ="USA" >

<nt k: AccessPol i cy>urn: us: gov:ic: aces: ntk: permni ssive</ntk: AccessPolicy>
<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:grp-ind</ntk:ProfileDes>
<nt k: Vocabul aryType nt k: nane="group: chri s_Il dap"” ntk:source="Chris_LDAP"/>

act ual

copy contents of exanple_ whitelist config.xml to ../../Schematron/Witelist/whitelist_config.xm

classified data contained in this example --><!--

This document has been approved for Public Release by the Office of the Director of National Intelligence. See Distribution Notice for details. 32



Whitelist-Examples

December 1, 2022

<nt k: AccessProfil eVal ue ntk:vocabul ary="group: chris_I dap">Weel </ nt k: AccessProfil eVal ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="group: chri s_| dap" >Super User </ nt k: AccessProfil eVal ue>
</ ntk: AccessProfile>
</ ntk: AccessProfil elLi st>
</ ntk: RequiresAl | O >
</ ntk: Access>
</ arh: Security>
<test:portion ismclassification="8"
i sm owner Pr oducer =" USA"
i smdi ssem nationControl s="NF"/>
</test:root>
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2.19 - Whitelist-NTK-AIIOf-PASS-001.xml

<?xm -nodel href="../../Schematron/Wiitelist/Wiitelist XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!-- Notices -
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are --><l-- for illustrative purposes only, there are no
To run whitelist tests, copy contents of exanple_whitelist _config.xm to ../../Schematron/Witelist/whitelist_config.xm
- - ><I - -
Goal : Passing test of whitelist configuration for NTK Al Il OF Access Profiles
Test Config File: ../ exanple_whitelist_config.xn
Test Config Setting: <Nt KAccessProfile type="whitelist"
accessPol i cy="urn: us:gov:ic:aces: ntk:oc">

</ Nt kAccessProfil e>
Expected Test Result: PASS
Expected Error Message: N A

To run this test:
1. copy contents of Test Config File to .
--><test:root xmlns:test="test:ntk"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
I smconpliesWth="USGov USIC
i sm resourceEl enent ="t rue"
i sm createbDat e="2012-05-28"
I sm DESVer si on="202111. 202211"
i
i
i

.I../Schematron/Wiitelist/whitelist_config.xm

sm | SMCATCESVer si on="202211"
smcl assification="S"
sm owner Pr oducer =" US,
i sm di ssem nati onCont rol s="0C NF"
ismderivativel yd assi fi edBy="Fred"
i smderivedFronm="Sonme Gui de"
i sm decl assDat e="2020-01- 01"
xsi:schemalLocation="test:ntk ../1SMtest_ntk.xsd">
<arh: Security xnm ns:arh="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Producer =" USA"
i smresourceEl enent ="true"
i smconpliesWth="USGv USIC
i smcreatebDat e="2019-12-19">
<nt k: Access xmnl ns: nt k="urn:us:gov:ic:ntk"
ismclassification="U
i sm owner Producer =" USA" >
<nt k: Requi resAl | O >
<nt k: AccessProfil eList>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us:gov:ic:aces: ntk:oc</ntk: AccessPol i cy>
<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:agencydi ssen</ ntk: ProfileDes>
<nt k: Vocabul aryType nt k: nanme="or gani zati on: usa- agency" ntk: sour ceVersi on="202207"/ >

Di stribution Notice:

<nt k: AccessProfileValue ntk:qualifier="originator" ntk:vocabul ary="organi zati on: usa-agency">USA. DNl </ nt k: AccessProfi | eVal ue>

<nt k: AccessProfil eValue ntk:qualifier="dissenmo" ntk:vocabul ary="organi zati on: usa-agency" >USA. Cl A</ nt k: AccessProfi |l eVal ue>
<nt k: AccessProfileValue ntk:qualifier="dissento" ntk:vocabul ary="organi zati on: usa- agency" >USA. NSA</ nt k: AccessProfi | eVal ue>

</ ntk: AccessProfile>
<nt k: AccessProfile ismclassification="U" ismownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk: m</ntk: AccessPol i cy>
<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:datasphere</ntk: ProfileDes>

--><!-- actual classified data contained in this exanple --><!I--
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</n

</ ntk:

</ ar h: Sec
<t est: por

</test:root>

<nt k: Vocabul aryType nt k: nane="dat aspher e: m: i ssue"

<nt k: Vocabul aryType nt k: nane="dat aspher e: mm: r egi on"
<nt k: AccessProfil evVal ue ntk:vocabul ary="dat aspher e:
<nt k: AccessProfil evVal ue ntk: vocabul ary="dat asphere:
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat aspher e:
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat aspher e:
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat aspher e:

</ ntk: AccessProfile>

nt k: sour ceVer si on="202111"/ >
nt k: sour ceVer si on="202111"/ >

33333

;i ssue">Dl </ ntk: AccessProfil eVal ue>
;i ssue">CST</ ntk: AccessProfil eval ue>
:regi on">AFce</ ntk: AccessProfil eVal ue>
:regi on" >AFea</ nt k: AccessProfil eval ue>
:regi on">AFno</ ntk: AccessProfil eVal ue>

<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us:gov:ic:aces:ntk:restrictive</ntk: AccessPolicy>
<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:grp-ind</ntk:ProfileDes>
<nt k: AccessProfil eVal ue ntk:vocabul ary="group: i aaens" >GROUPL</ nt k: AccessProfil evVal ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="group: i aaens" >GROUP2</ nt k: AccessProfi | eVal ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="group: i aaens" >GROUP3</ nt k: AccessProfil eVal ue>

</ ntk: AccessProfil e>
</ ntk: AccessProfil eLi st>

tk: RequiresAl | O >

Access>

urity>

tion ismclassification="8"

i sm owner Producer =" USA"
i smdi ssem nati onControl s="0OC NF"/>
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2.20 - Whitelist-NTK-AnyOf-FAIL-001.xml

<?xm -nmodel href="../../Schematron/Witelist/Witelist_XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schenatron"?><!/-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are --><l-- for illustrative purposes only, there are no --><!-- actual classified data contained in this exanple --><!I--
To run whitelist tests, copy contents of exanple_whitelist _config.xm to ../../Schematron/Witelist/whitelist_config.xm

- -><l - -

Goal : Passing test of whitelist configuration for NTK AIIOF with Restrictive Access Profiles

Test Config File: ../ exanple_whitelist_config.xn

Test Config Setting: <Nt KAccessProfile type="whitelist"

accessPol i cy="urn: us:gov:ic:aces: ntk: perm ssive">

</ Nt kAccessProfil e>
Expected Test Result: FAI L
Expected Error Message: W.Nt kAccessProfil eVval ue-1 D 00001

To run this test:
1. copy contents of Test Config File to ../../Schematron/ Witelist/whitelist_config.xm
--><test:root xmns:test="test:ntk"
xm ns: nt k="urn:us:gov:ic:ntk"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
i smconpliesWth="USGv USIC
i smresourceEl ement="true"
i smcreatebDat e="2012-05- 28"
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="8"
i sm owner Producer =" USA"
i sm di sseni nati onControl s="NF"
i smderivativel yCd assi fi edBy="Fred"
i smderivedFron="Some Gui de"
i sm decl assbDat e="2020- 01- 01"
xsi:schenalLocation="test:ntk ../ISMtest ntk.xsd">
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Producer =" US
i smresourceEl enent="true"
i smconpliesWth="USGv USIC
i smcreateDat e="2019-12-19">
<ntk: Access ismclassification="U" ismownerProducer="USA">
<nt k: Requi r esAnyCf >
<nt k: AccessProfil eList>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk: perm ssive</ntk: AccessPol i cy>
<nt k: Profil eDes>urn:us:gov:ic:ntk:profile:grp-ind</ntk:ProfileDes>
<nt k: Vocabul aryType nt k: nanme="gr oup: paul _| dap" nt k: sour ce="Paul _LDAP"/ >
<nt k: AccessProfil eVal ue ntk:vocabul ary="group: paul _| dap">Squar eWheel </ nt k: AccessProfi | eVal ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="group: paul _| dap" >Not SoSuper User </ nt k: AccessProfil eVal ue>
</ ntk: AccessProfile>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk: perm ssive</ntk: AccessPolicy>
<nt k: Profil eDes>urn:us:gov:ic:ntk:profile:grp-ind</ntk:ProfileDes>
<nt k: Vocabul aryType nt k: nanme="group: chris_|l dap" ntk:source="Chris_LDAP"/>
<nt k: AccessProfil eVal ue ntk:vocabul ary="group: chris_I| dap">Squar eWeel </ nt k: AccessProfil eVal ue>
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<nt k: AccessProfil eVal ue ntk:vocabul ary="group: chri s_| dap" >Not SoSuper User </ nt k: AccessProfi | eVal ue>
</ ntk: AccessProfile>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn:us:gov:ic:aces:ntk:restrictive</ntk: AccessPolicy>
<nt k: Profil eDes>urn:us:gov:ic:ntk:profile:grp-ind</ntk:Profil eDes>
<nt k: Vocabul aryType nt k: name="group: chris_| dapx" ntk:source="Chris_LDAP"/>
<nt k: AccessProfil eVal ue ntk:vocabul ary="group: chris_I| dapx" >Squar eWheel </ nt k: AccessProfi | evVal ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="group: chris_I dapx">Not SoSuper User </ nt k: AccessProfil eVal ue>
</ ntk: AccessProfile>
</ ntk: AccessProfil eList>
</ ntk: Requi r esAnyCf >
</ ntk: Access>
</ arh: Security>
<test:portion ismclassification="8S"
i sm owner Producer =" USA"
i smdi ssem nati onControl s="NF"/>
</test:root>
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2.21 - Whitelist-NTK-AnyOf-PASS-001.xml

<?xm -nodel href="../../Schematron/Witelist/Witelist_XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schenatron"?><!/-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are --><l-- for illustrative purposes only, there are no --><l -

To run whitelist tests, co

- - ><I - -

act ual

py contents of exanple whitelist _config.xml to ../../Schematron/Whitelist/whitelist _config.xmn

CGoal : Passing test of whitelist configuration for NTK AlII OF with Perm ssive Access Profiles
../ exanple_whitelist_config.xn
<Nt KAccessProfile type="whitelist"

Test Config File:
Test Config Setting:

Expected Test Result:

To run this test:

accessPol i cy="urn: us:gov:ic:aces: ntk: perm ssive">

</ Nt kKAccessProfil e>
PASS
Expected Error Message: N A

1. copy contents of Test Config File to ../../Schematron/ Witelist/whitelist_config.xm
--><test:root xmns:test="test:ntk"
xm ns: nt k="urn:us:gov:ic:ntk"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"

Sm Co

mpl i esW t h="USGov USI C"

sm resour ceEl enent ="t rue"
sm creat eDat e="2012- 05- 28"
sm DESVer si on="202111. 202211"

sml|S

MCATCESVer si on="202211"

smcl assification="8"
sm owner Pr oducer =" USA"
sm di ssem nati onCont r ol s=" NF"
ismderivativel yd assi fi edBy="Fred"
i smderivedFron="Sone CGui de"
i sm decl assDat e="2020-01-01"
xsi:schenalLocation="test:ntk ../ISMtest ntk.xsd">
<arh: Security xm ns:arh="urn:us:gov:ic:arh"

ismclassification="U
i sm owner Producer =" US
i smresourceEl enment ="t rue"

i smconpliesWth="USGv USIC
i smcreatebate="2019-12-19">

<nt k: Access ismclassification="U" i sm ownerProducer="USA">
<nt k: Requi r esAnyCf >
<nt k: AccessProfil eLi st >
<nt k: AccessProfile ismclassification="U" ismownerProducer="USA">

</

<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk: perm ssive</ntk: AccessPolicy>

<nt k: Profil eDes>urn:us:gov:ic:ntk:profile:grp-ind</ntk:ProfileDes>

<nt k: Vocabul aryType nt k: name="gr oup: bob_I dap" nt k: sour ce="Bob_LDAP"/ >

<nt k: AccessProfil eVal ue ntk:vocabul ary="gr oup: bob_| dap" >Wheel </ nt k: AccessProfi | eval ue>

<nt k: AccessProfil eVal ue ntk:vocabul ary="group: bob_| dap" >Super User </ nt k: AccessProfi | eVal ue>
nt k: AccessProfil e>

<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">

<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk: perm ssive</ntk: AccessPolicy>

<nt k: Profil eDes>urn:us:gov:ic:ntk:profile:grp-ind</ntk:ProfileDes>

<nt k: Vocabul aryType nt k: nane="group: chris_|l dap" ntk:source="Chris_LDAP"/>

<nt k: AccessProfil eVal ue ntk:vocabul ary="group: chri s_I dap”">Weel </ nt k: AccessProfil eval ue>

classified data contained in this example --><!--
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<nt k: AccessProfil eVal ue ntk:vocabul ary="group: chris_I| dap">Super User </ nt k: AccessProfi | eVal ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfil eList>
</ ntk: Requi resAnyf >
</ ntk: Access>

</ arh: Security>
<test:portion ismclassification="8S"
i sm owner Producer =" US
i smdi ssem nati onControl s="NF"/>

</test:root>
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2.22 - Whitelist-NTK-AnyOf-PASS-002.xml

<?xm -nodel href="../../Schematron/Witelist/Witelist_XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schenatron"?><!/-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are --><l-- for illustrative purposes only, there are no --><!-- actual classified data contained in this exanple --><!I--
To run whitelist tests, copy contents of exanple_whitelist _config.xm to ../../Schematron/Witelist/whitelist_config.xm

- -><l - -

CGoal : Passing test of whitelist configuration for NTK AIIOF with Restrictive Access Profiles

Test Config File: ../ exanple_whitelist_config.xn

Test Config Setting: <Nt KAccessProfile type="whitelist"

accessPol i cy="urn:us:gov:ic:aces:ntk:restrictive">

</ Nt kAccessProfil e>
Expected Test Result: PASS
Expected Error Message: N A

To run this test:
1. copy contents of Test Config File to ../../Schematron/ Witelist/whitelist_config.xm
--><test:root xmns:test="test:ntk"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
I smconpliesWth="USGov USIC
i smresourceEl enent="true"
I smcreat ebat e="2012-05- 28"
I sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="8§"
i sm owner Producer =" US,
i sm di ssem nati onCont r ol s=" NF"
ismderivativel yd assi fi edBy="Fred"
i sm derivedFron="Sone Cui de"
i sm decl assDat e="2020-01- 01"
xsi:schemalLocation="test:ntk ../I1SMtest_ntk.xsd">
<arh: Security xnm ns:arh="urn:us:gov:ic:arh"
ismclassification="U"
i sm owner Producer =" USA"
i smresourceEl enent ="true"
i smconpliesWth="USGv USIC
i smcreatebDat e="2019-12-19">
<nt k: Access xnl ns: nt k="urn: us:gov:ic:ntk"
ismclassification="U
i sm owner Pr oducer =" USA" >
<nt k: Requi r esAnyCf >
<nt k: AccessProfil eList>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us:gov:ic:aces:ntk:restrictive</ntk: AccessPolicy>
<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:grp-ind</ntk:ProfileDes>
<nt k: AccessProfil eVal ue ntk:vocabul ary="group: i aaens" >GROUPL</ nt k: AccessProfil evVal ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="group: i aaens" >GROUP2</ nt k: AccessProfi | eVal ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="group: i aaens" >GROUP3</ nt k: AccessProfil eVal ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfil eLi st>
</ ntk: Requi r esAnyCf >
</ ntk: Access>
</ arh: Security>
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<test:portion ismclassification="8"
i sm owner Pr oducer =" USA"
i sm di ssenm nati onControl s="NF"/>
</test:root>
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2.23 - Whitelist-OC-FAIL-001.xml

<?xm -nodel href="../../Schematron/Wiitelist/Wiitelist XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification narks in this exanple are --><l-- for illustrative purposes only, there are no --><!-- actual classified data contained in this exanple --><!--
To run whitelist tests, copy contents of exanple whitelist _config.xm to ../../Schematron/Witelist/whitelist_config.xm

- - ><] - -

CGoal : Passing test of whitelist configuration for NTK ORCON Access Profile

Test Config File: ../l exanpl e_whitelist _config.xn

Test Config Setting: <Nt kKAccessProfile type="whitelist"

accessPol i cy="organi zat i on: usa- agency" >
<profile vocabul ary="dat asphere: |icense" profileValue="DNI" />

</ Nt kAccessProfil e>
Expected Test Result: FAI L
Expected Error Message: WLNt kAccessProfil eVal ue-1 D- 00002

To run this test:
1. copy contents of Test Config File to ../../Schematron/Witelist/whitelist_config.xn
--><test:root xmns:test="test:ntk"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
i smconpliesWth="USGv USIC
i smresourceEl ement="true"
i smcreatebDat e="2012- 05- 28"
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="8"
i sm owner Pr oducer =" USA"
i smdi sseni nati onControl s="0C NF"
i smderivativel yCd assi fi edBy="Fred"
i smderivedFron="Some Gui de"
i sm decl assDat e="2020- 01- 01"
xsi:schenalLocation="test:ntk ../ISMtest ntk.xsd">
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Pr oducer =" US
i smresourceEl enent="true"
i smconpliesWth="USGv USIC
i smcreateDat e="2019-12-19" >
<nt k: Access xm ns: nt k="urn:us:gov:ic:ntk"
ismclassification="U"
i sm owner Producer =" USA" >
<nt k: Requi resAl | OF >
<nt k: AccessProfil eLi st >
<nt k: AccessProfile ismclassification="U" ismownerProducer="USA">
<nt k: AccessPol i cy>urn:us:gov:ic:aces: ntk:oc</ntk: AccessPol i cy>
<nt k: Profil eDes>urn: us: gov:ic:ntk:profile:agencydi ssem</ ntk: ProfileDes>
<nt k: Vocabul aryType nt k: nane="or gani zati on: usa- agency" ntk: sourceVersi on="202207"/ >
<nt k: AccessProfileValue ntk:qualifier="originator" ntk:vocabul ary="organi zati on: usa-agency" >USA. Cl A</ nt k: AccessProfi | eval ue>
<nt k: AccessProfileValue ntk:qualifier="dissento" ntk:vocabul ary="organi zati on: usa- agency" >USA. FBI </ nt k: AccessProfi | eVal ue>
</ ntk: AccessProfile>
<nt k: AccessProfile ismclassification="U" ismownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk: m</ntk: AccessPol i cy>
<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:datasphere</ntk: ProfileDes>

This document has been approved for Public Release by the Office of the Director of National Intelligence. See Distribution Notice for details. 42



Whitelist-Examples

December 1, 2022

<nt k: Vocabul aryType nt k: nane="dat aspher e: m: i ssue"
<nt k: Vocabul aryType nt k: nane="dat aspher e: mm: r egi on"
<nt k: AccessProfil evVal ue ntk:vocabul ary="dat aspher e:
<nt k: AccessProfil evVal ue ntk: vocabul ary="dat asphere:
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat aspher e:
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat aspher e:
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat aspher e:
</ ntk: AccessProfile>
</ ntk: AccessProfil elLi st>
</ ntk: RequiresAl | O >
</ ntk: Access>
</ arh: Security>
<test:portion ismclassification="8"
i sm owner Producer =" USA"
i smdi ssem nati onControl s="0C NF"/>

</test:root>

nt k: sour ceVer si on="202111"/ >

nt k: sour ceVer si on="202111"/ >

;i ssue">Dl </ ntk: AccessProfil eval ue>

;i ssue">CST</ nt k: AccessProfil evVal ue>
:regi on">AFce</ ntk: AccessProfil eVal ue>
:regi on" >AFea</ nt k: AccessProfil eval ue>
:regi on">AFno</ ntk: AccessProfil eVal ue>

33333
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2.24 - Whitelist-OC-PASS-001.xml

<?xm -nodel href="../../Schematron/Wiitelist/Witelist XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification narks in this exanple are --><l-- for illustrative purposes only, there are no --><!-- actual classified data contained in this exanple --><!--
To run whitelist tests, copy contents of exanple_ whitelist config.xm to ../../Schematron/Witelist/whitelist_config.xm

- - ><] - -

CGoal : Passing test of whitelist configuration for NTK ORCON Access Profile

Test Config File: ../l exanpl e_whitelist _config.xn

Test Config Setting: <Nt KAccessProfile type="whitelist"

accessPol i cy="organi zati on: usa- agency" >
<profile vocabul ary="dat asphere: |icense" profileValue="DNI" />

</ Nt kAccessProfil e>
Expected Test Result: PASS
Expected Error Message: N A

To run this test:
1. copy contents of Test Config File to ../../Schematron/Witelist/whitelist_config.xnl
--><test:root xmns:test="test:ntk"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
i smconpliesWth="USGv USIC
i smresour ceEl enent ="true"
i smcreat ebDat e="2012- 05- 28"
I sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="§"
i sm owner Producer =" USA"
i sm di ssem nati onControl s="0OC NF"
ismderivativel yd assi fi edBy="Fred"
i smderivedFron="Sone CGui de"
i sm decl assDat e="2020- 01- 01"
xsi:schenalLocation="test:ntk ../ISMtest ntk.xsd">
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Pr oducer =" US
i smresourceEl enent="true"
i smconpliesWth="USGv USIC
i smcreateDat e="2019-12-19">
<nt k: Access xml ns: nt k="urn:us:gov:ic:ntk"
ismclassification="U"
i sm owner Producer =" USA" >
<nt k: Requi resAl | OF >
<nt k: AccessProfil eLi st >
<nt k: AccessProfile ismclassification="U" ismownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk:oc</ntk: AccessPol i cy>
<nt k: Profil eDes>urn: us: gov:ic:ntk:profile:agencydi ssenm</ ntk: Profil eDes>
<nt k: Vocabul aryType nt k: nane="or gani zati on: usa- agency" ntk: sourceVersi on="202207"/ >
<nt k: AccessProfil eValue ntk:qualifier="originator" ntk:vocabul ary="organi zati on: usa-agency" >USA. Cl A</ nt k: AccessProfi | eVal ue>
<nt k: AccessProfileValue ntk:qualifier="dissento" ntk:vocabul ary="organi zati on: usa- agency" >USA. DNl </ nt k: AccessProfi | eVal ue>
<nt k: AccessProfil eValue ntk:qualifier="dissento" ntk:vocabul ary="organi zati on: usa- agency" >USA. NSA</ nt k: AccessProfi | eVal ue>
</ ntk: AccessProfil e>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic: aces: nt k: m</ntk: AccessPol i cy>
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<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:datasphere</ntk:ProfileDes>
nt k: sour ceVer si on="202111"/ >
nt k: sour ceVer si on="202111"/ >

<nt k: Vocabul aryType nt k: nane="dat asphere: nm: i ssue"
<nt k: Vocabul aryType nt k: nane="dat aspher e: m: r egi on"
<nt k: AccessProfil evVal ue ntk:vocabul ary="dat asphere:
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat aspher e:
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat aspher e:
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat aspher e:
<nt k: AccessProfil evVal ue ntk:vocabul ary="dat asphere:
</ ntk: AccessProfile>
</ ntk: AccessProfil eLi st>
</ ntk: RequiresAl | O >
</ ntk: Access>
</ arh: Security>
<test:portion ismclassification="8S"
i sm owner Producer =" USA"
i smdi ssem nati onControl s="NF"/>
</test:root>

33333

tissue">Dl </ ntk: AccessProfil eVal ue>
11 ssue">CST</ ntk: AccessProfil eVal ue>
:regi on" >AFce</ nt k: AccessProfil eval ue>
: regi on" >AFea</ nt k: AccessProfil eVal ue>
: regi on" >AFno</ nt k: AccessProfil eVal ue>
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2.25 - Whitelist-XD-FAIL-001.xml

<?xm -nmodel href="../../Schematron/Wiitelist/Witelist XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are --><!-- for illustrative purposes only, there are no --><!-- actual classified data contained in this exanple --><!--
To run whitelist tests, copy contents of exanple_whitelist _config.xm to ../../Schematron/Witelist/whitelist_config.xm

- - ><I - -

CGoal : Passing test of whitelist configuration for NTK EXDI S Access Profile

Test Config File: ../l exanpl e_whitelist_config.xn

Test Config Setting: <Nt KAccessProfile type="whitelist"

accessPol i cy="urn: us: gov:ic:aces: nt k: xd">

</ Nt KAccessProfil e>
Expected Test Result: FAI L
Expected Error Message: W.Nt kAccessProfileVal ue-1D 00001

To run this test:
1. copy contents of Test Config File to ../../Schematron/ Witelist/whitelist_config.xm
--><test:root xmns:test="test:ntk"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
sm conpl i esWth="USGov USI C'
sm resour ceEl enent ="t r ue"
sm creat ebat e="9999-11-11"
sm DESVer si on="202111. 202211"
sm | SMCATCESVer si on="202211"
smcl assification="8§"
sm owner Pr oducer =" US
sm di ssem nati onCont r ol s=" NF"
i smcl assifiedBy="3343334"
ismclassificati onReason="NOT REALLY CLASSI FI ED - EXAMPLE ONLY"
i sm decl assDat e="2025- 05-12"
i sm nonl Cnar ki ngs=" XD"
xsi:schenalLocation="test:ntk ../ISMtest ntk.xsd">
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Pr oducer =" US
i smresourceEl enent="true"
i smconpliesWth="USGv USIC
i smcreateDat e="2019-12-19">
<nt k: Access xml ns: nt k="urn: us:gov:ic:ntk"
ismclassification="U"
i sm owner Producer =" USA" >
<nt k: Requi r esAnyof >
<nt k: AccessProfil eLi st >
<nt k: AccessProfile ismclassification="U" ismownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk: xd</nt k: AccessPol i cy>
<nt k: Profil eDes>urn: us: gov:ic:ntk:profile:agencydi ssenm</ ntk: Profil eDes>
<nt k: Vocabul aryType nt k: nane="or gani zati on: usa- agency" ntk: sourceVersi on="202207"/ >
<nt k: AccessProfil eValue ntk:qualifier="originator" ntk:vocabul ary="organi zati on: usa-agency" >USA. Cl A</ nt k: AccessProfi | eval ue>
<nt k: AccessProfileValue ntk:qualifier="dissento" ntk:vocabul ary="organi zati on: usa-agency" >USA. DNl </ nt k: AccessProfi | eVal ue>
<nt k: AccessProfil eValue ntk:qualifier="dissento" ntk:vocabul ary="organi zati on: usa- agency" >USA. NGA</ nt k: AccessProfi | evVal ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfil elLi st>
</ ntk: Requi resAnyf >
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</ ntk: Access>
</ arh: Security>
<test:portion ismclassification="8"
i sm owner Pr oducer =" USA"
i sm di ssen nati onControl s="NF"/>
</test:root>
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2.26 - Whitelist-XD-PASS-001.xml

<?xm -nodel href="../../Schematron/Wiitelist/Wiitelist XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are --><!-- for illustrative purposes only, there are no --><!-- actual classified data contained in this exanple --><!--
To run whitelist tests, copy contents of exanple_whitelist _config.xm to ../../Schematron/Witelist/whitelist_config.xm

- - ><I - -

CGoal : Passing test of whitelist configuration for NTK EXDI S Access Profile

Test Config File: ../l exanpl e_whitelist_config.xn

Test Config Setting: <Nt KAccessProfile type="whitelist"

accessPol i cy="urn: us: gov:ic:aces: nt k: xd">

</ Nt kKAccessProfil e>
Expected Test Result: PASS
Expected Error Message: N A

To run this test:
1. copy contents of Test Config File to ../../Schematron/ Witelist/whitelist_config.xm
--><test:root xmns:test="test:ntk"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
sm conpl i esWth="USGov USI C
sm resour ceEl enent ="t r ue"
sm creat ebat e="9999-11-11"
sm DESVer si on="202111. 202211"
sm | SMCATCESVer si on="202211"
smcl assification="8§"
sm owner Pr oducer =" US
sm di ssem nat i onCont r ol s=" NF"
i smclassifiedBy="3343334"
ismclassificati onReason="NOT REALLY CLASSI FI ED - EXAMPLE ONLY"
i sm decl assDat e="2025- 05- 12"
i sm nonl Cnar ki ngs=" XD"
xsi:schenmalLocation="test:ntk ../ISMtest ntk.xsd">
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Pr oducer =" US
i smresourceEl enent="true"
i smconpliesWth="USGv USIC
i smcreateDat e="2019-12-19">
<nt k: Access xml ns: nt k="urn:us:gov:ic:ntk"
ismclassification="U"
i sm owner Producer =" USA" >
<nt k: Requi r esAnyf >
<nt k: AccessProfil eLi st >
<nt k: AccessProfile ismclassification="U" ismownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk: xd</nt k: AccessPol i cy>
<nt k: Profil eDes>urn: us: gov:ic:ntk:profile:agencydi ssem</ ntk: Profil eDes>
<nt k: Vocabul aryType nt k: nane="or gani zati on: usa- agency" ntk: sourceVersi on="202207"/ >
<ntk: AccessProfil eValue ntk:qualifier="originator" ntk:vocabul ary="organi zati on: usa-agency" >USA. Cl A</ nt k: AccessProfi | eval ue>
<nt k: AccessProfileValue ntk:qualifier="dissento" ntk:vocabul ary="organi zati on: usa- agency" >USA. DNl </ nt k: AccessProfi | eVal ue>
<nt k: AccessProfil eValue ntk:qualifier="dissento" ntk:vocabul ary="organi zati on: usa- agency" >USA. NSA</ nt k: AccessProfi | evVal ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfil elLi st>
</ nt k: Requi resAnyf >
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</ ntk: Access>
</ arh: Security>
<test:portion ismclassification="8"
i sm owner Pr oducer =" USA"
i sm di ssen nati onControl s="NF"/>
</test:root>
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