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Chapter 1 - Introduction

1.1 - Purpose

This is an informative supplement for UIAS. This document provides concrete examples of XML
files implementing UIAS elements and attributes.
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Chapter 2 - Example Files

2.1 - maximum_SAML_Response_ NPE.xml

<?xm -nmodel href="../../Schematron/ U AS/ U AS XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><sanl p: Response xmn ns: sanl p="urn: oasi s: nanes: tc: SAM.:
2. 0: protocol "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xm ns: ui as="urn:us:gov:ic:uias"
xsi:schemalocati on="urn:us:gov:ic:uiassam ../../Schema/ U AS/ U AS _SAM.. xsd urn: oasi s: nanes: tc: SAM.: 2. 0: protocol ../../Schenma/ SAM.2. 0/ sanl - schena- prot ocol - 2. 0. xsd
urn:us:gov:ic:uias ../../Schema/ U AS/ U AS. xsd"
Ver si on="2.0"
| D="abc123"
| ssuel nst ant ="2004-12- 05T09: 27: 05"
| NResponseTo="de305d54- 75b4- 431b- adb2- eb6b9e546014" >
<I-- A sample file showing the maximum number of attributes possible, in a SAML response about an NPE, according the UIAS specification. -—>
<sam : |l ssuer xmlns:sanm ="urn:oasi s: nanes: tc: SAM.: 2. 0: assertion">servi ce. agency.ic.gov:sam 2: entityld</sanl :|ssuer>
<sanl p: St at us>
<sam p: St at usCode Val ue="urn: oasi s: nanmes:tc: SAM.: 2. 0: st at us: Success"/ >
</ sam p: St at us>
<saml : Assertion xm ns:sanl ="urn: oasi s: nanes:tc: SAM.: 2. 0: assertion"
Ver si on="2. 0"
| D="abc124"
| ssuel nstant ="2004-12- 05T09: 27: 05" >
<sanl : | ssuer >servi ce. agency.i c.gov:sanm 2: entityld</sanl :|ssuer>
<sam : Subj ect >
<sam : Nanmel D For mat ="urn: oasi s: nanmes: tc: SAM.: 1. 1: nanei d- f or mat : X509Subj ect Nane" >- CN=webser ver. ci a. i c. gov, ou=Cl A, 0=US</sanl : Nanel D>
</ sam : Subj ect >
<saml : Condi ti ons Not Bef or e="2004-12- 05T09: 17: 05" Not OnCOr Af t er =" 2004- 12- 05T09: 27: 05" >
<sanl : Audi enceRestricti on>
<saml : Audi ence>http://service. agency. i c. gov-uaasv3</sanl : Audi ence>
<I-- Declares the assertion®s semantics are only valid for the relying party named in the UIR.
Restricts the conditions under which the assertion is valid, could optionally
provide Ts and Cs relating to such validity. Relates to scope and conditions of
the trust relationship. -->
</ sam : Audi enceRestriction>
</ sam : Condi ti ons>
<sam : Attri but eSt at enent >
<sam : Attri bute Nanme="adm nOrgani zation"
Friendl yName="urn: us: gov:i c: ui as: adm nOrgani zati on"
NanmeFor mat ="ur n: oasi s: nanes: tc: SAM.: 2. 0: at t r nane-f or nat : basi c" >
<saml : AttributeVal ue xsi:type="uias:adm nOrgani zati onType" >USA. Cl A</ sanl : Attri but eVal ue>
</sam : Attribute>
<sam : Attri bute Name="audit RoutingOrganization”
Friendl yName="urn: us: gov:i c: ui as: audi t Routi ngOr gani zati on”
NanmeFor mat ="urn: oasi s: nanes: tc: SAM.: 2. 0: at t rnane-f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias: audi t Routi ngOrgani zati onType" >USA. Cl A</ sam : Attri but eVal ue>
</sam : Attribute>
<sam : Attribute Nane="aut horityCategory"
Friendl yName="urn: us: gov:i c: ui as: aut horityCat egory"
NanmeFor mat ="urn: oasi s: nanes: tc: SAM_: 2. 0: at t r nane-f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias: authorityCategoryType">TEST DATA</saml : Attri but eval ue>
</sam : Attribute>
<sam : Attribute Nane="ATCSt at us"
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Friendl yName="urn: us: gov:ic: ui as: ATOSt at us"
NarmeFor mat ="urn: oasi s: nanes: tc: SAM.: 2. 0: at t r nane-f or mat : basi c" >
<saml : AttributeVal ue xsi:type="uias: ATOSt at usType" >true</sanl : Attri but evVal ue>
</sam : Attribute>
<sam : Attribute Nanme="certificateAuthority"
Friendl yName="urn: us: gov:ic:uias:certificateAuthority"
NanmeFor mat ="urn: oasi s: nanes: tc: SAM.: 2. 0: at t r nane-f or mat : basi c" >
<saml : AttributeVal ue xsi:type="uias:certificateAuthorityType">lCPKI</san :AttributeVal ue>
</sam : Attribute>
<saml : Attri bute Nanme="cl earance"
Friendl yNane="urn: us: gov:ic: uias: cl earance"
NanmeFor mat ="urn: oasi s: nanes: tc: SAM.: 2. 0: at t r nane-f or mat : basi c" >
<saml : Attri buteVal ue xsi:type="ui as: cl earanceType">TS</sam : Attri but eVal ue>
</sam : Attribute>
<saml : Attribute Name="countryCOf Affiliation"
Friendl yNane="urn: us: gov:ic:uias:countryCfAffiliation"
NanmeFor mat ="urn: oasi s: nanes: tc: SAML: 2. 0: at t r nane-f or mat : basi c" >
<saml : Attri buteVal ue xsi:type="uias:countryOfAffiliationType">USA</sam : Attri buteVal ue>
</sam : Attribute>
<saml : Attribute Name="digitalldentifier"
Friendl yName="urn:us:gov:ic:uias:digitalldentifier"
NameFor mat ="ur n: oasi s: names: t ¢: SAML: 2. 0: att r nane- f or mat : basi c" >
<saml : AttributeVal ue xsi:type="uias:digitalldentifierType">-CN=webserver.cia.ic.gov, ou=ClA 0=US</samni :AttributeVal ue>
</sam : Attribute>
<sam : Attribute Nanme="dutyOrgani zati on"
Friendl yName="urn: us: gov:i c: ui as: dut yOrgani zati on"
NameFor mat =" ur n: oasi s: names: t ¢c: SAML: 2. 0: att r nane- f or mat : basi c" >
<saml : Attri buteVal ue xsi:type="ui as: dutyCOrgani zati onType">USA. Cl A</ sami : Attri but eVal ue>
</sam : Attribute>
<sam : Attribute Name="dutyOrgani zationUnit"
Friendl yName="urn: us: gov:i c: ui as: dutyOrgani zati onUnit"
NameFor mat =" ur n: oasi s: names: t c: SAML: 2. 0: attr nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias: dutyOrgani zati onUni t Type" >USA. Cl A: ONE: TWD</ sam : Attri but eVal ue>
</sam : Attribute>
<sam : Attribute Nane="entitySecurityMark"
Friendl yName="urn: us: gov:ic: uias:entitySecurityMark"
NameFor mat =" ur n: oasi s: names: t c: SAML: 2. 0: att r nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias:entitySecurityMarkType">SECRET// NOFORN</ sam : Attri but eVal ue>
</sam : Attribute>
<sam : Attribute Nane="entityType"
Friendl yName="urn: us: gov:ic:uias:entityType"
NarmeFor mat ="ur n: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias:entityTypeType">SVR</samnl : Attri but eVal ue>
</sam : Attribute>
<sam : Attribute Nane="fineAccessControls"
Friendl yName="urn: us: gov:ic: uias: fineAccessControl s"
NarmeFor mat ="urn: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias:fineAccessControl sType">SlI TK</sam : Attri buteVal ue>
</sam : Attribute>
<sam : Attribute Nanme="group"
Friendl yName="urn: us: gov:ic: ui as: group"
NameFor mat =" urn: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane- f or mat : basi c" >
<saml : AttributeVal ue xsi:type="uias: groupType">NERDS fools tryme</sanl :AttributeVal ue>
</sam : Attribute>
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<sam : Attri bute Name="handlingControl s"
Friendl yName="urn: us: gov:i c: ui as: handl i ngCont rol s"
NameFor mat =" ur n: oasi s: names: t ¢: SAML: 2. 0: att r nane- f or mat : basi c" >
<saml : Attri buteVal ue xsi:type="ui as: handl i ngCont r ol sType" >RAWFI SA</ sami : At tri but eVal ue>
</sam : Attribute>
<sam : Attribute Nane="i cNetworks"
Friendl yName="urn: us: gov:i c: ui as: i cNet wor ks"
NameFor mat =" ur n: oasi s: names: t c: SAML: 2. 0: att r nanme- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias:icNetworksType">ACSS</sanl : Attri buteVal ue>
</sam : Attribute>
<sam : Attribute Nane="isl CMenber"
Friendl yName="urn: us: gov:ic: uias:isl Cvenber"
NameFor mat =" ur n: oasi s: names: t c: SAML: 2. 0: attr nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias:islCvenber Type">true</sanl: Attri buteVal ue>
</sam : Attribute>
<sam : Attribute Nane="1ifeCycl eStat us"
Friendl yName="urn: us: gov:ic:uias:|ifeCycleStatus”
NarmeFor mat ="ur n: oasi s: nanmes: tc: SAM.: 2. 0: at t r nanme- f or mat : basi c" >
<I-- This is only valid for NPEs -->
<sam : Attri buteVal ue xsi:type="uias:|ifeCycleStatusType">PROD</sanl :AttributeVal ue>
</sam : Attribute>
<saml : Attribute Name="ori gi nati ngNet wor k"
Friendl yNane="urn: us: gov:ic: uias:originatingNetwork"
NanmeFor mat ="urn: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane-f or mat : basi c" >
<sanl : Attri buteVal ue xsi:type="uias: originati ngNetwor kType" >ACSS</ sam : Attri but eVal ue>
</sam : Attribute>
<saml : Attribute Nane="regi on"
Friendl yName="urn: us: gov:ic: ui as: region"
NameFor mat =" ur n: oasi s: names: t ¢: SAML: 2. 0: att r nane- f or mat : basi c" >
<sanl : Attri buteVal ue xsi:type="uias:regi onType">ANAN AWho</samni : Attri but eVval ue>
</sam : Attribute>
<sam : Attribute Nane="rol e"
Friendl yName="urn: us: gov:ic: uias:role"
NameFor mat =" ur n: oasi s: names: t c: SAML: 2. 0: attr nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias:rol eType">C2S-Cl A- Ent - Cl O NETADM N Nebul a- Cl A-Bul k</ sam : Attri but eVal ue>
</sam : Attribute>
<saml : Attri bute Nanme="t opic"
Friendl yName="urn: us: gov:ic: uias:topic"
NameFor mat =" ur n: oasi s: names: t ¢: SAML: 2. 0: attr nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias:topi cType">ANY CN</sam : Attri but eVal ue>
</sam : Attribute>
</ sam : Attri but eSt at enent >
</ sam : Assertion>
</ sam p: Response>
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2.2 - maximum_SAML_Response_Person.xml

<?xm -nodel href="../../Schematron/ U AS/ U AS XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><sanl p: Response xmni ns: sanl p="urn: oasi s: nanes: tc: SAM.:

2. 0: protocol "

urn:us:gov:ic:uias .

<l-- A sample Fi
<sam : | ssuer xmni

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xm ns:ui as="urn:us:gov:ic:uias"

xsi:schemalocati on="urn:us:gov:ic:uiassam ../../Schema/ U AS/ U AS_SAM.. xsd urn: oasi s: nanes: tc: SAM.: 2. 0: protocol ../../Schema/ SAM.2. 0/ sanl - schema- prot ocol - 2. 0. xsd

./ ../ Schema/ U AS/ Ul AS. xsd"
Ver si on="2.0"
| D="abc123"
| ssuel nstant ="2004-12- 05T09: 27: 05"
| NResponseTo="de305d54- 75b4- 431b- adb2- eb6b9e546014" >
le showing the maximum number of attributes possible, in a SAML response about a person, according the UIAS specification. -—>
ns: sam ="urn: oasi s: nanmes:tc: SAM.: 2. 0: assertion">servi ce.agency.ic.gov:sam 2:entityld</san :|ssuer>
<sani p: St at us>
<sam p: St at usCode Val ue="urn: oasi s: nanes:tc: SAM.: 2. 0: st at us: Success"/ >
</ sam p: St at us>
<sam : Assertion xm ns:sanl ="urn: oasi s: nanes:tc: SAM.: 2. 0: assertion"
Ver si on="2. 0"
| b="f 003"
| ssuel nstant ="2015-12-21T12: 00: 002" >
<saml : | ssuer >servi ce. agency.i c.gov:sanm 2: entityld</sanl :|ssuer>
<sam : Subj ect >
<samnl : Nanel D For nmat ="urn: oasi s: nanes: tc: SAM.: 1. 1: nanei d- f or mat : X509Subj ect Nane" >- CN=doej oa@i a-i c- gov, OU=Cl A, C=US</ sani : Nanel D>
</ sam : Subj ect >
<saml : Condi ti ons Not Bef or e="2004-12- 05T09: 17: 05" Not OnCOr Af t er =" 2004- 12- 05T09: 27: 05" >
<sanl : Audi enceRestriction>
<saml : Audi ence>http://service. agency. i c. gov-uaasv201609</ san : Audi ence>
<I-- Declares the assertion®s semantics are only valid for the relying party named in the UIR.
Restricts the conditions under which the assertion is valid, could optionally
provide Ts and Cs relating to such validity. Relates to scope and conditions of
the trust relationship. -->

</ sam : Audi enceRestriction>

</ san : Condi ti ons>
<saml : Attri but eSt at enent >
<saml : Attri bute Nanme="adm nOrgani zation"
Friendl yName="urn: us: gov:i c: ui as: adm nOrgani zati on"
NanmeFor mat ="ur n: oasi s: nanmes: tc: SAM.: 2. 0: at t r nanme- f or mat : basi c" >
<saml : AttributeVal ue xsi:type="uias:adnm nOrgani zati onType" >USA. Cl A</ sani : Attri but eVal ue>
</sam : Attribute>
<sam : Attribute Nane="auditRoutingOrgani zation"
Friendl yName="urn: us: gov:i c: ui as: audi t Routi ngOr gani zati on”
NanmeFor mat ="ur n: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane- f or nmat : basi c" >
<sam : AttributeVal ue xsi:type="uias: audi t Routi ngOrgani zati onType" >USA. Cl A</ sam : Attri but eVal ue>
</sam : Attribute>
<sam : Attribute Nane="aut horityCategory"
Friendl yName="urn: us: gov:i c: ui as: aut horityCat egory"
NarmeFor mat ="urn: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias:authorityCategoryType">TEST DATA</saml : Attri but eval ue>
</sam : Attribute>
<sam : Attribute Nanme="al CP"
Friendl yNane="urn: us: gov:ic: ui as: al CP"
NanmeFor mat =" urn: oasi s: nanes: tc: SAM.: 2. 0: att rnane-f or mat : basi c">
<sam : AttributeVal ue xsi:type="uias: al CPType" >f al se</sam : Attri but evVal ue>
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</sam : Attribute>
<sam : Attribute Nanme="certificateAuthority"
Friendl yName="urn: us: gov:ic:uias:certificateAuthority"
NarmeFor mat =" ur n: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias:certificateAuthorityType">lICPKI</sam :Attri buteVal ue>
</sam : Attribute>
<sam : Attribute Nane="cl earance"
Friendl yName="urn: us: gov:ic: ui as: cl earance"
NameFor mat =" urn: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane- f or mat : basi c" >
<saml : AttributeVal ue xsi:type="ui as: cl earanceType" >TS</sam : Attri but eval ue>
</sam : Attribute>
<sam : Attribute Nanme="countryCOf Affiliation"
Friendl yName="urn: us: gov:ic:uias:countryOfAffiliation"
NarmeFor mat ="urn: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane- f or mat : basi c" >
<saml : AttributeVal ue xsi:type="uias:countryOrAffiliationType">USA</sanl : Attri buteVal ue>
</sam : Attribute>
<sam : Attribute Nane="digital ldentifier"
Friendl yNane="urn:us:gov:ic:uias:digitalldentifier"
NanmeFor mat ="urn: oasi s: nanes: tc: SAM.: 2. 0: at t r nane-f or mat : basi c" >
<saml : AttributeValue xsi:type="uias:digitalldentifierType">-CN=Doe John A jdoe, ou=ClA 0=US</sanl:AttributeVal ue>
</sam : Attribute>
<sam : Attri bute Nanme="dutyOrgani zati on"
Friendl yNane="urn: us: gov:ic: uias:dutyOrgani zation"
NanmeFor mat ="urn: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane-f or mat : basi c¢" >
<saml : Attri buteVal ue xsi:type="uias: dutyOrgani zati onType">USA. Cl A</ sam : Attri but eVal ue>
</sam : Attribute>
<saml : Attribute Nane="dutyOrgani zationUnit"
Friendl yNane="urn: us: gov:ic: uias:dutyOrgani zati onUnit"
NarmeFor mat ="urn: oasi s: nanmes: tc: SAML: 2. 0: at t r nane-f or mat : basi c" >
<saml : Attri buteVal ue xsi:type="uias: dutyOrgani zati onUnitType">USA. Cl A ONE: TWO</ sani : Attri but evVal ue>
</sam : Attribute>
<saml : Attribute Name="entitySecurityMark"
Friendl yName="urn: us: gov:ic: uias:entitySecurityMark"
NameFor mat ="ur n: oasi s: names: t ¢: SAML: 2. 0: att r nane- f or mat : basi c" >
<sanl : Attri buteVal ue xsi:type="uias:entitySecurityMrkType">SECRET// NOFCRN</ saml : Attri but eVal ue>
</sam : Attribute>
<saml : Attribute Nanme="entityType"
Friendl yName="urn: us: gov:ic: uias:entityType"
NameFor mat =" ur n: oasi s: names: t ¢: SAML: 2. 0: attr nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias:entityTypeType">CTR</samnl : Attri but eVal ue>
</sam : Attribute>
<sam : Attribute Nane="fineAccessControls"
Friendl yName="urn: us: gov:ic: uias: fineAccessControl s"
NanmeFor mat ="ur n: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias:fineAccessControl sType">SlI TK</sam : Attri buteVal ue>
</sam : Attribute>
<sam : Attribute Nane="group"
Friendl yName="urn: us: gov:i c: ui as: group"
NarmeFor mat ="ur n: oasi s: nanes: tc: SAM.: 2. 0: at t r nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias: groupType" >NERDS</ sanl : Attri but eVal ue>
</sam : Attribute>
<sam : Attribute Nane="i cNetworks"
Friendl yName="urn: us: gov:i c: ui as: i cNet wor ks"
NameFor mat ="ur n: oasi s: nanes: tc: SAM.: 2. 0: at t r nane- f or mat : basi c" >

This document has been approved for Public Release by the Office of the Director of National Intelligence. See Distribution Notice for details.




UIAS-Examples

December 1, 2022

<saml : Attri buteVal ue xsi:type="uias:icNetworksType">ACSS 5EE</samni : Attri but eVal ue>
</sam : Attribute>
<sam : Attribute Name="isl Cvenber"
Friendl yNane="urn: us: gov:ic:uias:islCvenber"
NanmeFor mat ="urn: oasi s: nanmes: tc: SAML: 2. 0: at t r nane-f or mat : basi c" >
<saml : Attri buteVal ue xsi:type="uias:islCvenber Type">true</sam : AttributeVal ue>
</sam : Attribute>
<saml : Attribute Name="ori gi nati ngNet wor k"
Friendl yName="urn: us: gov:i c: ui as: ori gi nat i ngNet wor k"
NameFor mat =" ur n: oasi s: names: t ¢: SAML: 2. 0: att r nane- f or mat : basi c" >
<sanl : Attri buteVal ue xsi:type="uias: originati ngNetwor kType" >ACSS</ sam : Attri but eVal ue>
</sam : Attribute>
<sam : Attribute Nane="regi on"
Friendl yName="urn: us: gov:ic: ui as: region"
NameFor mat =" ur n: oasi s: names: t c: SAML: 2. 0: attr nane- f or mat : basi c" >
<sanl : Attri buteVal ue xsi:type="uias:regi onType">ANAN AVho AFea</sanl :AttributeVal ue>
</sam : Attribute>
<sam : Attribute Nane="rol e"
Friendl yName="urn: us: gov:ic: uias:role"
NameFor mat =" ur n: oasi s: names: t c: SAML: 2. 0: attr nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias:rol eType">C2S-Cl A-Ent-Cl O NETADM N C2S- Cl A- Ent - CIl O NETADM N PAAS- Cl A- SO Cl O NETADM N
Nebul a- Cl A-Bul k</sam : AttributeVal ue>
</sam : Attribute>
<sam : Attribute Nanme="topic"
Friendl yName="urn: us: gov:ic:uias:topic"
NanmeFor mat ="urn: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane-f or mat : basi c" >
<saml : AttributeVal ue xsi:type="uias:topicType">CN CST ANY</sam : Attri buteVal ue>
</sam : Attribute>
</ sam : Attri but eStat enent >
</ sam : Asserti on>
</ sam p: Response>
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2.3 - minimum_SAML_Response_NPE.xml

<?xm -nodel href="../../Schematron/ U AS/ U AS XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><sanl p: Response xni ns: sanl p="urn: oasi s: nanes: tc: SAM.:
2. 0: protocol "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xm ns:ui as="urn:us:gov:ic:uias"
xsi:schemalocati on="urn:us:gov:ic:uiassam ../../Schema/ U AS/ U AS _SAM.. xsd urn: oasi s: nanes: tc: SAM.: 2. 0: protocol ../../Schenma/ SAM.2. 0/ sanl - schena- pr ot ocol - 2. 0. xsd
urn:us:gov:ic:uias ../../Schema/ U AS/ U AS. xsd"
Ver si on="2.0"
| D="abc123"
| ssuel nstant ="2004-12- 05T09: 27: 05"
| NResponseTo="de305d54- 75b4- 431b- adb2- eb6b9e546014" >
<lI-- A sample file showing the minimum number of attributes required, in a SAML response about an NPE, according the UIAS specification. -—>
<saml : |l ssuer xmlns:sanm ="urn:oasis:nanes: tc: SAM.: 2. 0: assertion">servi ce. agency.ic.gov:sam 2: entityld</san :|ssuer>
<sani p: St at us>
<sam p: St at usCode Val ue="urn: oasi s: nanes:tc: SAM.: 2. 0: st at us: Success"/ >
</ sam p: St at us>
<saml : Assertion xm ns:sanl ="urn: oasi s: nanes:tc: SAM.: 2. 0: assertion”
Ver si on="2. 0"
| D="f 002"
| ssuel nstant ="2015-12-21T12: 00: 002" >
<saml : | ssuer >servi ce. agency.ic.gov:sanm 2: entityld</sanl :|ssuer>
<sam : Subj ect >
<sam : Nanmel D For mat ="urn: oasi s: nanes: tc: SAM.: 1. 1: nanei d- f or mat : X509Subj ect Nane" >- CN=webserver. ci a.i c. gov, ou=Cl A, 0=US</sanl : Nanel D>
</ sam : Subj ect >
<sam : Condi ti ons Not Bef or e="2004-12- 05T09: 17: 05" Not OnOr Af t er =" 2004- 12- 05T09: 27: 05" >
<saml : Audi enceRestriction>
<saml : Audi ence>http://service. agency.i c. gov-uaasv201609</ san : Audi ence>
<I-- Declares the assertion"s semantics are only valid for the relying party named in the UIR.
Restricts the conditions under which the assertion is valid, could optionally
provide Ts and Cs relating to such validity. Relates to scope and conditions of
the trust relationship. -->
</ sam : Audi enceRestriction>
</ sam : Condi ti ons>
<sam : Attri but eSt at enent >
<saml : Attri bute Nanme="adm nOrgani zation"
Friendl yName="urn: us: gov:i c: uias: adm nOrgani zati on"
NanmeFor mat ="ur n: oasi s: nanmes: tc: SAM.: 2. 0: at t r nanme- f or nmat : basi c" >
<sam : AttributeVal ue xsi:type="uias:adnm nOrgani zati onType" >USA. Cl A</ sani : Attri but eVal ue>
</sam : Attribute>
<sam : Attribute Nane="auditRoutingOrganization"
Friendl yName="urn: us: gov:i c: ui as: audi t Routi ngOr gani zati on”
NanmeFor mat ="ur n: oasi s: nanes: tc: SAM.: 2. 0: at t r nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias: audi t Routi ngOrgani zati onType" >USA. Cl A</ sam : Attri but eVal ue>
</sam : Attribute>
<sam : Attribute Nanme="ATCSt at us"
Friendl yName="urn: us: gov:i c: ui as: ATCSt at us”
NarmeFor mat ="urn: oasi s: nanmes: tc: SAM.: 2. 0: at t r nanme- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias: ATCSt at usType" >t rue</saml : Attri but eval ue>
</sam : Attribute>
<sam : Attribute Nane="cl earance"
Friendl yNane="urn: us: gov:ic: ui as: cl earance"
NarmeFor mat ="urn: oasi s: nanmes: tc: SAM_: 2. 0: at t r nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias: cl earanceType">TS</sam : Attri but evVal ue>
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</sam : Attribute>
<sam : Attribute Name="countryCOf Affiliation"
Friendl yName="urn: us: gov:ic:uias:countryOfAffiliation"
NarmeFor mat =" ur n: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias:countryOfAffiliationType">USA</sam : Attri buteVal ue>
</sam : Attribute>
<sam : Attribute Nane="digital ldentifier"
Friendl yName="urn:us:gov:ic:uias:digitalldentifier"
NameFor mat =" urn: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane- f or mat : basi c" >
<saml : AttributeValue xsi:type="uias:digitalldentifierType">-CN=webserver.cia.ic.gov, ou=cia, 0=US</samn :AttributeVal ue>
</sam : Attribute>
<sam : Attribute Nanme="dutyO gani zation”
Friendl yName="urn: us: gov:ic: ui as: dut yOrgani zati on"
NanmeFor mat =" urn: oasi s: nanes: tc: SAM.: 2. 0: att rnane-f or mat : basi c">
<saml : AttributeVal ue xsi:type="uias: dutyO gani zati onType" >USA. Cl A</ sanl : Attri but eVal ue>
</sam : Attribute>
<sam : Attribute Nanme="entityType"
Friendl yName="urn: us: gov:ic:uias:entityType"
NanmeFor mat ="urn: oasi s: nanes: tc: SAM.: 2. 0: at t r nane-f or mat : basi c" >
<saml : AttributeVal ue xsi:type="uias:entityTypeType">SVR</sanl : Attri buteVal ue>
</sam : Attribute>
<sam : Attri bute Name="fineAccessControls"
Friendl yNane="urn: us: gov:ic: uias:fineAccessControls"
NanmeFor mat ="urn: oasi s: nanmes: tc: SAML: 2. 0: at t r nane-f or mat : basi c" >
<saml : Attri buteVal ue xsi:type="uias: fineAccessControl sType">SI TK SI-G</samnl : Attri buteVal ue>
</sam : Attribute>
<sam : Attribute Nane="isl CMenber"
Friendl yNane="urn: us: gov:ic:uias:islCvenber"
NanmeFor mat ="urn: oasi s: nanmes: tc: SAML: 2. 0: at t r nane-f or mat : basi c" >
<saml : Attri buteVal ue xsi:type="uias:islCvenber Type">true</sam : AttributeVal ue>
</sam : Attribute>
<sam : Attribute Nane="1ifeCycl eStat us"
Friendl yName="urn: us: gov:ic:uias:|ifeCycleStatus"”
NaneFor nat ="ur n: oasi s: nanes: tc: SAM.: 2. 0: at t r nane- f or nat : basi c" >
<I-- This is only valid for NPEs -->
<sam : AttributeVal ue xsi:type="uias:|ifeCycleStatusType">PROD</sam : Attri buteVal ue>
</sam : Attribute>
</ sam : Attri but eSt at enent >
</ sam : Asserti on>
</ sam p: Response>
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2.4 - minimum_SAML_Response_Person.xml

<?xm -nodel href="../../Schematron/ U AS/ U AS XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><sanl p: Response xmni ns: sanl p="urn: oasi s: nanes: tc: SAM.:
2. 0: protocol "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xm ns:ui as="urn:us:gov:ic:uias"
xsi:schemalocati on="urn:us:gov:ic:uiassam ../../Schema/ U AS/ U AS_SAM.. xsd urn: oasi s: nanes: tc: SAM.: 2. 0: protocol ../../Schenma/ SAM.2. 0/ sanl - schema- prot ocol - 2. 0. xsd
urn:us:gov:ic:uias ../../Schema/ U AS/ U AS. xsd"
Ver si on="2.0"
| D="abc123"
| ssuel nstant ="2004-12- 05T09: 27: 05"
| NResponseTo="de305d54- 75b4- 431b- adb2- eb6b9e546014" >
<I-- A sample file showing the minimum number of attributes required, in a SAML response about a person, according the UIAS specification. -—>
<saml : |l ssuer xmlns:sanm ="urn:oasis: nanes: tc: SAM.: 2. 0: asserti on">servi ce. agency.ic.gov:sam 2: entityld</san :|ssuer>
<sanl p: St at us>
<sam p: St at usCode Val ue="urn: oasi s: nanmes:tc: SAM.: 2. 0: st at us: Success"/ >
</ sam p: St at us>
<sam : Assertion xm ns:sanl ="urn: oasi s: nanes:tc: SAM.: 2. 0: assertion"
Ver si on="2. 0"
| D="abc124"
| ssuel nst ant ="2004- 12- 05T09: 27: 05" >
<saml : | ssuer >servi ce. agency.i c.gov:sanm 2: entityld</sanl :I|ssuer>
<sam : Subj ect >
<samnl : Nanel D For nmat ="urn: oasi s: nanes: tc: SAM.: 1. 1: nanei d- f or mat : X509Subj ect Nane" >- CN=doej oa@i a-i c- gov, OU=Cl A, C=US</ sani : Nanel D>
</ sam : Subj ect >
<sam : Condi ti ons Not Bef or e="2004-12- 05T09: 17: 05" Not OnOr Af t er =" 2004- 12- 05T09: 27: 05" >
<saml : Audi enceRestriction>
<saml : Audi ence>http://service. agency. i c. gov-uaasv3</sanl : Audi ence>
<I-- Declares the assertion®s semantics are only valid for the relying party named in the UIR.
Restricts the conditions under which the assertion is valid, could optionally
provide Ts and Cs relating to such validity. Relates to scope and conditions of
the trust relationship. -->
</ sam : Audi enceRestriction>
</ sam : Condi ti ons>
<sam : Attri but eSt at enent >
<saml : Attri bute Nanme="adm nOrgani zation"
Friendl yName="urn: us: gov:i c: uias: adm nOrgani zati on"
NanmeFor mat ="ur n: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane- f or mat : basi c" >
<saml : AttributeVal ue xsi:type="uias:adnm nOrgani zati onType" >USA. Cl A</ sami : Attri but eVal ue>
</sam : Attribute>
<sam : Attribute Nane="auditRoutingOrganization"
Friendl yName="urn: us: gov:i c: ui as: audi t Routi ngOr gani zati on”
NanmeFor mat ="ur n: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias: audi t Routi ngOrgani zati onType" >USA. Cl A</ sam : Attri but eVal ue>
</sam : Attribute>
<sam : Attribute Nane="al CP"
Friendl yName="urn: us: gov:i c: ui as: al CP"
NarmeFor mat ="ur n: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="ui as: al CPType" >f al se</ sanm : Attri but evVal ue>
</sam : Attribute>
<sam : Attribute Nane="cl earance"
Friendl yNane="urn: us: gov:ic: ui as: cl earance"
NarmeFor mat =" ur n: oasi s: nanmes: tc: SAM_: 2. 0: at t r nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias: cl earanceType">TS</ sam : Attri but evVal ue>
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</sam : Attribute>
<sam : Attribute Name="countryCOf Affiliation"
Friendl yName="urn: us: gov:ic:uias:countryOfAffiliation"
NarmeFor mat =" ur n: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane- f or mat : basi c" >
<sam : AttributeVal ue xsi:type="uias:countryOfAffiliationType">USA</sam : Attri buteVal ue>
</sam : Attribute>
<sam : Attribute Nane="digital ldentifier"
Friendl yName="urn:us:gov:ic:uias:digitalldentifier"
NameFor mat =" urn: oasi s: nanmes: tc: SAM.: 2. 0: at t r nane- f or mat : basi c" >
<saml : AttributeValue xsi:type="uias:digitalldentifierType">-CN=Doe John A jdoe, ou=cia, 0=US</sanl:AttributeVal ue>
</sam : Attribute>
<sam : Attribute Nanme="dutyO gani zation”
Friendl yName="urn: us: gov:ic: ui as: dut yOrgani zati on"
NanmeFor mat =" urn: oasi s: nanes: tc: SAM.: 2. 0: att rnane-f or mat : basi c">
<saml : AttributeVal ue xsi:type="uias: dutyO gani zati onType" >USA. Cl A</ sanl : Attri but eVal ue>
</sam : Attribute>
<sam : Attribute Nanme="entityType"
Friendl yName="urn: us: gov:ic:uias:entityType"
NanmeFor mat ="urn: oasi s: nanes: tc: SAM.: 2. 0: at t r nane-f or mat : basi c" >
<saml : AttributeVal ue xsi:type="uias:entityTypeType">CTR</sanl : Attri buteVal ue>
</sam : Attribute>
<sam : Attri bute Name="fineAccessControls"
Friendl yNane="urn: us: gov:ic: uias:fineAccessControls"
NanmeFor mat ="urn: oasi s: nanmes: tc: SAML: 2. 0: at t r nane-f or mat : basi c" >
<saml : AttributeVal ue xsi:type="uias:fineAccessControl sType">SlI TK SI-G</sam : Attri buteVal ue>
</sam : Attribute>
<sam : Attribute Nane="isl CMenber"
Friendl yNane="urn: us: gov:ic:uias:islCvenber"
NanmeFor mat ="urn: oasi s: nanmes: tc: SAML: 2. 0: at t r nane-f or mat : basi c" >
<saml : Attri buteVal ue xsi:type="uias:islCvenber Type">true</sam : AttributeVal ue>
</sam : Attribute>
</ sam : Attri but eStat enent >
</ saml : Asserti on>
</ sam p: Response>
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