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Chapter 1 - Introduction

1.1 - Purpose

This is an informative supplement for DHZM. This guide is generated from the DHZM Schemas and provides a consolidated reference for the schemas of this specification.

This document has been approved for Public Release by the Office of the Director of National Intelligence. See Distribution Notice for details. 1
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Chapter 2 - Schema Files
2.1 - DHZM.xsd

<xs:schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schenma"
xm ns="urn:us:gov:ic:digital hazmat"
xm ns: xhtm ="http://ww. w3. or g/ 1999/ xht nl - St opBr owser Render i ng"
xm ns: dhzm="urn: us: gov:ic:digital hazmat"
xm ns:tdf ="urn:us:gov:ic:tdf"
target Namespace="urn: us: gov:ic:digital hazmat"
el ement For nDef aul t =" qual i fi ed"
attri buteFornDef aul t ="qual i fied"
i sm DESVer si on="202111"
i sm | SMCATCESVer si on="202205"
i sm conpl i esWth="USGov USIC
I sm creat ebDat e="2019- 09- 18"
i smresour ceEl enent ="true"
ismclassification="U"
i sm owner Producer =" USA"
version="202111">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :hl i sm owner Producer="USA" ismclassification="U">Intelligence Community Techni cal Specification XM Data
Encodi ng Specification for Digital HazMat Assertion
(DHZM XM.) </ xht ml : h1>
</ xs: document at i on>
<xs:docunent ati on>
<xhtm : h2 i sm owner Producer="USA" ismclassification="U">Notices</xhtm :h2>
<xhtm :p I smownerProducer="USA" Ismclassification="U">Distribution Notice:
Thi s docurment has been approved for Public Release and is available for use without restriction.
</ xhtm : p>
</ xs: docunent ati on>
<xs:docunent ati on>
<xhtm : h2 i sm owner Producer ="USA" ismclassification="U">Description</xhtm:h2>
<xhtm :p i smownerProducer="USA" ismclassification="U >WC XM
Scherma for the XML Data Encodi ng Specification for Digital HazMat Assertion
(DHZM XM) . </ xht m : p>
</ xs: docunent ati on>
<xs:docunent ati on>
<xhtm : h2 i sm owner Producer="USA" ismclassification="U">Introduction</xhtnm :h2>
<xhtm :p i smownerProducer="USA" ismclassification="U">This XM
Schema file is one conponent of the XML Data Encodi ng
Specification (DES). Please see the docunent titled<xhtnm :i>
<xhtm :a href="../../Docunment s/ DHZM DesDhzmXmi . pdf " >XM.
Dat a Encodi ng Specification for Digital HazMat Assertion</xhtnl :a>
</xhtm :i>for a conplete description of the encoding as
well as list of all conponents.</xhtn:p>
<xhtm :p i smownerProducer="USA" ismclassification="U>It is
envi sioned that this schema or its components, as well
as other parts of the DES may be overridden for
| ocal i zed inplenentations. Therefore, perm ssion to use,
copy, nmodify and distribute this XM. Schenma and t he
other parts of the DES for any purpose is hereby granted
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in perpetuity.</xhtm:p>

<xhtm :p i smownerProducer="USA" ismclassification="U">Pl ease
reference the preceding two paragraphs in all copies or
vari ations. The devel opers make no representation about
the suitability of the schema or DES for any purpose. It
is provided "as is" wthout expressed or inplied
warranty. </ xhtm : p>

<xhtm :p i sm ownerProducer="USA" ismclassification="U>f you
nodi fy this XM. Schema in any way | abel your schema as a
variant of DHZM XM.. </ xhtml : p>

<xhtm :p i smownerProducer="USA" ismclassification="U">Pl ease
direct all questions, bug reports,or suggestions for
changes to the points of contact identified in the
docunent referenced above. </ xhtni: p>

</ xs: docunent ati on>
<xs:docunent ati on>

<xhtm :h2 i smownerProducer="USA" [smclassification="U">lnplenentation Notes</xhtn:h2>

<xhtm :p I smownerProducer="USA" ismclassification="U">A DHZM XM. instance is an
instance of a TDOw th a particul ar payl oad and assertions. Its structure is simlar
to: </ xhtm: p>

<xhtm : ul >
<xhtm :p i smowner Producer="USA" ismclassification="U">
<xhtm :a href="DHZM TDF_xsd_El enent Tr ust edDat alhj ect . ht m #Tr ust edDat aCbj ect " >DHZM TDF t df : Tr ust edDat aObj ect </ xht m : a> has the fol | owi ng
assertions:
</ xhtm : p>
<xhtm :ul >
<xhtm :1i ism ownerProducer="USA" ismclassification="U">
<xhtm :a href="DHZM xsd_El ement _Di gi t al HazMVat Assertion. ht Ml #Di gi t al HazMat Asserti on">dhzm Di gi t al HazMat Asserti on</ xhtnl : a>
</xhtm:li>
<xhtm :1i ism ownerProducer="USA" ismclassification="U">
<xhtm :a href="DHZM xsd_El ement _ProvenanceAsserti on. ht ml #Pr ovenanceAsserti on">dhzm ProvenanceAssertion</ xhtm :a>
</xhtm:li>
</ xhtm :ul >
<xhtm :p I smownerProducer="USA" Ismclassification="U">A DHZM XM. i nstance can al so be used with
DHZMC- TDF whi ch does not have tdf:HandlingAssertions.
to: </ xhtm :p>
</ xhtm :ul >

</ xs: docunent ati on>
<xs:docunent ati on>
<xhtm : h2 i sm owner Producer="USA" ismclassification="U">Creators</xhtnl:h2>
<xhtm :p i smownerProducer="USA" ismclassification="U>Cfice of
the Director of National Intelligence Intelligence
Community Chief Information Oficer</xhtm:p>
</ xs: docunent ati on>
</ xs: annot ati on>

<|__***************************************************__>
<l-- Start Elenents -->
<|__***************************************************__>
<l-- Root Elenent -->
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<xs: el ement nane="Di gital HazMat Assertion" type="dhzm Di gi tal HazMat Asserti onType" >
<xs:annot ati on>
<xs:docunentation xnl:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
The root node of a digital hazmat assertion for cross domain transfer
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >

<l-- Root Elenent -->

<xs: el ement nanme="ProvenanceAssertion" type="dhzm ProvenanceAssertionType">
<xs:annot ati on>
<xs:docunentation xnl :|lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U">
The root node of a provenance assertion for cross domain transfer
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs:el ement nanme="Di gital HazMat" type="dhzm Di gi t al HazMat Type" >
<xs:annot ati on>
<xs:docunentation xmnl :|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
A notice on the assertion to informthe user not to decrypt the object,
even though they may have the key with the payl oad,
unl ess they are taking proper precautions.
</xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs: el ement nanme="Content Col | ecti onTi nest anp"
type="dhzm Cont ent Col | ecti onTi nest anpType" >
<xs:annot ati on>
<xs:docunentation xm :|lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U">
Date of collection of artifact.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs:el ement name="ContentSize" type="dhzm ContentSi zeType">
<xs:annot ati on>
<xs:docunentation xm :|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Size of the entire payload in bytes.
</xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
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</ xs: el enent >

<xs: el ement nanme="Cont ent Encodi nghMet hod" type="dhzm Cont ent Encodi ngMet hodType" >
<xs:annot ati on>
<xs:docunentation xm :[lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U">
Encoding to provi de obfuscation to original data to
prevent accidental execution or opening.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs: el enent nane="Cont ent EncodedSi ze" type="dhzm Cont ent EncodedSi zeType" >
<xs:annot ati on>
<xs:docunentation xnm :lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U">
Si ze of the encoded content in bytes.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs: el ement nanme="Content Col | ecti onHost" type="dhzm Cont ent Col | ecti onHost Type" >
<xs:annot ati on>
<xs:documentation xm :|ang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Host collection for artifact.
</xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs: el ement name="Content Col | ecti onMet hod" type="dhzm Cont ent Col | ecti onMet hodType" >
<xs:annot ati on>
<xs:docunentation xnl:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Met hod of collection for artifact.
</xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs: el enment nanme="Cont ent Col | ecti onHost Li st "
type="dhzm Cont ent Col | ecti onHost Li st Type" >
<xs:annot ati on>
<xs:docunentation xml:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Li st of hosts collection for artifact.
</xhtm : p>
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
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<xs: el ement nanme="Content Col | ecti onMet hodLi st"
type="dhzm Cont ent Col | ecti onMet hodLi st Type" >
<xs:annot ati on>
<xs:docunentation xnl:lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Li st of nethods of collection for artifact.
</ xhtm : p>
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >

<xs: el ement name="Cont ent Col | ecti onExt ernal | d"
type="dhzm Cont ent Col | ecti onExt ernal | dType" >
<xs:annot ati on>
<xs:docunentation xmnl:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
External reference (mssion) to collection.
</xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs:element name="Origi nContent Ui d" type="dhzm Ori gi nCont ent Ui dType" >
<xs:annot ati on>
<xs:docunentation xnl:lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
User ID of the artifact.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >

<xs: el ement nanme="Origi nCont ent Omer" type="dhzm Ori gi nCont ent Owmner Type" >
<xs:annot ati on>
<xs:docunentation xnm :|lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U">
Owmner of the artifact.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs:el ement name="Origi nContent Group" type="dhzm Ori gi nCont ent G oupType" >
<xs:annot ati on>
<xs:docunentation xmnl:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Group ownership of the artifact.
</xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs: el ement name="Origi nCont ent | node" type="dhzm Ori gi nCont ent | nodeType" >
<xs:annot ati on>
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<xs:docunentation xmnl:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
| node of the artifact.
</xhtm: p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs: el ement name="Ori gi nCont ent Devi ce" type="dhzm Oi gi nCont ent Devi ceType" >
<xs:annot ati on>
<xs:docunentation xnl:lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Any identifier for the device on which the payload artifact was found
or fromwhich it was collected. e.g., a filesystemUU D for files collected
froma single volune, a hard drive serial nunber for a disk inage, or
a MAC for the NIC on which a packet dunp was captured.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs: el ement name="Ori gi nCont ent Pat hLi st" type="dhzm Ori gi nCont ent Pat hLi st Type" >
<xs:annot ati on>
<xs:docunentation xnl:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
List of full paths fromthe root fol der (break for each fol der).
</xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs: el ement name="Ori gi nCont ent Pat h" type="dhzm Oi gi nCont ent Pat hType" >
<xs:annot ati on>
<xs:docunentation xnl:lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U">
Full path fromthe root folder (break for each fol der).
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs:el ement name="Origi nContent Fil enane" type="dhzm Ori gi nContent Fi | enaneType" >
<xs:annot ati on>
<xs:docunentation xm :|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Fil ename of the artifact.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs:elenment name="Origi nContent Created" type="dhzm Ori gi nCont ent Cr eat edType" >
<xs:annot ati on>
<xs:docunentation xnl:lang="en">
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<xhtm :p i sm owner Producer="USA" ismclassification="U">
Date artifact was created (from host filesysten).
</ xhtm : p>
</ xs: docunent ati on>

</ xs:annot ati on>
</ xs: el ement >

<xs: el enent

name="0Ori gi nCont ent Last Modi fi ed"
type="dhzm Ori gi nCont ent Last Modi fi edType" >

<xs:annot ati on>

<xs:docunentation xnl:lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Date artifact was |last nodified (fromhost filesystem
</ xhtm : p>
</ xs: docunent ati on>

</ xs: annot ati on>
</ xs: el enent >

<xs: el enent

name="0Ori gi nCont ent Last Accessed"
type="dhzm Ori gi nCont ent Last AccessedType" >

<XS:annot ati on>

<xs:docunentation xm :|lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U">
Date artifact was |ast accessed (fromhost filesystem
</xhtm : p>
</ xs: docunent ati on>

</ xs: annot ati on>
</ xs: el enent >

<xs: el enent

name="Ori gi nCont ent OS" type="dhzm Ori gi nCont ent OSType" >

<xs:annot ati on>

<xs:docunentation xnl:|lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U>
Operating Systenms (OS) of where the artifact was collected
</ xhtm : p>
</ xs: docunent ati on>

</ xs:annot ati on>
</ xs: el enment >

<xs: el enent

name="0Ori gi nCont ent OSVer si on" type="dhzm Ori gi nCont ent OSVer si onType" >

<xs:annot ati on>

<xs:docunentation xm :|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Operating Systens (OS) version of where the artifact was coll ected.
</ xhtm : p>
</ xs: docunent ati on>

</ xs: annot ati on>
</ xs: el enent >

<xs: el enent

name="0Ori gi nCont ent Arch" type="dhzm O i gi nCont ent ArchType" >

<XS:annot ati on>

<xs:docunentation xm :|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
CPU Architecture of where the artifact was coll ected.
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</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >

<xs:el ement name="0Ori gi nCont ent Sour ceMac" type="dhzm Ori gi nCont ent Sour ceMacType" >
<xs:annot ati on>
<xs:docunentation xmnl:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
MAC address of where artifact is collected.
</xhtm: p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs: el ement name="Origi nCont ent Sour cel pv4" type="dhzm Oi gi nCont ent Sour cel pv4Type" >
<xs:annot ati on>
<xs:docunentation xnl:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
| Pv4 adress of where the artifact is collected.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >

<xs: el enent nanme="Ori gi nCont ent Sour cel pv6" type="dhzm O i gi nCont ent Sour cel pv6Type" >
<xs:annot ati on>
<xs:docunentation xnm :lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U">
| Pv6 adress of where the artifact is collected.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs:el ement name="0Ori gi nCont ent Sour ceSyst ent
type="dhzm Ori gi nCont ent Sour ceSyst enType" >
<xs:annot ati on>
<xs:docunentation xnl:|lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U>
A synbolic name for domain/network (FQDN) where the artifact is collected.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs: el enent nanme="Sour ceDonai n" type="dhzm Sour ceDonai nType" >
<xs:annot ati on>
<xs:docunentation xm:|ang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
A synbolic nane for donmai n/network where the artifact is sourced.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>

This document has been approved for Public Release by the Office of the Director of National Intelligence. See Distribution Notice for details. 9




DHZM Schema Guide

December 1, 2022

</ xs: el enent >

<xs: el enent nanme="Desti nati onDonmai n" type="dhzm Desti nati onDomai nType" >
<xs:annot ati on>
<xs:docunentation xm :|lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U">
A synbolic nane for donmain/network where the artifact is destined.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs:el ement name="WorkFl owl d* type="dhzm Wor kFl om dType" >
<xs:annot ati on>
<xs:docunentation xm :|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
An identifier to associate this docunent with a reference in an external system such
as a project managenent or ticket tracking tool. Specific neaning is user-defined. \Wen
suitable for the use case, an RFC 4122 conpliant UUI D is recomrended.
</xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<| __***************************************************__>
<l-- End El enents -->
<| __***************************************************__>
<| __***************************************************__>
<l-- Start Attributes >
<| __***************************************************__>

<xs:attribute nanme="DESVersion" type="dhzm DESVersi onType">
<xs:annot ati on>
<xs:docunentation xnl:lang="en">
<xhtm :p i sm owner Producer ="USA" ismclassification="U>
The version nunber of the DES.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>

<| __***************************************************__>
<l--End Attributes -->
<| __***************************************************__>
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<| __***************************************************__>
<l--Start Type Definitions -->
<| __***************************************************__>

<xs:conpl exType nanme="Di gital HazMat Asserti onType" >
<xs:annotati on>
<xs:docunentation xnl:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">

The root node of a digital hazmat assertion for cross domain transfer.

</ xhtm : p>
</ xs: docunent ati on>
</ xs: annot ati on>
<xs:all>
<l-- required -->

<xs:elenment ref="dhzm Di gital HazMat" m nCccurs="1" maxCccurs="1"/>
</xs:all>
<xs:attribute ref="dhzm DESVersion" use="required"/>
</ xs: conpl exType>

<xs:conpl exType nanme="ProvenanceAsserti onType" >
<xs:annot ati on>
<xs:docunentation xnl:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">

The root node of a provenance assertion for cross domain transfer.

</ xhtm : p>
</ xs: docunent ati on>
</ xs: annot ati on>
<xs:all>
<l-- required -->

<xs: el ement ref="dhzm Content Col | ecti onTi nestanp" m nCccurs="1" nmaxCccurs="1"/>
<xs: el enment ref="dhzm Content Si ze" m nCccurs="1" naxCccurs="1"/>

<xs: el ement ref="dhzm Cont ent EncodedSi ze" m nCccurs="1" nmaxOccurs="1"/>

<xs: el ement ref="dhzm Cont ent Encodi ngMet hod" m nCccurs="1" maxCccurs="1"/>

<l-- optional -->

<xs:el enment ref="dhzm Cont ent Col | ecti onHostList" m nCccurs="0" maxOccurs="1"/>
<xs: el ement ref="dhzm Content Col | ecti onMet hodLi st" m nOccurs="0" maxCccurs="1"/>
<xs:el enment ref="dhzm Cont ent Col | ecti onExternal I d" m nCccurs="0" nmaxCccurs="1"/>
<xs:elenment ref="dhzm Oigi nContent Ui d" nm nCccurs="0" maxCccurs="1"/>
<xs:elenment ref="dhzm Oi gi nCont ent Omner" m nCccurs="0" maxCccurs="1"/>
<xs:elenment ref="dhzm Oi gi nContent Group” m nCccurs="0" maxOccurs="1"/>

<xs: el ement ref="dhzm Oi gi nCont ent | node" nm nCccurs="0" maxCccurs="1"/>
<xs:element ref="dhzm Oi gi nCont ent Devi ce" nm nCccurs="0" maxCccurs="1"/>

<xs: el enment ref="dhzm Oi gi nCont ent Pat hLi st" m nCccurs="0" maxOccurs="1"/>
<xs:elenment ref="dhzm Oi gi nCont ent Fi | enane" m nCccurs="0" maxOccurs="1"/>
<xs:elenment ref="dhzm Ori gi nContent Created" m nCccurs="0" nmaxCccurs="1"/>

<xs: el ement ref="dhzm Oi gi nCont ent Last Mddi fi ed" m nCccurs="0" nmaxCccurs="1"/>
<xs:elenment ref="dhzm Ori gi nCont ent Last Accessed” m nCOccurs="0" nmaxCccurs="1"/>
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<xs: el ement ref="dhzm Oi gi nContent OS" m nCccurs="0" maxCccurs="1"/>
<xs:element ref="dhzm Oi gi nCont ent OSVer si on" m nCccurs="0" nmaxOccurs="1"/>
<xs:element ref="dhzm Ori gi nContent Arch" mi nCccurs="0" maxCccurs="1"/>
<xs:elenment ref="dhzm Oi gi nCont ent Sour ceMac" ni nCccurs="0" maxCccurs="1"/>
<xs:elenment ref="dhzm Oi gi nCont ent Sour cel pv4" m nCccurs="0" nmaxCccurs="1"/>
<xs: el ement ref="dhzm Oi gi nCont ent Sour cel pv6" m nCccurs="0" maxCccurs="1"/>
<xs:elenment ref="dhzm Oi gi nCont ent Sour ceSystenm' m nOccurs="0" nmaxCccurs="1"/>
<xs: el enment ref="dhzm SourceDonmai n"" m nCccurs="0" maxOccurs="1"/>
<xs:el ement ref="dhzm Desti nati onDormai n" m nCccurs="0" naxCccurs="1"/>
<xs: el ement ref="dhzm Wor kFl ow d" m nCccurs="0" maxCccurs="1"/>

</xs:all>

<xs:attribute ref="dhzm DESVersion" use="required"/>

</ xs: conpl exType>

<xs:si mpl eType nanme="Cont ent Col | ecti onTi mest anpType" >
<xs:annot ati on>
<xs:docunentation xm :|lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U">
Date of collection of artifact.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:dateTi ne"/>
</ xs:si npl eType>

<xs:sinpl eType nane="Cont ent Si zeType" >
<xs:annot ati on>
<xs:docunentation xnl:lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U">
Size of the entire payload in bytes.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:integer"/>
</ xs: si npl eType>

<xs: si npl eType nane="Cont ent Encodi ngMet hodType" >
<xs:annot ati on>
<xs:docunentation xnl:lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Encoding to provide obfuscation to original data to
prevent acci dental execution or opening.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs:enuneration val ue="XOR'/ >
<xs:enuneration val ue="ENCRYPTED'/ >
</ xs:restriction>
</ xs: si npl eType>

<xs:si mpl eType nane="Cont ent EncodedSi zeType" >
<xs:annot ati on>
<xs:documentati on xmni:|ang="en">
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<xhtm :p i sm owner Producer="USA" ismclassification="U">
Si ze of the encoded content in bytes.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:integer"/>
</ xs: si npl eType>

<xs: sinpl eType nane="DESVer si onType" >
<xs:annotati on>
<xs:docunentation xnl:lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
The version nunber of the DES.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs:pattern value="[0-9]{6}(\.[0-9]{6})?(\-.{1,23})7?"/>
</ xs:restriction>
</ xs: si npl eType>

<xs:si npl eType nanme="Cont ent Col | ecti onHost Type" >
<xs:annot ati on>
<xs:docunmentation xm :|ang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Host collection for artifact.
</xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: m nLength val ue="1"/>
<xs: maxLength val ue="255"/>
<xs:pattern value="([a-zA-Z0-9 \.-])*"/>
</ xs:restriction>
</ xs: si npl eType>

<xs:si npl eType nane="Cont ent Col | ecti onMet hodType" >
<xs:annot ati on>
<xs:docunentation xnl:lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Met hod of collection for artifact.
</ xhtm : p>
</ xs: docunent ati on>
</ xs: annot ati on>
<xs:restriction base="xs:string">
<xs:enuneration val ue="L0OG'/ >
<xs:enuneration val ue="FILE"/>
<xs:enuneration val ue=" MEMORY- DUMP"/ >
<xs:enuneration val ue="PACKET- CAPTURE"/ >
<xs:enuneration val ue="OrHER"'/ >
</xs:restriction>
</ xs: si npl eType>

<xs: conpl exType nane="Content Col | ecti onHost Li st Type">
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<xs:annot ati on>
<xs:docunentation xnl:lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U">
Li st of hosts collection for artifact.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<XS:sequence>
<xs:element ref="dhzm Content Col | ecti onHost" m nCccurs="1" maxCccurs="5"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nane="Cont ent Col | ecti onMet hodLi st Type" >
<xs:annot ati on>
<xs:docunentation xmnl:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Li st of methods of collection for artifact.
</xhtm: p>
</ xs: docunent ati on>
</ xs:annot ati on>
<XS:sequence>
<xs: el enment ref="dhzm Cont ent Col | ecti onMet hod" m nOccurs="1" maxCccurs="5"/>
</ xs: sequence>
</ xs: conpl exType>

<xs:conpl exType nanme="Ori gi nCont ent Pat hLi st Type" >
<xs:annot ati on>
<xs:docunentation xnm :|lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U">

List of full paths fromthe root fol der (break for each folder).

</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<Xs:sequence>
<xs:elenment ref="dhzm Oi gi nContent Pat h* m nCccurs="1" nmaxCccurs="256"/>
</ xs: sequence>
</ xs: conpl exType>

<xs:si npl eType nane="Cont ent Col | ecti onExt ernal | dType" >
<xs:annot ati on>
<xs:docunentation xnl:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
External reference (mssion) to collection
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:anyURl ">
<xs: maxLength val ue="1024"/ >
</ xs:restriction>
</ xs: si npl eType>

<xs:sinmpl eType nanme="Ori gi nCont ent Ui dType" >
<xs:annot ati on>
<xs:docunentati on xmni :|ang="en">
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<xhtm :p i sm owner Producer="USA" ismclassification="U">
User I D of the artifact.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot at i on>
<xs:restriction base="xs:integer">
<xs: m nlnclusive val ue="1"/>
<xs: maxl ncl usi ve val ue="65335"/ >
</xs:restriction>
</ xs:si npl eType>

<xs: si npl eType nanme="Ori gi nCont ent Omer Type" >
<xs:annot ati on>
<xs:docunentation xnl:lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U">
Owmner of the artifact.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs:m nLength val ue="1"/>
<xs: maxLengt h val ue="255"/>
<xs:pattern value="([a-zA-Z0-9\s_-])*"/>
</ xs:restriction>
</ xs: si npl eType>

<xs:si npl eType name="0Ori gi nCont ent G oupType" >
<xs:annot ati on>
<xs:docunentation xmnl:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Group ownership of the artifact.
</xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: m nLength val ue="1"/>
<xs: maxLength val ue="255"/>
<xs:pattern val ue="([a-zA-Z0-9\s_-])*"/>
</ xs:restriction>
</ xs:si npl eType>

<xs:sinpl eType nane="Ori gi nCont ent | nodeType" >
<xs:annot ati on>
<xs:docunentation xnl:|lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U>
I node of the artifact.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:integer"/>
</ xs: si npl eType>

<xs:sinpl eType nane="Ori gi nCont ent Devi ceType" >
<xs:annot ati on>
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<xs:docunentation xmnl:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Any identifier for the device on which the payload artifact was found
or fromwhich it was collected. e.g., a filesystemUU D for files collected
froma single volune, a hard drive serial number for a disk inage, or
a MAC for the NIC on which a packet dunp was captured.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: maxLength val ue="255"/>
</xs:restriction>
</ xs: si npl eType>

<xs:si npl eType name="0Ori gi nCont ent Cr eat edType" >
<xs:annot ati on>
<xs:docunentation xm :|lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U">
Date artifact was created (fromhost filesysten.
</xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:dateTi nme"/>
</ xs: si npl eType>

<xs:si nmpl eType name="Ori gi nCont ent Last Modi fi edType" >
<xs:annot ati on>
<xs:docunentation xm :|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Date artifact was |ast nodified (fromhost fil esystem
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:dateTinme"/>
</ xs:si npl eType>

<xs:si nmpl eType nanme="Ori gi nCont ent Last AccessedType" >
<xs:annot ati on>
<xs:docunentation xm :|lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U">
Date artifact was |ast accessed (from host fil esysten)
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:dateTine"/>
</ xs: si npl eType>

<xs:sinpl eType nane="Ori gi nCont ent OSType" >
<xs:annotati on>
<xs:docunentation xnl:lang="en">
<xhtm :p i sm owner Producer ="USA" ismclassification="U>
Operating Systens (OS) of where the artifact was collected
</ xhtm : p>
</ xs: docunent ati on>
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</ xs:annot ati on>

<xs:restriction base="xs:string">
<xs:enuneration val ue="w ndows"/ >
<xs:enuneration val ue="nmcGs"/ >
<xs:enuneration val ue="Iinux"/>
<xs:enuneration val ue="androi d"/ >
<xs:enuneration val ue="i Cs"/ >

</xs:restriction>

</ xs: si npl eType>

<xs:si npl eType nanme="0Ori gi nCont ent OSVer si onType" >
<xs:annot ati on>
<xs:docunentation xm :|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Operating Systens (OS) version of where the artifact was coll ected.
</xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: m nLength val ue="1"/>
<xs: maxLength val ue="255"/>
<xs:pattern val ue="([a-zA-Z0-9\.-])*"/>
</ xs:restriction>
</ xs: si npl eType>

<xs:sinpl eType nane="Ori gi nCont ent ArchType" >

<xS:annot ati on>

<xs:docunentation xnl:lang="en">
<xhtm :p i sm ownerProducer="USA" ismclassification="U">
CPU Architecture of where the artifact was coll ected.
</ xhtm : p>

</ xs: docunent ati on>

</ xs: annot ati on>

<xs:restriction base="xs:string">
<xs:enuneration val ue="i 386"/ >
<xs:enuneration val ue="i 486"/ >
<xs:enuneration val ue="i 586"/ >
<xs:enuneration val ue="i 686"/ >
<xs:enuneration val ue="x86_64"/>
<xs:enuneration val ue="and64"/ >
<xs:enuneration val ue="ia64"/>
<xs:enuneration val ue="arnvél "/ >
<xs:enuneration val ue="armv7l"/>
<xs:enuneration val ue="sparc"/>
<xs:enuneration val ue="sparc64"/>
<xs:enuneration val ue="sparc64v"/>
<xs:enumneration val ue="ppc"/>
<xs:enuneration val ue="ppc64"/ >
<xs:enuneration val ue="ppc64l e"/ >
<xs:enuneration val ue="s390"/>
<xs:enuneration val ue="s390x"/ >
<xs:enuneration value="64-bit"/>
<xs:enuneration value="32-bit"/>
<xs:enuneration val ue="none"/ >
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<xs:enuneration val ue="noarch"/>
</xs:restriction>
</ xs:si npl eType>

<xs: si npl eType nanme="0Ori gi nCont ent Sour ceMacType" >
<xs:annot ati on>
<xs:docunentation xnml :|lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U">
MAC address of where artifact is collected.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:hexBi nary">
<xs:m nLength val ue="6"/>
<xs: maxLength val ue="7"/>
</xs:restriction>
</ xs:si npl eType>

<xs:si npl eType nanme="0Ori gi nCont ent Sour cel pv4Type" >
<xs:annot ati on>
<xs:docunent ati on>
<xhtm : p>A four-byte | Pv4 address of the system where the payl oad was collected. </ xhtmnl : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:hexBi nary">
<xs:length val ue="4"/>
</xs:restriction>
</ xs: si npl eType>

<xs:sinpl eType nane="Ori gi nCont ent Sour cel pv6Type" >
<xs:annot ati on>
<xs:docunent ati on>
<xhtm : p>A 16-byte | Pv6 address of the system where the payl oad was coll ected. </ xhtnl : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs: hexBi nary">
<xs:length val ue="16"/>
</ xs:restriction>
</ xs: si npl eType>

<xs:si nmpl eType nanme="0Ori gi nCont ent Sour ceSyst enType" >
<xs:annot ati on>
<xs:docunentation xmnl:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
A synbolic nane for domai n/network (FQDN) where the artifact is collected.
</xhtm: p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: m nLength val ue="1"/>
<xs: maxLength val ue="255"/>
<xs:pattern val ue="([a-zA-Z0-9\. _-])*"/>
</ xs:restriction>
</ xs: si npl eType>
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<xs: si npl eType nane="Sour ceDomai nType" >
<xs:annotati on>
<xs:docunentation xnl:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
A synbol i c name for domai n/ network where the artifact is sourced
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs:m nLength val ue="1"/>
<xs: maxLengt h val ue="255"/>
<xs:pattern val ue="([a-zA-2Z0-9])*"/>
</ xs:restriction>
</ xs: si npl eType>

<xs:si nmpl eType nane="Desti nati onDomai nType" >
<xs:annot ati on>
<xs:docunentation xm :|ang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U">
A synbolic nane for donmain/network where the artifact is destined.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: m nLength val ue="1"/>
<xs: maxLength val ue="255"/>
<xs:pattern val ue="([a-zA-Z0-9])*"/>
</xs:restriction>
</ xs: si npl eType>

<xs:sinpl eType nane="Di gi t al HazMat Type" >
<xs:annot ati on>
<xs:docunentation xnl:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
A notice on the assertion to informthe user not to decrypt the object,
even though they may have the key with the payl oad,
unl ess they are taking proper precautions.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs:pattern val ue="\s*Thi s\ s+el ement\ s+descri bes\ s+an\ s+obf uscat ed\ s+payl oad\ s+whi ch\ s+i s\ s+ei t her\ s+known\ s+or\ s+suspect ed\ s+t o\ s+cont ai n\ s+sof t war e\ s+or\ s
+si m | ar\ s+dat a\ s+whi ch\ s+coul d\ s+cause\ s+har ml s+t o\ s+i nf or mat i on\ s+processi ng\ s+systens\ .\ s+l t\ s+has\ s+been\ s+encapsul at ed\ s+t o\ s+render\s+i t\s+inert\.\s+Any\s+attenpt\s+to\s+decode\ s+t his\s
+payl oad\ s+out si de\ s+a\ s+saf e\ s+anal ysi s\ s+envi r onnment \ s+may\ s+pose\ s+a\ s+danger\ s+t o\ s+your\ s+system .\ s*"/>
</ xs:restriction>
</ xs: si npl eType>

<xs:si nmpl eType nanme="0Ori gi nCont ent Pat hType" >
<xs:annot ati on>
<xs:docunentation xnm :|lang="en">
<xhtm : p i sm owner Producer ="USA" ismclassification="U">
Full path fromthe root folder (break for each fol der).

</ xhtm : p>
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</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:anyURl ">
<xs: maxLength val ue="1024"/ >
</ xs:restriction>
</ xs: si npl eType>

<xs:si nmpl eType name="Ori gi nCont ent Fi | enaneType" >
<xs:annot ati on>
<xs:docunentation xm:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Fil ename of the artifact.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: m nLength val ue="1"/>
<xs: maxLength val ue="1024"/ >
</ xs:restriction>
</ xs: si npl eType>

<xs:si mpl eType nanme="Wor kFl om dType" >
<xs:annot ati on>
<xs:docunentation xm :|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
An identifier to associate this docunent with a reference in an external system such
as a project managenent or ticket tracking tool. Specific neaning is user-defined. \Wen
suitable for the use case, an RFC 4122 conpliant UUI D is recomended.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: m nLength val ue="1"/>
<xs: maxLength val ue="255"/>
<xs:pattern value="([a-zA-Z0-9\s:\. -])*"/>
</ xs:restriction>
</ xs: si npl eType>

<| __***************************************************__>
<l--End Type Definitions -->
<| __***************************************************__>

<xs:annot ati on>
<xs:docunent ati on>
<xhtm : h2 i sm owner Producer="USA" ismclassification="U>Formal Change List</xhtnl:h2>
<xhtm :tabl e i sm owner Producer="USA" ismclassification="U" |d="ChangeH story">
<xhtm : capti on>Change Hi story</xhtmnl:caption>
<xhtm : t head>
<xhtm :tr>
<xhtnl : t h>Ver si on</ xht m : t h>
<xhtm : t h>Dat e</ xhtm : t h>
<xhtm :t h>By</ xhtm : t h>
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</xhtm:tr>
</ xhtm : t head>
<xhtnm : t body>
<xhtm:tr>

</xhtm:tr>
</ xhtnm : t body>
</ xhtm:tabl e>
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: schena>

<xhtm :

<xhtm :
<xhtm :
<xhtn :
<xhtm :

t h>Descri ption</ xhtm : th>

t d>2021- JAN</ xht il : t d>

t d>2020- 12- 01</ xht m : t d>

td>0DNI / Cl O | AD</ xht i : t d>

td>lnitial creation, reference the change history in the DES. </ xhtm :td>
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2.2 - DHZM-guard.xsd

<xs:schema xm ns: xs="http://wwmw. w3. org/ 2001/ XM_Schema"

xm ns="urn:us:gov:ic:digital hazmat"

xm ns: dhzns"urn: us: gov:ic:digital hazmat"

xm ns:tdf ="urn:us:gov:ic:tdf"

target Namespace="urn: us: gov:ic:digital hazmat"
el ement For nDef aul t =" qual i fi ed"

attribut eFor nDef aul t ="qual i fi ed"
version="202111">

<XS:
<XS:
<XS:
<XS:

<XS:
<XS:
<XS:
<XS:
<XS:
<XS:

<XS:

<XS:

<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:

<XS:

<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:

<XS:
<XS:
<XS:
<XS:
<XS:

<xs:all>

el emrent
el ement
el ement
el enent

el ement
el ement
el ement
el enent
el ement
el ement

el enent

el enent

el ement
el ement
el ement
el emrent
el enent
el ement
el ement
el ement
el emrent
el ement

el ement

el ement
el ement
el ement
el enent
el ement
el ement
el ement

el enent
el enent
el ement

nanme="Di gi t al HazMat Asserti on” type="dhzm Di gi t al HazMat Asserti onType"/ >
name="ProvenanceAssertion" type="dhzm ProvenanceAssertionType"/>
nanme="Di gi tal HazMat" type="dhzm Di gi t al HazMat Type"/ >

name="Cont ent Col | ect i onTi nest anmp"

type="dhzm Cont ent Col | ecti onTi mest anpType"/ >

nanme="Cont ent Si ze" type="dhzm Cont ent Si zeType"/ >

name="Cont ent Encodi ngMet hod" type="dhzm Cont ent Encodi ngMet hodType"/ >
name="Cont ent EncodedSi ze" type="dhzm Cont ent EncodedSi zeType"/ >
name="Cont ent Col | ecti onHost" type="dhzm Cont ent Col | ecti onHost Type"/ >
nanme="Cont ent Col | ecti onMet hod" type="dhzm Cont ent Col | ecti onMet hodType"/ >
name="Cont ent Col | ecti onHost Li st"

type="dhzm Cont ent Col | ecti onHost Li st Type"/ >

nanme="Cont ent Col | ecti onMet hodLi st"

type="dhzm Cont ent Col | ecti onMet hodLi st Type"/ >

name="Cont ent Col | ecti onExt ernal | d"

type="dhzm Cont ent Col | ecti onExt ernal | dType"/ >

name="0Ori gi nContent Ui d* type="dhzm Ori gi nCont ent Ui dType"/ >

name="0ri gi nCont ent Omer " type="dhzm Ori gi nCont ent Oamner Type"/ >
name="0Ori gi nCont ent Group” type="dhzm Ori gi nCont ent G- oupType"/ >
name="0ri gi nCont ent | node" type="dhzm Ori gi nCont ent | nodeType"/ >
name="0Ori gi nCont ent Devi ce" type="dhzm O i gi nCont ent Devi ceType"/ >
name="0Ori gi nCont ent Pat hLi st" type="dhzm Oi gi nCont ent Pat hLi st Type"/ >
name="0Ori gi nCont ent Pat h" type="dhzm Oi gi nCont ent Pat hType"/ >

name="0Cri gi nCont ent Fi | enane" type="dhzm Oi gi nCont ent Fi | enaneType"/ >
name="0Cri gi nCont ent Creat ed" type="dhzm Oi gi nCont ent Cr eat edType"/ >
name="0Ori gi nCont ent Last Modi fi ed"

type="dhzm Ori gi nCont ent Last Modi fi edType"/ >

name="0Ori gi nCont ent Last Accessed"

type="dhzm Ori gi nCont ent Last AccessedType"/ >

name="Ori gi nContent OS" type="dhzm Ori gi nCont ent OSType"/ >

name="0ri gi nCont ent OSVer si on" type="dhzm Ori gi nCont ent OSVer si onType"/ >
name="Ori gi nCont ent Arch" type="dhzm Ori gi nCont ent ArchType"/ >

name="0Ori gi nCont ent Sour ceMac" type="dhzm Ori gi nCont ent Sour ceMacType"/ >
name="0Cri gi nCont ent Sour cel pv4" type="dhzm Ori gi nCont ent Sour cel pv4Type"/ >
nanme="0Ori gi nCont ent Sour cel pv6" type="dhzm O i gi nCont ent Sour cel pv6Type"/ >
name="0Ori gi nCont ent Sour ceSyst ent'

type="dhzm Ori gi nCont ent Sour ceSyst enfType"/ >

name="Sour ceDomai n" type="dhzm Sour ceDomai nType"/ >

nanme="Desti nati onDomai n" type="dhzm Desti nati onDormai nType"/>

name="Wor kFl om d" type="dhzm Wor kFl ow dType"/ >

attribute nane="DESVersion" type="dhzm DESVersi onType"/ >
conpl exType nane="Di gi t al HazMat Asserti onType" >

<xs:elenment ref="dhzm Di gi tal HazMat"/ >
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</xs:all>
<xs:attribute ref="dhzm DESVersi on" use="required"/>
</ xs: conpl exType>
<xs:conpl exType nane="ProvenanceAsserti onType">
<xs:all>
<xs: el ement ref="dhzm Content Col | ecti onTi nestanp"/>
<xs: el enment ref="dhzm Content Si ze"/ >
<xs: el ement ref="dhzm Cont ent EncodedSi ze"/ >
<xs: el ement ref="dhzm Cont ent Encodi ngMet hod"/ >
<xs: el ement ref="dhzm Content Col | ecti onHost List" m nCccurs="0"/>

<xs: el ement ref="dhzm Cont ent Col | ecti onMet hodLi st" m nCccurs="0"/>
<xs:elenment ref="dhzm Cont ent Col | ecti onExternalld" mi nCccurs="0"/>
<xs:element ref="dhzm Oi gi nContent Ui d* mi nCccurs="0"/>
<xs: el ement ref="dhzm Ori gi nCont ent Owmer" m nCccurs="0"/>
<xs: el enment ref="dhzm Oi gi nCont ent G oup” m nCccurs="0"/>
<xs:elenment ref="dhzm Oi gi nCont ent | node" m nCccurs="0"/>
<xs:elenment ref="dhzm Oi gi nCont ent Devi ce"” m nCccurs="0"/>
<xs: el ement ref="dhzm Oi gi nCont ent Pat hLi st" m nCccurs="0"/>
<xs: el enment ref="dhzm Ori gi nContent Fi | ename” ni nCccurs="0"/>
<xs: el ement ref="dhzm Oi gi nCont ent Creat ed" m nCccurs="0"/>
<xs: el ement ref="dhzm Ori gi nCont ent Last Modi fi ed" m nOccurs="0"/>
<xs: el enment ref="dhzm Oi gi nCont ent Last Accessed" ni nCccurs="0"/>
<xs:element ref="dhzm Oi gi nCont ent OS" m nCccurs="0"/>
<xs: el enment ref="dhzm Oi gi nCont ent OSVer si on" m nCccurs="0"/>
<xs: el ement ref="dhzm Oi gi nCont ent Arch" nmi nCccurs="0"/>
<xs: el enment ref="dhzm Oi gi nCont ent SourceMac" m nCccurs="0"/>
<xs: el ement ref="dhzm Oi gi nCont ent Sour cel pv4" mni nCccurs="0"/>
<xs:elenment ref="dhzm Oi gi nCont ent Sour cel pv6" mi nCccurs="0"/>
<xs: el enment ref="dhzm Ori gi nCont ent Sour ceSystent m nOccurs="0"/>
<xs: el ement ref="dhzm SourceDonmai n"" m nCccurs="0"/>

<xs:elenment ref="dhzm Desti nati onDormai n" m nCccurs="0"/>

<xs: el ement ref="dhzm Wor kFl ow d" ni nCccurs="0"/>
</xs:all>
<xs:attribute ref="dhzm DESVersi on" use="required"/>
</ xs: conpl exType>
<xs: si npl eType nane="Cont ent Col | ecti onTi nest anpType" >
<xs:restriction base="xs:dateTinme"/>
</ xs: si npl eType>
<xs:si nmpl eType nane="Content Si zeType" >
<xs:restriction base="xs:integer"/>
</ xs:si npl eType>
<xs:si npl eType nanme="Cont ent Encodi ngMet hodType" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="XOR'/ >
<xs:enuneration val ue="ENCRYPTED'/ >
</ xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nane="Cont ent EncodedSi zeType" >
<xs:restriction base="xs:integer"/>
</ xs: si npl eType>
<xs:si mpl eType nane="DESVer si onType" >
<xs:restriction base="xs:string">
<xs:pattern value="[0-9]{6}(\.[0-9]{6})?2(\-.{1,23})?"/>
</xs:restriction>
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</ xs: si npl eType>
<xs: si npl eType nane="Cont ent Col | ecti onHost Type" >
<xs:restriction base="xs:string">
<xs:m nLength val ue="1"/>
<xs: maxLengt h val ue="255"/>
<xs:pattern value="([a-zA-Z0-9_\.-])*"/>
</ xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nane="Cont ent Col | ecti onMet hodType" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="LOG'/ >
<xs:enuneration val ue="FI LE"/ >
<xs:enuneration val ue=" MEMORY- DUWMP"/ >
<xs:enuneration val ue="PACKET- CAPTURE"/ >
<xs:enuneration val ue="OTHER'/ >
</xs:restriction>
</ xs: si npl eType>
<xs: conpl exType nanme="Content Col | ecti onHost Li st Type">
<XS:sequence>
<xs: el ement ref="dhzm Content Col | ecti onHost" maxCOccurs="5"/>
</ Xxs: sequence>
</ xs: conpl exType>
<xs:conpl exType nane="Cont ent Col | ecti onMet hodLi st Type" >
<XS:sequence>
<xs: el ement ref="dhzm Cont ent Col | ecti onMet hod" naxOccurs="5"/>
</ xs: sequence>
</ xs: conpl exType>
<xs:conpl exType nane="Ori gi nCont ent Pat hLi st Type" >
<XS:sequence>
<xs:element ref="dhzm Oi gi nCont ent Pat h" naxCccurs="256"/>
</ Xs: sequence>
</ xs: conpl exType>
<xs:si npl eType nane="Cont ent Col | ecti onExt ernal | dType" >
<xs:restriction base="xs:anyURl ">
<xs: maxLengt h val ue="1024"/>
</ xs:restriction>
</ xs: si npl eType>
<xs:sinpl eType nane="Ori gi nCont ent Ui dType" >
<xs:restriction base="xs:integer">
<xs: mnl ncl usi ve val ue="1"/>
<xs: maxl ncl usi ve val ue="65335"/>
</xs:restriction>
</ xs: si npl eType>
<xs:si nmpl eType nanme="Ori gi nCont ent Oawner Type" >
<xs:restriction base="xs:string">
<xs: m nLength val ue="1"/>
<xs: maxLength val ue="255"/>
<xs:pattern value="([a-zA-Z0-9\s_-])*"/>
</xs:restriction>
</ xs: si npl eType>
<xs:si npl eType name="0Ori gi nCont ent G oupType" >
<xs:restriction base="xs:string">
<xs: mnLength val ue="1"/>
<xs: maxLengt h val ue="255"/>
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<xs:pattern val ue="([a-zA-Z0-9\s_-])*"/>
</xs:restriction>
</ xs:si npl eType>
<xs:si npl eType name="0Ori gi nCont ent | nodeType" >
<xs:restriction base="xs:integer"/>
</ xs: si npl eType>
<xs:sinpl eType nane="Ori gi nCont ent Devi ceType" >
<xs:restriction base="xs:string">
<xs: maxLength val ue="255"/>
</ xs:restriction>
</ xs: si npl eType>
<xs:sinpl eType nanme="Ori gi nCont ent Cr eat edType" >
<xs:restriction base="xs:dateTine"/>
</ xs: si npl eType>

<xs:sinmpl eType nanme="0Ori gi nCont ent Last Modi fi edType" >

<xs:restriction base="xs:dateTi me"/>
</ xs: si npl eType>

<xs:sinmpl eType name="Ori gi nCont ent Last AccessedType" >

<xs:restriction base="xs:dateTinme"/>
</ xs: si npl eType>
<xs:sinpl eType nane="Ori gi nCont ent OSType" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="w ndows"/ >
<xs:enuneration val ue="mc0s"/ >
<xs:enuneration val ue="linux"/>
<xs:enuneration val ue="androi d"/>
<xs:enuneration val ue="i 08"/ >
</xs:restriction>
</ xs: si npl eType>
<xs:sinmpl eType name="0Ori gi nCont ent OSVer si onType" >
<xs:restriction base="xs:string">
<xs: m nLength val ue="1"/>
<xs: maxLength val ue="255"/>
<xs:pattern value="([a-zA-Z0-9\.-])*"/>
</xs:restriction>
</ xs: si npl eType>
<xs:si nmpl eType nanme="Ori gi nCont ent ArchType" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="i 386"/ >
<xs:enuneration val ue="i 486"/ >
<xs:enuneration val ue="i 586"/ >
<xs:enuneration val ue="i 686"/ >
<xs:enuneration val ue="x86_64"/>
<xs:enuneration val ue="and64"/ >
<xS:enuneration val ue="ia64"/ >
<xs:enuneration val ue="arnmvél "/ >
<xs:enuneration val ue="arnmv7l"/>
<xs:enuneration val ue="sparc"/>
<xs:enuneration val ue="sparc64"/>
<xSs:enuneration val ue="sparc64v"/ >
<xs:enuneration val ue="ppc"/>
<xs:enuneration val ue="ppc64"/>
<xs:enuneration val ue="ppc64l e"/>
<xs:enuneration val ue="s390"/ >
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<xs:enuneration val ue="s390x"/ >
<xs:enuneration val ue="64-bit"/>
<xs:enuneration value="32-bit"/>
<xs:enuneration val ue="none"/ >
<xs:enuneration val ue="noarch"/>
</xs:restriction>
</ xs: si npl eType>
<xs:si nmpl eType nanme="0Ori gi nCont ent Sour ceMacType" >
<xs:restriction base="xs: hexBi nary">
<xs: m nLength val ue="6"/>
<xs: maxLengt h val ue="7"/>
</ xs:restriction>
</ xs: si npl eType>
<xs:sinpl eType nane="Ori gi nCont ent Sour cel pv4Type" >
<xs:restriction base="xs: hexBi nary">
<xs:length val ue="4"/>
</ xs:restriction>
</ xs: si npl eType>
<xs:sinpl eType nane="Ori gi nCont ent Sour cel pv6Type" >
<xs:restriction base="xs: hexBi nary">
<xs:length val ue="16"/>
</ xs:restriction>
</ xs: si npl eType>
<xs:sinpl eType nanme="Ori gi nCont ent Sour ceSyst eniType" >
<xs:restriction base="xs:string">
<xs:m nLength val ue="1"/>
<xs: maxLengt h val ue="255"/>
<xs:pattern value="([a-zA-Z0-9\. -])*"/>
</ xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nane="Sour ceDomai nType" >
<xs:restriction base="xs:string">
<xs:m nLength val ue="1"/>
<xs: maxLengt h val ue="255"/>
<xs:pattern val ue="([a-zA-Z0-9])*"/>
</ xs:restriction>
</ xs: si npl eType>
<xs:sinpl eType nane="Desti nati onDonai nType" >
<xs:restriction base="xs:string">
<xs:m nLength val ue="1"/>
<xs: maxLengt h val ue="255"/>
<xs:pattern val ue="([a-zA-Z0-9])*"/>
</ xs:restriction>
</ xs: si npl eType>
<xs:sinpl eType nane="Di gi t al HazMat Type" >
<xs:restriction base="xs:string">
<xs:pattern val ue="\s*Thi s\ s+el ement\ s+descri bes\ s+an\ s+obf uscat ed\ s+payl oad\ s+whi ch\ s+i s\ s+ei t her\ s+known\ s+or\ s+suspect ed\ s+t o\ s+cont ai n\ s+sof t war e\ s+or\s+sinmlar\s

+dat a\ s+whi ch\ s+coul d\ s+cause\ s+har m s+t o\ s+i nf or mati on\ s+processi ng\ s+syst ens\ .\ s+l t\ s+has\ s+been\ stencapsul at ed\ s+t o\ s+render\ s+i t\ s+i nert\.\s+Any\ s+attenpt\ s+t o\ s+tdecode\ s+t hi s\ s+payl oad\ s
+out si de\ s+a\ s+saf e\ s+anal ysi s\ s+envi r onnent \ s+may\ s+pose\ s+a\ s+danger\ s+t o\ s+your\ s+system .\ s*"/>

</ xs:restriction>
</ xs: si npl eType>
<xs:sinpl eType nane="Cri gi nCont ent Pat hType" >
<xs:restriction base="xs:anyURl ">
<xs: maxLength val ue="1024"/ >
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</xs:restriction>
</ xs: si npl eType>
<xs:si nmpl eType nanme="Ori gi nContent Fi | enaneType" >
<xs:restriction base="xs:string">
<xs: mnLength val ue="1"/>
<xs: maxLength val ue="1024"/>
</ xs:restriction>
</ xs: si npl eType>
<xs:sinpl eType nane="WrkFI owl dType" >
<xs:restriction base="xs:string">
<xs: mnLength val ue="1"/>
<xs: maxLength val ue="255"/>
<xs:pattern val ue="([a-zA-Z0-9\s:\._-])*"/>
</ xs:restriction>
</ xs: si npl eType>
</ xs: schema>
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2.3 - SchemaGuideSchema.xsd

<xsd: schema xml ns: xsd="http://ww. w3. or g/ 2001/ XM_Scherma"
xmns: xhtm ="http://ww. w3. or g/ 1999/ xht nl - St opBr owser Render i ng"
attribut eFornDefaul t ="qualified"
i smconpliesWth="USGv USIC
i smresourceEl ement="true"
i sm creat eDat e="2019- 09- 18"
i sm DESVer si on="202111"
i sm | SMCATCESVer si on="202205"
ismclassification="U
i sm owner Producer =" US
version="202111"
el enent For nDef aul t ="qual i fi ed"
t arget Nanmespace="ur n: schenma: gui de: schena: di gi t al haznat "
xm |l ang="en" >
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :hl i sm owner Producer="USA" ismclassification="U>Intelligence Community
Techni cal Specification XM. Data Encodi ng Specification for Digital HazMat Assertion (DHZM XM.) SchenaCGui de</ xht m : h1>
</ xsd: docunent at i on>

<xsd: docunent ati on>
<xhtm : h2 i sm owner Producer="USA" ismclassification="U">Notices</xhtm :h2>
<xhtm :p i smownerProducer="USA" Ismclassification="U"> Distribution Notice:
Thi s document has been approved for Public Release and is available for use without restriction.

</ xhtm : p>
</ xsd: docunent at i on>
<xsd: docunent ati on>
<xhtm : h2 i sm owner Producer="USA" ismclassification="U">Description</xhtmn :h2>
<xhtm :p i smowner Producer="USA" |Ismclassification="U> WBC XM. Schenma used to
facilitate generation of the SchemaGuide for the XM. Data Encodi ng Specification for
Di gital Hazvat Assertion (DHZM XM.). </ xhtm : p>
</ xsd: docunent at i on>
<xsd: docunent at i on>
<xhtm : h2 i sm owner Producer="USA" ismclassification="U">Introduction</xhtnl:h2>
<xhtm :p I smownerProducer="USA" ismclassification="U"> This XM. Schenma file is only
used to produce the schenaGuide for the XM. Data Encodi ng Specification (DES).
Pl ease see the docunent titled <xhtm :i>
<xhtm :a href="../../Docunment s/ DHZM DesDhzmXm . pdf " >XM. Data Encodi ng Specification for
Di gi tal Hazivat Assertion
(DHZM XM.) </ xht m : a>
</xhtm:i> for a conplete description of the encoding as well as list of all
conmponents. </xhtm :p>
<xhtm :p i smownerProducer="USA" Ismclassification="U> It is envisioned that this
schema or its conponents, as well as other parts of the DES may be overridden for
| ocalized inplenentations. Therefore, pernission to use, copy, nodify and distribute
this XML Schema and the other parts of the DES for any purpose is hereby granted in
perpetuity. </xhtml:p>
<xhtm :p i smowner Producer="USA" Ismclassification="U> Please reference the preceding
two paragraphs in all copies or variations. The devel opers make no representation
about the suitability of the schema or DES for any purpose. It is provided "as is"
W t hout expressed or inplied warranty. </xhtm :p>
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<xhtm :p i smownerProducer="USA" ismclassification="U"> If you nmodify this XM. Schema
in any way | abel your schema as a variant of
(DHZM XM) . </ xhtm : p>
<xhtm :p i smowner Producer="USA" Ismclassification="U"> Please direct all questions,
bug reports, or suggestions for changes to the points of contact identified in the
docurent referenced above. </xhtmi:p>
</ xsd: docunent at i on>
<xsd: docunent at i on>
<xhtm :h2 i smowner Producer ="USA" | sm classification="U">lnplenentation Notes</xhtm :h2>
<xhtm :p i smownerProducer="USA" ismclassification="U>A DHZM XM. instance is an
instance of a TDOw th a particul ar payl oad and assertions. Its structure is simlar
to: </ xhtm: p>
<xhtm :ul >
<xhtm :p i smowner Producer="USA" ismclassification="U">
<xhtm :a href="DHZM TDF_xsd_El enent _Trust edDat aObj ect . ht ml #Tr ust edDat aCbj ect " >DHZM TDF t df : Tr ust edDat aCbj ect </ xht il : a> has the foll owi ng assertions:

</ xhtm : p>
<xhtnm :ul >
<xhtm :1i ism ownerProducer="USA" ismclassification="U">
<xhtm :a href="DHZM xsd_El enent Di gi t al HazMat Assertion. ht il #Di gi t al HazMat Asserti on">dhzm Di gi t al HazMat Asserti on</ xht i : a>
</xhtm:li>
<xhtm :1i ism ownerProducer="USA" ismclassification="U">
<xhtm :a href="DHZM xsd_El enent _ProvenanceAsserti on. ht m #Pr ovenanceAsserti on">dhzm ProvenanceAssertion</xhtm :a>
</xhtm:li>
</xhtm :ul >

<xhtm :p i smowner Producer="USA" ismclassification="U>A DHZM XM i nstance can al so be used with
DHZMC- TDF whi ch does not have tdf: Handl i ngAsserti ons.
to: </ xhtm:p>
</ xhtm :ul >
</ xsd: docunent ati on>
<xsd: docunent at i on>
<xhtm : h2 i sm owner Producer ="USA" ism classification="U">Creators</xhtmn : h2>
<xhtm :p i smownerProducer="USA" Ismclassification="U>0fice of the Director of
National Intelligence Intelligence Comunity Chief Information Oficer</xhtnl:p>
</ xsd: docunent at i on>
</ xsd: annot at i on>
<I-- Inport the schenma for each "dependent"” spec. This schema is only used to generate a SchemaCui de -->

<l-- DHZM schema because that is the main spec -->
<xsd:inport nanmespace="urn:us:gov:ic:digital hazmat" schenalLocati on="DHZM xsd"/ >

<!-- TDF schema because an DHZM XM. goes inside a DHZMC- TDO, DHZM TDO - - >

<xsd:inport nanmespace="urn:us:gov:ic:tdf" schenmalLocation="../DHZM TDF/ DHZM TDF. xsd"/ >
<!--xsd:inport nanmespace="urn:us:gov:ic:tdf" schemaLocation="../DHZMC TDF/ DHZMC- TDF. xsd"/ - - >

</ xsd: schena>
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