
ACCESSING CT INFORMATION
First responders and public safety personnel, performing homeland security or law enforcement activities on behalf of a state, 
local, tribal, or territorial government can access unclassified CT information through US Government Internet-based, 
information sharing portals.  

HOMELAND SECURITY INFORMATION NETWORK (HSIN)
is a national, secure, and trusted web-based portal for 
information sharing and collaboration among federal, 
state, local, tribal, territorial, and private-sector partners 
engaged in the homeland security mission. 

TO APPLY
Email hsin.outreach@hq.dhs.gov and provide your full name, official 
email address, and current assignment; organization name, mailing 
address, and phone number; supervisor name, email address,  
and phone number; and justification for access. For access to the 
JCAT page, please request access to the HSIN-ES Community of  
Interest (COI).

FOR JCAT PRODUCTS GO TO https://hsin.dhs.gov: 

STEP 1 – Click on the “Memberships” tab to access your COI 
STEP 2 – Choose “Emergency Services” COI 
STEP 3 – Click on the “JCAT” tab 
STEP 4 – View available products 

LAW ENFORCEMENT ENTERPRISE PORTAL (LEEP) is a
secure, Internet-based information-sharing system for 
agencies involved in law enforcement, first response, 
criminal justice, counterterrorism, and intelligence.  

TO APPLY
Go to https://www.cjis.gov and click the “Apply for an Account” 
tab. Fill out the highlighted fields using your official email address 
and submit. Processing may take up to 14 days, and you will 
receive an email once access is approved.

FOR JCAT PRODUCTS GO TO https://www.cjis.gov: 

STEP 1 – Click on the “SIG” icon 
STEP 2 – Click “Browse SIGs” 
STEP 3 – Click “Browse by Category” and select “Terrorism” 
STEP 4 – Click on the “NCTC-JCAT” icon 
STEP 5 – Request membership in JCAT 
STEP 6 – Once approved, view available products
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UNCLASSIFIED//FOR OFFICIAL USE ONLY

(U//FOUO) Counterterrorism Weekly 
is an UNCLASSIFIED//FOR OFFICIAL 
USE ONLY compilation of open 
source publicly available press on 
issues related to terrorism over the 
past seven days. It is produced every 
Wednesday, excluding holidays. 
Counterterrorism Weekly is produced 
by the National Counterterrorism 
Operations Center and contains 
situational awareness items 
detailing on-going terrorism-related 
developments which may be of
interest to Federal, State, Local 
and Tribal Law Enforcement, 
security, military personnel, and first 
responders. The inclusion of a report 
in Counterterrorism Weekly is not 
confirmation of its credibility nor 
does it imply NCTC‘s official view or 
endorsement. Comments and requests 
for information pertaining to articles 
featured in Counterterrorism Weekly 
may be directed to nctcpao@nctc.gov.

(U) This product may contain US 
Persons information deemed 
necessary for the intended recipient to 
understand or assess the information 
provided. This information has been 
highlighted in the document with 
the label USPER, pursuant to E.O. 
123333 which affords protections for 
US persons.

(U) The material contained in this 
weekly publication may be subject 
to copyright. Further reproduction or 
dissemination by any means is subject 
to original copyright restrictions and 
is generally prohibited without the 
copyright holder’s permission. This 
weekly publication is intended to assist 
readers in their official capacities, and 
is not intended to be a replacement 
for commercial.

COUNTERTERRORISM
WEEKLY

(U//FOUO) This section 
provides a comprehensive 

look at a terrorist 
group or leader.

(U//FOUO) This section 
consists of in-depth 

counterterrorism press 
articles including context and 

background information.

(U//FOUO) This section 
informs readers on methods 

terrorists are utilizing 
overseas which could be 
employed domestically. 

(U//FOUO) This section 
includes press articles 

with concise summaries 
for rapid consumption. 
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PUBLICATION FOR FIRST RESPONDERS, STATE AND LOCAL POLICE
To provide a common threat picture of counterterrorism events from around the globe.

Counterterrorism Weekly is an UNCLASSIFIED//FOR OFFICIAL USE ONLY compendium of international 
and domestic news focusing on counterterrorism information and produced every Wednesday on DHS’s 
Homeland Security Information Network (HSIN), FBI’s Law Enforcement Online (LEO), SIPR, and JWICs.

SPOTLIGHT
A comprehensive look at a current terrorist 
leader or group

ON POINT
Core counterterrorism articles with context 
and background

TRENDS, TACTICS, & PROCEDURES 
Demonstrate methods terrorists may utilize 
overseas/employable domestically

PARTING SHOTS
Short summaries of CT press pieces in a concise 
format for rapid consumption

UNCLASSIFIED//FOR OFFICIAL USE ONLY products such as the Counterterrorism Weekly are available on the 
Homeland Security Information Network (HSIN), Law Enforcement Enterprise Portal (LEEP), or on NCTC CURRENT via 
SIPRNet. For access to HSIN, please visit https://auth.dhs.gov or contact the HSIN Help Desk at 866-430-0162. For 
access to LEEP, please visit https://www.cjis.gov or contact 888-334-4536.
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IA-0255-15 

(U) Remote Control Model Aircraft Encounters Near Critical 
Infrastructure Highlight Vulnerability to Potential Surveillance by
Adversaries

(U//FOUO) Recent remote control model aircraft (RCMA) overflights of critical infrastructure and sensitive sites 
highlight the possibility that illicit actors could circumvent perimeter security for the purpose of conducting
pre-operational surveillance.  DHS, FBI, and NCTC assess that RCMA intended for legitimate recreational and
commercial use could be used by a range of adversaries to gain sensitive information, such as the precise location
of targets within critical infrastructure facilities, security vulnerabilities of targeted facilities, or security and
emergency response plans.

(U//FOUO)  DHS defines a RCMA as a type of small unmanned aircraft system that is produced commercially or
is homemade.  These platforms are also referred to as radio control aircraft or remote control airplanes and
usually require operator control at all times.  These are typically intended for recreational use and require a 
single person for operation. RCMAs generally have an endurance of less than two hours depending on the type 
of RCMA—rotary or fixed wing—and power source (for example, nitromethane, lithium ion, and lithium 
polymer batteries).  Typically, RCMAs are flown within visual line-of-sight of the operator; however, we assess 
there is an increasing use of first-person view or global positioning system-enabled technology that allows 
operation of RCMAs to occur beyond line-of-sight and 
at altitudes in excess of several hundred feet.

» (U//FOUO) 21 April 2015: Two employees at
a nuclear power plant in California reported
seeing a possible RCMA parallel to the plant
along an access road near the plant.

» (U//FOUO)  13 September 2014: An employee 
of a named defense contracting firm facility in
California observed a drone type aircraft flying 
around the firm’s access restricted facility. The
RCMA, which was not captured, was described
as small in size.

» (U//FOUO) 17 April 2014: An unidentified
possible RCMA was observed flying along the
security perimeter of a named petroleum
refinery located in Oregon, Ohio. The aircraft
made several passes along the perimeter of the 
facility and one known pass over the center of
the facility before heading north toward Lake Erie.

UNCLASSIFIED

(U) Graphical representation of a RCMA with
camera flying operating over critical
infrastructure.

(U) Report Suspicious Activity

(U) To report suspicious activity, law enforcement, Fire-EMS, private security personnel, and emergency managers should follow established protocols;
all other personnel should call 911 or contact local law enforcement.  Suspicious activity reports (SARs) will be forwarded to the appropriate fusion center and FBI
Joint Terrorism Task Force for further action. For more information on the Nationwide SAR Initiative, visit http://nsi.ncirc.gov/resources.aspx.

U N C L A S S I F I E D / / F O R  O F F I C I A L U S E  O N L Y

(U)  Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO).  It contains information that may be exempt from public release under the Freedom of Information Act (5 U.S.C. 552).  It is to be 
controlled, stored, handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO information and is not to be released to the public, the media, or other personnel who do not have a valid 
need to know without prior approval of an authorized DHS official. State and local homeland security officials may share this document with authorized critical infrastructure and key resource personnel and private sector
security officials without further approval from DHS.

(U) Sources are available upon request. Should you require these sources, please contact the I&A Production Branch at IA.PM@hq.dhs.gov, IA.PM@dhs.sgov.gov, or IA.PM@dhs.ic.gov.

IA-0036-14
(U) Prepared by the Office of Intelligence and Analysis (I&A) Homeland Counterterrorism Division, the Field Analytic Support Taskforce, the Joint Counterterrorism Assessment Team, and the 
Federal Bureau of Investigation Directorate of Intelligence.  This product is finished intelligence and is intended to assist federal, state, local, tribal, territorial, and private sector first responders
in effectively deterring, preventing, preempting, and responding to terrorist attacks against the United States.  Coordinated with the I&A Homeland Counterterrorism Division Terrorist Targets
and Tactics Branch; the National Protection and Programs Directorate Office of Infrastructure Protection, the Transportation Security Administration Office of Intelligence and Analysis, and the 
Federal Emergency Management Agency US Fire Administration.

(U)  Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO).  It contains information that may be exempt from public release under the Freedom of Information 
Act (5 U.S.C. 552).  It is to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO information and is not to be released to the 
public, the media, or other personnel who do not have a valid need to know without prior approval of an authorized DHS official.  State and local homeland security officials may share this
document with authorized critical infrastructure and key resource personnel and private sector security officials without further approval from DHS.

(U)  All US person information has been minimized.  Should you require the minimized US person information, please contact the I&A Production Branch at IA.PM@hq.dhs.gov,
IA.PM@dhs.sgov.gov, or IA.PM@dhs.ic.gov.
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(U)  Improvised Incendiary Devices
(U//FOUO) Improvised incendiary devices (IIDs)—commonly referred to as fire 
bombs, petrol bombs, or Molotov cocktails—are mixtures of flammable liquids and
chemicals. Petroleum products and chemicals commonly used in IIDs are
inexpensive and widely available from chemical, building supply, and 
pharmaceutical retail outlets. Effective instructions on how to build IIDs—including 
those produced by known terrorist groups—are openly available on the Internet
and are easy to follow.

» (U)  An individual in July 2013 was charged with possession of an incendiary
device and stolen firearms after police in Seattle discovered two firearms,
multiple incendiary devices, bladed weapons, body armor, and maps of three 
nearby universities inside his vehicle.  The devices were described by police as
bottles with a cloth wick, duct tape, rubber bands, and a liquid inside each 
bottle.

» (U) In March 2013, al-Qa‘ida in the Arabian Peninsula’s online compendium
titled the Lone Mujahid Pocketbook included instructions for constructing a
variety of improvised incendiary devices and recommends using fire as a
weapon to target buildings, cars, forests, farms, and orchards.

» (U)  Three self-proclaimed anarchists in May 2012 were charged with 
conspiracy to commit terrorism for allegedly plotting to use Molotov cocktails
against Chicago area police stations as a diversionary tactic to distract first
responders from other planned attacks during the NATO Summit.

(U)  Potential Indicators of the Use or Development of an IID

» (U//FOUO) Odors of flammable liquids or chemicals in residential or storage areas
» (U//FOUO) Device construction materials such as bottles, jars, rags, timing devices, or electronic igniters
» (U//FOUO) Manuals or other instructional materials explaining IID construction
» (U//FOUO) Medical responses for unexplained burns, particularly on faces and hands
» (U//FOUO) Multiple fire responses to the same location or in a repeating pattern that could indicate device testing
» (U//FOUO) An unusually large volume of fire or multiple fires in a single location upon arrival at a scene
» (U//FOUO) Unusual burn patterns which may indicate the presence of a flammable liquid

(U)  Report Suspicious Activity

(U) To report suspicious activity, law enforcement, Fire-EMS, private security personnel, and emergency managers should follow established
protocols; all other personnel should call 911 or contact local law enforcement.  Suspicious activity reports (SARs) will be forwarded to the appropriate fusion 
center and FBI Joint Terrorism Task Force for further action. For more information on the Nationwide SAR Initiative, visit http://nsi.ncirc.gov/resources.aspx.

UNCLASSIFIED

(U)  Before and after
photographs of an IID built
using a one-gallon milk jug 
filled with a flammable 
accelerant.

UNCLASSIFIED//FOR OFFICIAL USE ONLY

REGIONAL INFORMATION SHARING SYSTEMS (RISS) 
OFFICER SAFETY WEBSITE is a secure, information-sharing 
website for law enforcement, dedicated to providing timely officer 
safety information and resources.

TO APPLY
To begin the RISS membership process, contact your in-region RISS 
Center. RISS Center contact information is located at http://www.
riss.net. Registered users of the VALOR Web Portal who are sworn 
law enforcement are also able to access the RISS Officer Safety 
Website and vice versa.

FOR JCAT PRODUCTS GO TO https://officersafety.riss.net: 

STEP 1 – Sign into the RISS Portal page 
STEP 2 – Click on the “Officer Safety Website” 
STEP 3 – Once on the Officer Safety Website, click on 

  the “Domestic Terrorism” hyperlink on the left 
  side of the page (beneath the “AWARENESS”  
  heading) to view NCTC/JCAT products posted  
  to the site.

TECHNICAL RESOURCE FOR INCIDENT PREVENTION 
(TRIPWIRE) is a free online information-sharing network designed 
to increase awareness of evolving improvised explosive device (IED) 
tactics, techniques, and procedures.

TO APPLY
Those eligible for TRIPwire membership include: bomb squad, first 
responders, military personnel, government officials, intelligence 
analysts, and security professionals with bombing prevention 
responsibilities.

FOR JCAT PRODUCTS GO TO http://www.tripwire.dhs.gov: 

STEP 1 – Click on the link, “Register for Account?” 
STEP 2 – Fill out the online registration form 
STEP 3 – Once your application has been verified, the 

  Help Desk will contact you to confirm the status 
 of your account.

ACCESSING CT INFORMATION
First responders and public safety personnel, performing homeland security or law enforcement activities on behalf of a state, 
local, tribal, or territorial government, can access unclassified CT information through US Government Internet-based, 
information sharing portals.  


	Blank Page



