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(U) The Inspector Genex:a] of the Office of the Director
of National Intelhgence (0Df \T) provxdes pohcy
direction for, and plans, conducts, supervises, . and
coordinates inspections, audits, mvestugatlons, and
other inquiries relating to the programs and.
operatlons of the ODNI and thé autherities and
responsibilities of the Director of National Intelligence
(DNI). The Inspector General is charged with
detecting fraud, waste, and dbuse; evalusting
performance; and making recommendations to
promote economy, efﬁeiency, and effectiveness in the
ODNI and the Intelligence Community.
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(U) A Message From the Inspector General

(U) The Office of the Director of National Intelligence (ODNI) Office of the Inspector
General (OIG) made significant contributions to the missions of the ODNI and the Intelligence
Community during the | January 2011 through 30 June 2011 reporting period. During this
reporting period the OIG conducted audits, inspections, investigations, and reviews designed to
improve the efficiency and effectiveness of ODNI and Intelligence Community programs.
These matters are described in detail in the Completed Projects section of this report.

(U) As the ODNI Inspector General, I chair the Intelligence Community Inspectors
General Forum. The Forum's audit, inspections, and investigation working groups collaborated
on a variety of ongoing and planned projects and shared best practices. On 23 June 2011, the
OIG hosted the Third Annual Intelligence Community Inspectors General Professional Awards
Ceremony. The ceremony recognized personnel from OIGs throughout the Intelligence
Community (IC) who made extraordinary contributions in 2010 to the OIG mission and
objectives. Forum Members voted to present the Leadership Award posthumously to
Thomas J. Burton for his outstanding service and leadership as the Inspector General of the
National Geospatial-Intelligence Agency and his exemplary service to the IC.

(U) We continued to support the DNI and senior ODNI officials in working diligently to
implement pending OIG recommendations. During this reporting period ODNI management has
taken significant steps to communicate the new executive leadership’s mission, vision, goals, and
objectives to the ODNI workforce, the broader IC. Members of Congress, the press, and the
general public. First and foremost, upon his arrival, Director Clapper clearly articulated that the
core mission of the ODNI is to lead intelligence integration and that protecting the Homeland is
job #1 for the Intclligence Community. To drive this message and hetter align the organization
to the mission. Director Clapper has "re-set" ODNT's activities and personnel and, together with
the ODNI and IC elements’ Public Affairs Offices, used ODNI and IC publications, web sites,
Town Halls, and speaking engagements by ODNI senior leadership in both classified and
unclassified venues to reinforce the integration message. These strategic communication efforts
clarify the ODNTI’s role and mission and communicate its unique value to the intelligence
enterprise, which implements a long-standing O1G recommendation. In addition, ODNI
management formalized a repeatable process to track implementation of OIG recommendations.

: (U) Finally, the OIG began developing a strategic plan to support the eventual stand-up
of the Office of the Inspector General of the Intelligence Community, an office established by
the FY 2010 Intelligence Authorization Act. These efforts involved benchmarking, identifying
possible requirements or gaps in current policy and processes, initiating development of a cost
mode] to support a separate OIG budget, assessment of staffing requirements for variable

workloads, and scoping of objectives to support a phased transition.
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(U) We appreciate the continued support for our mission from ODNI senior leadership,
ODNI management, and Congress. As the OIG prepares to transition to the Oftice of the
Inspector General of the Intelligence Community, 1 also want to express my appreciation for the
talent and dedication of OIG personnel in the ODNI and across the Intelligence Community. We
are committed to performing our work in accordance with the highest standards of
professionalism, objectivity, independence, and integrity.

. Mazer a

Inspector General
29 July 2011
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I. (U) Overview

(U) The mission of the Office of the Inspector General (OIG) is to improve Intelligence
Community (IC) performance by: 1) overseeing the Office of the Director of National
Intelligence (ODNI) and IC programs and operations that fall within the authorities and
responsibilities of the Director of National Intelligence (DNI); 2) exercising a unique
cross-agency focus; and 3) collaborating with IC Inspector General (IG) partners. The OIG
conducts audits, investigations, inspections, and reviews of ODNI and IC performance to detect
and deter waste, fraud, and abuse and to promote efficiency, effectiveness, and accountability.
Sections IV and V of this report describe the OIG's completed and ongoing projects respectively.
In addition, the ODNI OIG facilitates the activities of the IC Inspectors General Forum, which
are described in section II of this report.

(U) The OIG recommends performance improvements for ODNI and IC programs and
activities to the DNI. Section VII of this report updates the status of ODNI management’s
implementation of report recommendations since 2008.

(U) OIG Organization

(U) As illustrated in the 6rganization chart below, OIG is comprised of four divisions and
a front office staff (See Figure 1).

(U) Figure 1. OIG Organization Chart January 2011
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(U) During this reporting period the OIG combined the Oversight and Policy Division
and the Management Reviews Division to create the Oversight and Review Division, which
better aligned OIG functions and resources (See Figure 2).

(U) Figure 2. O1G Divisions 1 January 2011 ~ 30 June 2011

Office of the Enspector General Divisions

Audit Division .
GAEN Audits program, compliance, and financial audits and evaluations of ODNI and IC programs, information
N technology, procurement, acquisitions, internal controls, financial statements, and financial management.

Inspections Division '
Bl Conducts inspections, reviews, and evaluations to improve ODNI and IC-wide performance; examines
== information access, collaboration, intelligence collection, analysis, and compliance with laws and
regulations.

i [nvestigations Division
! Investigates allegatiops of violations of criminal laws and administrative regulations arising from the
e conduct of ODNI and IC employees and contractors.

BN Oversight and Review Division

Y Conducts comprehensive evaluations and reviews of systemic issues within the ODNI, national mission
BB centers, and the IC to evaluate efficiency and effectiveness, identify vulnerabilities, and prevent and detect
N fraud, waste, and abuse. Has a multi-disciplinary staff that complements the traditional audit, inspection,
RS and investigations disciplines to assess ODNI and IC activities and programs.

(U) OIG Personnel

(U%)UO)J‘he OIG has a diverse, highly-experienced workforce with a variety of
professional and IC experience, including auditors, investigators, attorneys, and inspectors.

Complementing these professionals are collectors, analysts, and project managers from military
and civilian intelligence organizations.

~
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1. (U) IC inspectors General Activities

(U) To achieve its oversight objectivés, the ODNI OIG facilitates cbllaboration,
information sharing, and strategic planning among the IC Inspectors General. This section
provides highlights of IC Inspector General Activities conducted during this reporting period.

(U) 17" Annual IC Inspectors General Conference

(U) The ODNI OIG hosted the 17™ Annual IC Ingpectors General (IC IG) Conference on
10 May 2011 at the Defense Intelligence Agency Center on Bolling Air Force Base.

Approximately | personnel from sctoss the 1€ 16-Community attended the conference.

(b)(3)

(U) The conference objectives were to enhance collaboration across the IC IG
community, improve IC IGs’ performance, and facilitate the accomplishment of the IC IGs®
mission, duties, and responsibilities. The attendees heard perspectives from distinguished IC
leaders, OIG experts, and congressional intelligence oversight committee staff. :

meUQ) Highlights of the conference include a keynote address by The Honorable
James R. Clapper, Jr., Director of National Intelligence (DNI), who expressed his appreciation for
the work of 1Gs and emphasized their value as “an objective and independent set of eyes and
ears.” He also endorsed the statutory IC IG, established by the Intelligence Authorization Act
(1AA) for FY 2010 in October 2010. [ |chaired a plenary session with

_yon " (b)3
methodologies and best practices for conducting IG reviews focused on cosl-saving inittatives and (b)3)

bolstering efficiencies. chaired a plenary session on Intelligence
Oversight with congressiona Maijority Staff Director for the Senate Select
Committee on Intelligence (SSCI), SSCI Minority Staff Director.
The panel discussed topics such as congressional notification of intelligence operations,
expectations for the newly-created IC IG position, and how OIGs can better assist the intelligence
committees with IC oversight.

(U) Conference participants also ehgaged in small group discussions on:

(b)(3)

o Emerging Standards Related to Financial Statements, led by
——————

. rosecCuling ases, arles McCullough, epu pector
General;
o Best Practices for Intelligence Oversight, led byl

| [

-
K]
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* Predictive Analysis, led by 7] ]
oLBa'FmFCm%orm‘ledbyr =} ~ (b)(3)

(U) Third Annual IC Inspectors General Awards Ceremony

(U) On 23 June 2011, the IC IG community participated in the Third Annual
IC Inspectors General Awards Ceremony. The ceremony recognized personnel from OIGs
throughout the IC who made extraordinary contributions in Caleadar Year 2010 to the mission
and objectives of the OIGs and the National Intelligence Strategy. Honorees were presented
awards in the followmg categories: .

Leadership Award

Lifetime Achievement Award
Audit Award

Inspections Award
Investigations Award

' 'was the keynote speaker for the awards cetemony. W ________ (b)(3)

often are the only individuals — outside of the cleared MembersorCongress=who are informed,
independent, and have access to the classified information necessary to conduct thorough

evaluations of IC activities. mso recognized the value of the work performed by
awards recipients, as well as the critical role IC OIGs play in addressing waste, fraud, and abuse.

(U) The Leadershnp Award was presented posthumously t{ ) for his

’_m:smdm;:mr&_mﬂndﬁrsmp as thj ______
__[The Life ~—AUWEpresener T (b)(3)

ho was recognized for more than 33 years of service to

the TG community.

(U) The IC IGs also presented Audit Awards to the National Security Agency (NSA)
OIG auditors who determined the significance of intelligence lost because of certain legal
mandates. The Inspections Award was presented to Central Intelligence Agency (CIA) OIG
inspectors who evaluated the CIA's performance against the foreign cyber threat. The
Investigations Award was presented to NSA investigators in recognition of their work on a case -
involving contracting improprieties.

(U) IC Inspectors General Forum Meetings
(U) The ODNI IG chairs the IC IG Forum, which meets quarterly to develob

cross-agency projects and promote the role of IC IGs. During this reporting period, the IC IG
Forum exchanged ideas and work plans, shared best practices, and identified projects affecting

4
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two or more IC OIGs. In addition to these business agenda items, the Forum considered several
critical issues facing the IC today. Specifically, Forum members discussed the state of IC
intelligence integration and how the IC IGs are positioned to provide management with guidance
in this area. The Forum members welcomed the Principal Deputy Director of National
Intelligence (PDDNI), The Honorable Stephanie O’Sullivan, to share her views and vision for
the IC. PDDNI O’Sullivan expressed her apprecxatnon for the work of the IC IGs and committed
to supporting IG independence.

O) Forum mcmbcrs\also discussed the audit and oversight roles IC 1Gs could
take with respect to unauthorized disclosures of national security infommion such as WikiLeaks.

approac ers.

(/] Financial management was also a key topic of discussion for IC IGs this
reporting period. The FY 2010 IAA establishes the Inspectors General of DIA, NGA, National
Reconnaissance Office (NRO), and NSA as “Designated Federal Entities (DFE).” Forum
members invited the Associate Director of National Intelligence (ADNI) and Chief Financial
Officer (CFO)]  |to discuss the role of DFE IGs in preparing to become auditable,
including auditing financial statements, preparing for the audit process, and working to ensure
that congressional expectations are met.

* (U) Forum members received a briefing on the creation of an IC IG Community of
Interest (COI), which is hosted on an internal classified website. The COI was officially
launched during this reporting period. The COI’s objectives are to leverage efforts of the IC IG
Community to create a platform for sharing information across the community. The IC IGs fully
endorsed the creation of the IC IG COL

(U) IC Deputy Inspectors General Activities

(U) The Deputy Inspectors General Working Group met to exchange ideas on a wide
variety of topics. They developed topics and panels for the 17 Annual IC IG Conference held
in May 2011, selected recipieats of IC IG Awards, and discussed strategies for addressing .
Congressionally Directed Actions requiring IG reviews of IC matters.

(U) IC Assistant Inspectors General for Audit Activities

(G/IFOYO) The Joint Audit Working Group (JAWG) met in March 2011 and discussed
IC OIG work plans, provisions of the 2010 IAA regarding the designation of a statutory IC IG
and the DFEs, the impact of DFEs on performing financial statement audits, and FY 201 1
Federal Information Security Management Act preparation.

(UTFOBQ) The Cyber JAWG met in March 2011 to discuss the Wikileaks incident.
Topics included: 1) the security problems that enabled the WikiLeaks incident and the major

_ 5
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efforts underway to address those problems; and 2) ODNI'’s efforts to comply with recent Office
of Management and Budget memoranda in regard to safeguarding classified information.

(U) IC Assistant Inspectors General for luspections Activities

M The IC AIGs for Inspections Working Group met to discuss best practices for
conducting short-cycle inspections. The AIGs for Inspections from CIA and NRO provided
presentations. ‘Working group members discussed the use of various methodologies including
use of surveys and on-line assessment tools.

’——ﬂhfﬂ'mL‘I;e ODNI OIG hosted a Forum on promoting efficiencies in June 2011.

istant Director of National Intelligence (ADNI) for Systems and Resource

Analysis, and| . |briefed Forum participants ___________
from Departments of Defense, Justice, and State, as well as CIA, NGA, NRO, and ODNI. (b)(3)

provided perspectives on Intelligence Planning; the Programming,

Planning, Budget and Evaluation (IPPBE) process; IC performance and evaluations; and the DNI
efficiency studies.

(U) IC Assistant Inspectors General for Investigations Activities

(U) The AIG for Investigations (AIGI) Working Group collaborated to exchange best
practices for detecting fraud, waste, and abuse. Working group members also shared the
names of working targets to ensure that all IC agencies are aware of any fraudulent schemes or
efforts that could affect other IC agencies. The Working Group encouraged the AIGIs to
participate in the IC IG Joint Duty Rotational Assignment Program; scheduled future IC
Investigation Peer Reviews; and discussed blanket declination policies and prosecutive
thresholds for cases within the jurisdiction of the United States Attorney’s Office, Eastemn
District of Virginia. The IC IG Joint Data Mining Working Group, the Department of Defense
Contractor Disclosure Program, and the Executive Director for the Council of the Inspectors
General on Integrity and Efficiency (CIGIE) Trammg Institute each briefed the AIGI Working
Group during this reporting period.

ILI. (U) Top Management and Performance Challenges

(U) In accordance with the Reports Consolidation Act of 2000, in November 2010, the
OIG created a list of the top management challenges within the ODNI. To identify these
challenges, the OIG drew upo _ ] and reviews performed-inthe - - - - - - - - -
previous two years, challenges discussed in the IC Inspectors General Forum, and issues (b)(3)
identified by ODNI senior officials.

m The challenges were not presented in priority order because all are critical for the
ODNI. This also is not a cumulative list of all ODNI management challenges; rather it is 2

ODNI Office of the Inspectar General
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snapshot seen through the leas of recent OIG reports, OIG findings, and ODNI activities and
focus areas. The management challenges we identified are:

(b)(3)

IV. (U) Completed Projects
(U) Audit Division

(U) Audit of the Monitoring and Coordination of the Comprebensive National
Cybersecurity Initiative (CNCI) by the Director of National Intelligence (DNI)

MNaﬁonﬂ Security Presidential Directive 54/Homeland Security Presidential
Directive 23, commonly known as Comprehensive National Cybersecurity Initiative (CNCI),
assigns to the DNI primary responsibility to “monitor and coordinate CNCI implementation.”
To discharge this responsibility, the ODNI stood up the Joint Interagency Cyber Task Force and
established the Cyberspace Management Office under the Associate Director of National
Intelligence/Chief Information Officer. This self-initiated audit provided an independent
assessment of the DNI's monitoring and coordination of CNCI implementation. The audit
evaluated whether the policies and procedures, roles and responsibilities, and governance
structures existed to monitor and coordinate CNCI implementation. The audit also examined
the adequacy of ODNI and other federal agency coordination and identified gaps that the ODNI
should address. To accomplish this audit, we coordinated with agencies in the IC, agencies
responsible for CNCI initiatives and enablers, and senior administration cyber officials.

WFOBO)Ihe report provides information and observations that could assist in the
development of regulations and protocols for the next phase of CNCI monitoring and
coordination. Specifically, OIG identified opportunities for improvements in two areas:

C—r-—~|-=~—="=—~--~

. (b)(3)

~}
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(U) Inspections Division

(U) Evaluation of the Administration and Management of ODNI Core Contracts
Supporting Critical Missions

M) The OIG evaluated the risks associated with the administration and
management of core contracts supporting ODNI critical missions. We conducted interviews,
reviewed documentation, issued questionnaires, and performed a detailed examination of a
judgmental sample of ODNI core contracts. Our review resulted in three findings:

(b)3)

[ To address each of these findings, we made specific

recommendations designed to ensure that intemal controls are in place to improve the ODNI's
oversight of core contracts. We also made recommendations designed to improve the ODNI'’s
management of COTRs.

(U) Oversight & Review Division

()] Status of Integration of the Departmental and Service Intelligence Community
Elements

M In OIG reviews conducted after the standup of the ODNI, senior
representatives from the Departmental and Service IC elements stated that their elements’
rissions, roles, expertise, and capabilities were not fully known, understood, or leveraged by the
ODNI and other IC elements.  Departmental and Service elements are intelligence componeats
embedded within Federal departments or agencies and focus primarily on serving their respective
parent organizations’ intelligence needs. During this review, the OIG ideatified the unique roles,
capabilities, expertise, and contributions of the Departraental and Service elements, identified
barriers to their integration, and determined how these elements can be more effectively

leveraged and integrated in the IC] J
_ N ()
(UWOUQ)\The OIG found that the Departmental and Service elements play a significant

and expanding role in the IC and make valuable contributions to the IC mission. Additionally,
we found the ODNI has made meaningful progress integrating these elements. ODNI officials
and other participants identified ODNI initiatives such as strategy alignment and enterprise
management activities; participation in governance bodies, other collaborative venues, and
mission management initiatives; and access to information sharing tools, as advancing
integration and collaboration.

OONI Office of the Inspector General
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(UDFGU.O) However, we found Departmental and Service element integration varies
widely due to inconsistent awareness of Departmental and Service elements’ capabilities and
expertise. While awareness is largely based on mission need, the ways in which the
Departmental and Service elements can best support the mission are not always well understood
and pose risks of missed collection opportunities and sub-optimal analysis and resource
utilization. We found that inconsistent awareness stems from four factors:

— (b)(3)

M) Implementing these recommendations, in conjunction with Departmental and
Service elements’ efforts to enhance IC awareness of their unique expertise and capabilities,
" should improve the level and breadth of Departmental and Service element integration.

(U) Investigations Division

(UI/F During this reporting period, the OIG conduc vesigationsons (b)(3)
variety of allegations including time and attendance (T&A) fraud, contracting irregularities,
ethics violations, misuse of government property, voucher fraud, and abuse of position. '

9
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(UIFQUO) Ethics Violation by Senior Official

(U»FQJO) The OIG investigated an allegation that a senior ODNI official violated
administrative and criminal ethics rules by personally and substantially participating in the ODNI
acquisition process of a potential acquisition of software services of a former employer. The
OIG investigation substantiated the allegation; however, the Department of Justice (DOJ)
declined prosecution and referred the matter to ODNI executive management to address
administratively.

(O7ARQUO) Ethics Violation by Senlor Official

G%UO) The OIG investigated an allegation that a senior ODNI official failed to list
personally owned stock on two public financial disclosure reports and provided a briefing to a
company in which he owned stock. The senior official self-reported the failure to report his
stock ownership. The OIG investigation substantiated the allegation; however, the DOJ declined
prosecution and referred the matter to ODNI executive management to address administratively.

(U//FQUO) Misuse of Position by ODNI Manager

a%eug) The OIG investigated aliegations that senior officials in an ODNI component
retaliated against an ODNI employee because the employee filed a formal complaint about the
component’s management practices. The employee claimed he was given a low performance
rating, threatened with a suitability investigation, and given a letter of warning without
justification after making his written complaint. During the investigation, ODNI executive
management made significant management changes within the component and, with the
_ employee’s concurrence, reassigned the employee.

(WO) Alleged Violation of the Procurement Integrity Act

(UNFQUO) The OIG investigated allegations that an ODNI employee provided sensitive
ODNI procurement information to a contractor whose company was bidding on an ODNI .
contract. The OIG investigation did not substantiate the allegation.

(ﬁ?{oum Alleged T&A Fraud by an ODNI Employee

(‘U‘@J}JO) The OIG investigated allegations that an ODNI employee submitted false
T&A records Tor several months. The employee’s managers alleged that the employee
repeatedly failed to show up for work and then submitted T& A records indicating s/he was at

- work. The investigation substaatiated the allegation, and a report has been submitted to ODNI
executive management to address administratively.

10
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(U//FOUQ) Alleged Unauthorized Possession of Government Credentials

(CNPOUQ) The OIG investigated allegations that ODNI employees improperly received
official government credentials from an ODNI component and other government entities that
purportedly authorized the ODNI employees to carry firearms as part of their ODNI
employment. The ODNI recovered all of the outstanding ODNI credentials and the credentials
issued to ODNI personnel from other government entities.

(UTTPOUQ) Use of Subpoena Authority

(UIFOUQ) The OIG did not exercise subpoena authority under § 7(a)(4) of ODNI
Instruction 2005-10 during this reporting period.

V. (U) Ongoing Projecté and Activities
(U) Audit Division

(U) Audit of the Use of Reciprocity by the ODNI for Personnel Security Clearance and
Hiring Purposes .

(U) The OIG initiated this audit to examine security clearance reciprocity with respect to
eligibility. The OIG believes the findings of this audit will facilitate and increase the efficiency
and effectiveness of security clearance and access dgterm'mation reciprocity among IC agencies.

(U) This audit also will respond in part to the FY 2010 Intelligence Authorization Act
(IAA) requirement for the Inspector General of the Intelligence Community to audit security
clearance reciprocity throughout the IC. Due to resource constraints, the ODNI OIG will focus
solely on reciprocity for ODNI personnel as related to the three security clearance reciprocity
scenarios specified in the JAA requirement: 1) an employee of an element of the IC detailed to
another element of the IC; 2) an employee of an element of the IC seeking permanent
employment with another element of the IC; and 3) a contractor seeking permanent employment
with an element of the IC.

| (IM) Joint Audit of the Status of the Sharing of Cyber-Threat Information. -

WQ) This audit addresses a statutory requirement in the FY 2010 IAA requiring
the 1G of the Department of Homeland Security (DHS) and the Inspector General of the
Intelligence Community to jointly submit to Congress and the President a report on the status of
sharing cyber-threat information. The LAA specifies the following four objectives:

1. adescription of bow cyber-threat intelligence information, including classified
information, is shared among the agencies and departments of the United States
and with persons responsible for critical infrastructure;

11
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2. adescription of the mechanisms by which classified cyber-threat information is
distributed;
3. an assessment of the effectiveness of cyber-threat information sharing and
distribution; and
4. any other matters identified by either IG that would help to fully inform Congress
" or the President regarding the effecuvenss and legality of cybersecurity

programs.

(U/IIF We initiated this audit in coordination with the DHS OIG. Our review
" addresses the four objectives for both the unclassified and classified information environments.
Our focus is primarily on the sharing of classified cyber-threat information. We are ooordmatmg
with the DHS OIG on other aspects of the audit where appropriate.

(U) FY 2011 Federal Information Security Management Act (FISMA) Review

(U) FISMA requires that an annual independent evaluation be performed by an agency
OIG or a third party to assess the security measures for information systems that support
operations. The objective of the review is to determine the adequacy of the information security
program for the ODNI’s intemal operations and the information security strategic plans for the
IC’s information systems. In addition, we will follow up on steps the ODNI has taken to address
recommendations made in our FISMA Reports for Fiscal Years 2008, 2009, and 2010.

(U) Inspections Division

(U) Evaluation of the President’s Daily Briefing (PDB): Sources, Resources, Processes and
Outcomes

(S/NE).In August 2009, the ODNI OIG began an evaluation of the PDB. The

evaluation’s objectives were to: |

(b)(3)

I In August 2010,

after completion of our field work, The Honorable James R. Clapper, Jr., became the Director of
National Intelligence. After assuming office, Director Clapper engaged the President and senior
Presidential advisors on how to continue tailoring the PDB to meet the President’s needs and was
subsequently briefed on the draft PDB evaluation recommendations and findings. Director
Clapper thereafter reorganized the PDB book and briefing, modified PDB art forrns. and
expanded the use of expert briefings.

(UMFQUO) In light of these developments and to ensure that the final OIG report
captures and evaluates the current PDB enterprise, in February 20]] we temporarily suspended
our evaluation and issuance of a final report to allow these and other changes to mature. We
identified additional issues meriting management’s attention, which are important for

12
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management to address before we resume our evaluation. We asked stakeholders to document
their decisions and progress in these issue areas to expedite the evaluation when it resumes. We
also requested stakeholders’ cooperation in maintaining situatiopal awareness of the PDB

enterprise.
' (
(U) Investigations Division
Muqed Unauthorized Contract Commitments

(UMPOUQ) The OIG is investigating allegations that a senior official and a subordinate
made several unauthorized ODNI financial commitments in violation of ODNI policy and
government acquisition regulations.

((M) OIG Complaint Intake System

m The OIG receives allegations of misconduct from IC employees and the
general public on a variety of violations. During this reporting period, the OIG received 28
complaints, which included allegations of ethics violations, contract fraud, and misuse of
position. The OIG has investigated or referred each of these cases to the appropriate 1C
investigative elernent. '

(U) Intelligence Oversight Activities
(U) Assistance to President’s Intelligence Oversight Board

(U) Executive Order (E.Q.) 13462 established the Intelligence Oversight Board (10B) as
a subcommittee of the President’s Intelligence Advisory Board (PIAB). Under E.O. 13462, the
DNI analyzes IC component intelligence oversight reporting submitted jointly to the IOB and
DNI and reports results of investigations and intelligence activities. The ODNI oversight team is
staffed with experienced officers from ODNI OIG, ODNI Office of the General Counsel (OGC),
and ODNI Civil Liberties and Privacy Office (CLPO).

U/ The ODNI oversight team worked closely with IOB staff to review and
assess incoming intelligeace oversight reporting. Pursuant to the September 2010 Intelligence
Oversight Board's Concept of Operations, the ODNI oversight team and IOB staff reached out |
to IC oversight personnel from each IC element. Individual meetings with oversight personnel
from each IC element allowed the ODNI oversight team and IOB staff to address the impact of
the policy changes for that IC element, to reinforce IOB reporting requirements, and to stress the
importance of timely reporting and feedback on JOB matters.

13
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(U) Oversight of the Foreign Intelligence Surveillance Act (FISA) Amendments Act of 2008

Mﬁe OIG is a member of the joint ODNI and Department of Justice oversight
team, which assesses IC compliance with procedures and guidelines issued pursuant to § 702 of
the FISA, 50 U.S.C. § 180! ef seq., as amended by the FISA Amendments Act of 2008 (FAA),
S0U.S.C. § 188la. The OIG participated in a number of reviews. The results of these FISA
FAA compliance reviews are summarized by the DNI and the Attorney General in joint
semiannual reports submitted to the Senate Select Committee on Intelligence, House Permanent
Select Commiittee on Intelligence (HPSCI), Senate Judiciary Committee, House Judiciary
Committee, and the Foreign Intelligence Surveillance Court.

(U) Strategic Planning to Support Transition to Office of the Inspector
General of the Intelligence Community

(U) The OIG began developing a strategic plan to support the eventual stand-up of the
Office of the Inspector General of the Intelligence Community, an office established by the
FY 2010 Intelligence Authorization Act. These efforts involved benchmarking, identifying
possible requirements or gaps in current policy and processes, initiating development of a cost-
model to support a separate OIG budget, assessment of staffing requirements for variable
workloads, and scoping of objectives to support a phased transition. Our benchmarking efforts

included interviews with both standing and newly created statutory OIGs, including the Special .

Inspector General Troubled Asset Relief Program, Special Inspector General for Afghanistan

Reconstruction, Special Inspector General for Iraq, Federal Housing Finance Agency OIG, and _
Export/Import OlG, as well as the The information
developed from our benchmarking — including Tlexibility considerandns, resources, professional

staff recruitment and retention, and identification of best practices — informed the development
of a cost model, staffing options, and a phased transition for varied levels of maturity.

VI, (U) Congressional Engagements

(U The OIG briefed House Permanent Select Committee on Intelligence
(HPSCI) and Senate Select Committee on Intelligence (SSCI) congressional staffers on
congressionally-directed actions (CDAS) assigned to the Inspector General of the Intelligence
Community (IC IG) in the FY 2010 Intelligence Authorization Act (IAA). Even though these
CDAs are assigned to the IC IG, the ODNI IG, after consultation with the 1C IG Forum
members, decided to engage with the congressional oversight staffs on the scope, objectives, and
timeline for each of these reporting requirements as they will impact the resources of all the IC -
OIGs. : :

MOIG staff engaged with congressional staff on CDAs regarding the IC’s
ability to share cyber-threat information; IC security clearance reciprocity; Electronic-waste; and

other classified congressional reporting requirements. These engagements have prepared the
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OIG staff to meet the statutory congressional reporting requirements following confirmation of
the IC 1G.

VIL (U) Status of OIG Recommendations

(U) At the close of previous reporting period (ending 31 December 2010), there were 13
OIG reports, which contained a total of 183 recommendations, of which 151 recommendations
were closed (82 percent) and 32 recommendations remained open (17 percent). At the end of
this reporting period, 75 percent of the recommendations in the reports listed in the table below
are closed (designated in green), and 25 percent remain open (no color designation). As
illustrated in Appendix A, recommendations are "closed” if they have been fully lmplemcnted
and “open” if they have not been fully implemented. *

'(U) In the past 6 months, 18 recommendations in 9 different OlG reports have been
closed. Significantly, during this reporting period, the ODNI developed and executed a formal
ODNI process for timely responding to OIG recommendations and for tracking implementation
of recommendations.

(

| First and foremost, upon his arrival,

Director Clapper clearly articulated that the core mission of the ODNI is to Jead intelljgence
integration and that protecting the Homeland is job #1 for the Intelligence Community. To drive
this message and better align the organization to the mission, Director Clapper has “re-set”
ODNI’s activities and personnel and, together with the ODNI and IC elements® Public Affairs
Offices, used ODNI and IC publications, web sites, Town Halls, and speaking engagements by
ODNI senior leadership in-both classified and unclassified venues to reinforce the integration
message. These messages also have been reinforced on the official ODNI Facebook page, open
to the general public. These strategic commuaication efforts clarify the ODNI's role and
mission, communicate its unique value to the intelligence enterprise, and close a
recommendation in the OIG’s 2008 IC-Wide Integration and Collaboration Diagnostic.

! (U) The increase in the perceatage of open recommendations at the close of this reporting period is the
result of the inclusion of open recommendations that were not previously counted because the deadline for
implementation had not expired.

1 (U) In previous aemimnual reports, the OIG has reported on ail recommendations made in OIG reports
completed since 2007, even when all recommendations have been closed in some of those reports. Starting with
this semiannual report, the OIG will include in its table only those reports that either have open recommendations or
recommendations that closed during this reporting period. As a result, we are not including ia this report table
approximately 126 recommendations that have been previously closed. For a cumulative list of the number of all
OIG report recommendations issued in reports since 2007, see Appendix B. - .
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WPGUQ) The ODNI also implemented several recommendations from the OIG’s

~ Review of IC-Wide Dissemination of Sensitive Reporting, including executing new processes for
managing access and dissemination and developing technical capabilities that provide for a
coramon architecture to deliver sensitive reporting. As a result, the ODNI bas made significant
progress in developing a common framework for managing access and dissemination of sensitive
reporting. Moreover, in addressing recommendations from the OIG’s Inspection of IC
Acquisition Oversight Strategies Policies and Processes, the ODNI established a process to track
and address instances of IC agency non-compliance with IC acquisition policy, which
strengthens the ODNI’s oversight of IC acquisitions and closes one of the five remaining
recommendations in the report.

In addition, the ODNI bas closed a total of 8 recommendations from our
FY 2009 and FY 2010 FISMA reports. These recommendations were designed to reduce the
vulnerability of ODNI systems to attack and compromise of critical information.
Implementation of these recommendations has improved the accuracy of the ODNI’s system
inventories, clarified responsibilities for IT security, strengthened the ODNI’s incident response
and reporting program, and facilitated the planning and performance of contingency plan tests on
IT systems. The ODNI has continued to make significant progress toward ensuring that it has an
effective information security program.

_ : 16
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(U) Appendix A: ODNI OIG Open Recommendations and
Recommendations Closed This Reporting Period.

(U) In previous semiannual reports, the OIG has reported on all recommendations made in OIG
reports completed since 2007, even when all recommendations have been closed in some of
those reports. Starting with this semiannual report, the OIG will include in the table only those
reports which have either open recommendations or recomsoendations closed during the current
reporting period. As a result, we are not including in this report table approximately 126
recommendations which have been previously closed. For a cumulative list of all OIG report
recommeandations issued in reports since 2007, see Appendix A.

(Y EVALUATTON OF THE ADMINISTRATION AND NMANAGEMEN T OF ODN CORL
CONTRACTSSUPPORPING CRTUOND MIESSTONS (Issucd daly 2001

! Loy L e :
Booi s Dol 3RO aicnda e Y Qdoss DED sl

Summary of Open Recommenduations

Recommondition

CUFOUQ)_J.1: Within 180 days of the issusnce of this report, the Chief
Management Officer should publish an ODNI Sumtegic Plan that includes
ODNI-specific missions, goals. and objectives to facilitate decisions related o
contractor support.

QDN Qffice of the Inspector Generai
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cocncnd i

M 1.2: Within 180 days aficr publishing the ODNI-specific Stratcgic cMO {U) New recommeadation. No action yet taken.
Plan, the Chicf Management Officer should develop and publish an ODNY
Strategic Human Capital Plan, based on the necessary workforce anatysis, which
includes clearly defined core functions and core competencies for ODNI
government personnel; mission-critical occupations; aod guidance for ODNI
offices Lo determuine the oplimal balance of government and contractor
|_persoonel.

eroso;z.u Within 180 days of the lssuance of this report. the Chiefl CMO. MSD (U) New ccoommendation. No action yet laken.
Managemeot Offiecr and the Director, Mission Support Division should: - ' )
a. Modify the Service Level Agreement betweeo the ODNI and the ClA 10
m:ludepecformm mcasures oc other oechanisms 10 easure that the
contracting services being provided under the interagency 80quisition agreement
are meeting ODNI needs and comply with federal authorities.
b. Amend the Service Level Agrecment with the CIA w include 3 meaningful
dispute resolution procedure and authorize ODNI 1o access, upon tequest, copies
of relevant ODNI contract information in accordance with the ODNI's fiscat and
masagement responsibilities.
¢. lssuc instructions for the development of quality verification procedures and
for unplemcmlnl enhanced controls Mm mmm perform tasks closely
supporting ioherently governmental functi
d. Ensure Letters of Deicgation are itsued bycmn:lmg offieers in a timely
manncre to each ODN] COTR.

M.I: Within 270 dsys of this repont, or 90 days following the CMO, MSD (U) New recommendation. No action ye! taken.
completion of the ODN) Siatcgic Plan, the Chief Management Officer and the
Direotor, Mission Support Division should:

2. Identify COTRs as a critical gkill and mission-critical oceupation in the
Stratcgic Human Capital Plan recommended in Recommendation 2.

b. Develop and disscminate guidance on criteria for the selection and sssignment
of COTRs; a COTR performance rewand program; and, appropriate recognition
of COTR duties in performance appraisals.,

¢. Devclop procedures to formally manage Government Points of Contact
(GPOCs) wha assist COTRs in overseeing cootractor sctivitics.

d. include & detailed block of instruetion on service contracts in the ODNIT
COTR maining program.

mwwnnayurmmuoom following the completion P&S (U) New rceommendation. No action yet taken.
of thc ODNI Strategic Plan, the Assisiant Director of National InteMigence for
Policy & Stretegy should: :

s Modify Annex D 10 ICD 610 to identify the supervision o!'COTRsby ic
seaior officials as » core competency under “Busiaess Acumen.

A2
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(UTFOLQ) 1.1 8: Assign responsibilicy for timely
mwmmwsc-mcnmny
sysiem inventories. .

MsC

" [omrouays.1b: lcvlaeluchkcA.fcumm .
(SA) with ISG to clarify [SG and MSC

responsibilitics for socurity.

A

UFOUQYS.1a: Revisc und updac the incident

responsce and reporting progrem 4o include OMB's
umfmmnhnﬁwmlmm
documentation, and resohution of incidents in &
timely manner and timcly reponting of incident data.
10 appropriste authoritics.

MSC-

Ms 1.b: Amend the SuvheAml
with ISG to cxplicitly include requircments
delincating specific rolcs and rosponsibilitics tha
1SG will perform in assisting with the incidorit
responsc and reporting functions; llu:lml.wely,
should instituic measurcs that sddress incident

responsc and reporting- functions required by OMB:

0)8.1.b: ledecmmmyphmf& '

all sysicaS with availabitity kevel of concem ratings
of modium or greater.

MSC

IR
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Suntary of Open Recommendations

Rognaerathilc

(e

cu%oom.»: Reconcile MSC ioternal MSC
inventories with the IC 1T Registry and make sysiem
sddirions, deletions, or adjustments to the JC IT
Regisry at 8 minimum on a quarterly basis.

)) Repeals 2009 Recommendotions 1.1 ond
1.2, dve 10 be completed in Jamuary 2010.

Trrouq) 1.2 b Reconcile IECC intemnal 10
inventorits with the IC 1T Registry aod make sysicm
additions, delctions, or adjustments to the [C IT
Regiswry at 3 mininum oa s quartcrly basis.

“TUMFOUQ) Repeats 2009 Recommendavions 1.1 and
1.2, due i0 be completed in Jomwary 2010.

T 00000t
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Corredtied Achon

ospomadis

Ofiee

(b)(5)

Pecommoendnin i

z
8

M 2.3; We recomymend that within 180
days of this report (14 March 201 1), the DYMSC

_should formalize and document the process ss well
5 perform sccurity icsts on the sysiems that
curremly have security tests that sre grester than ).
year old

(WG)J.A »: Pesform security tests on systems
that currently have scourity tests thal are greater than
1-year ald.

M4' b: Perform annual security iests o0
systems with' a PL greater than | within 12 mooths
of their sccreditation date or the datc of last testing.

Cio

Clo

U7PEUQ) 3.3: We recommend that withio 60 days o
of this report, the IC C10 should develop s
certification and secreditation strategy including 3
schedule (or accrediting its systems (systers should
be certified and accredited within 12 months snd the
1C IT Regisiry updated sccordingly).

(UIPOUQ) Repeats 2009 Recommendation 2.0, dve

0 be compleied in Jon. 2010.

g

[ 0oodn noouind

Qs 4.1. a: Revise the security configunation
management oversight prograsm for its systems that
includes OMB's FV 2010 FISMA requiremenms.

QDNT Qjfice of the In.s'pécmr General
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(b)(5)

CONV OGO

Roe

(%90) 4.).c: Establish responsibility for tbose
CM functions that MSC will not include in the

Scrvice Agresment with 1SG,
]
!
i

UFOUC)4.1.6: Eosure the propes
implementation of FDCC stasndards mﬂinglo the
milestones established for intelligence agencies and
documnent devistions from those standards when

appropriate.

(U//FOU®) 4.2.5: Establish a secusity configuration
management program for {ts sysicms that meess
OMB’s FY 2010 HSMA requirements.

m 4.2.5: Ensure the proper

| implementation of FDCC standards according 1o the

milestones estabiished for intelligence agencies and
documeot deviatioas from those standards whea

appropriste,

U

Clo

UTOBQY 5.2, 5: Finalize its draf Imelink
{ocident Response Plan and ensure that it raeets or
exceeds all roquircments cstablished by OMB and
FISMA.

QDNI Office of the Invpector General
SECRET
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ek AChion

Recomirpaanan

(UATOHO)S.28: Establish an incident responsc and
reporting program that meews OMB's expoctations
for comprehensive snalysis, validation,
documcniation, and resolution of incidents in 8
timely manner timely reposting of incident dsta to

sppropriswe suthorities.
(UTPOLQ): 6.2: We recommend that within 60 co ]
days of this report, the IC C10 should develop 8

written Plan of Action and Milcstones (POA&LM)
program for the TECC.
Repeais 2009 Recommendarion 5 a, b, ¢. dve 10 be
completed in Nov. 2009.

MSC

(UFFDUQ). 7.1: We recommend that within 180
days of 1his report, the D/MSC ghould establish and

document 8 continuous monitoring program
incorporating sl) of OMB's requiremncnis.

Cio

(UIROUG).7.2: Witkhin 90 days of this report. the
1C C10 should establish and docurzent a contiauous
monitoriog program incorporating all of the OMB

requirements.
c1o

(UIFOU6) 8.2a: Establish ¢ contingeney plan
includiog, 81 3 minimu, the areas owlined

program
~ {.in the OMB FY 2010 FISMA metries.
Clo

TUHAFQLIQ) 8.2.b: Establish a plan for performing
comingency plan tests on systems whose
coatingency plans sre greater than )-year

c10

TOMPOMO0) 8.2.c: Perform contingency plan tests
on all systems with availability ratings of high.

INRINIRIN

clo

TOMPOUQ) 8.2.d: Establish contingency plans for
all systems with availability ratings of medium or

greater.

l’\ "7
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(U INCREANSNING VT NALUR OFINTELLIGENCE COMMUNITY TEDLERAL,
INFORNMATION SECUREY MANAGEMENT ACT (FISMIA) REPORTIES
(hssted dune 2000)

Summary of Recommendations Closed During This Reporting Period

. | t anathic . .
Recommendaten L. Clormetine A

(U)Recomnmmonz-z. Withia lzl)dnylonhmwondm.ulelc cio (U) 28 Dec. 2010 lCClOpthududledmeaplmfor
CIO should ostablish a detalied plan of action and milcstoncs . implmcnﬁngCMm.OlOlmwmmhmau
mqfwdcvclopmlmdmplmenungndmuﬂdvqﬂmof thommmufonhummmndmnn. . : \

Cyberscope for purposcs of FY 2011 FISMA reporting.

(L) THEANTELETGENCE CONMIMUNELY CINVIEIAN JOINT DUTY PROGI AN
I\Il LEMENTATION ST \Il S REPORT t|\\uul N, 2009

Recommendation Coreehive Achion

(U) 17: Werccommend that the CHCO (U) 23 June2011: Recommendation closcd: \(nyfutusbeywd.lmwymnm

ADNIU/CHCO collcet data from cach impact a banus decision - job performance; job responsibilitics, agericy policics/practices,

IC clemant annually to treck bonus : resdurce availability/fpdioritics, cte. - making it a qucstionable metric as to whethera

duta, comparing Joint Duty Program . participam is disadvantaged when measurcd against.o non-participant.pecrs.. Furthiershore, in
patticipants with their non-participant : wmmummﬁsalmvummt,JDAhomnmp(uanmwyhcmlm
peers. .| spplicablc.

LU FISCNE Y EAR ZOOVINDEPENDENT PVALTUATION OF ODNTCOMPUIANCE WEHER
ITESNEA (l\\ll«(l |ll|\ MUIN

J.

R Ty O A SN BT E RO A S E N R I R SO

Sumnry of Recommuondations Closed During This Reporang Period
Wi .
tecammendsuen ) " Comeene Achon
¢

(UIFPOLQ) 1182, Develop and MsC (U 24 March 201 1: CMMmOIGwofmghvmmva
maintain an aécuratc inventory of systems. . on 2} Merch 2011. :
movqlz.ummnmlo-pdh _
ngﬁ‘:“’;‘."mx a MSC (UMPOUQ) 24 March 2011: Clased based on OIG review of existing inventory and
o SC inventonics cvidenee of systemn sdditions and delctions for 2011.
IC Registry, at a minimum, ou & quarterly . o : :
basis.
TUZPOUQ) 1.1.c.2: Make system :
additions deletions or adjustments to the o e .
Imelligance Commanity’s (1C) Regisiry in MsC | (Omreug)23 June 201 1: TC IO will maintein registry for IC.
a timcly manner. : ’
A8
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Summary of Open Recommendations

Kosg

Rocomnandation

. m 1.1.0.1: Develop and cio
maintaio an sccuraie inventory of sysiems
Clo

arstbly

(SIS

recive \onon

MI.I.M: Make sysiem
additions dcletions or adjustments (0 the
intelligence Community’s (JC) Registry in
o timely manner.

a%%m The ADNICIO and the
Director o C should reconcile the
ADNUCIO and MSC inventories with the

IC Registry, at 8 minimum, on a quartedly
basis.

c1o

[ T0POUQ)1.2.: The ADNICIO and the
Director of MSC should reconcile the

ADNI/CIO and MSC inventories with tbe

1C Registry, at & minimum, on a quarterly

basis.

j(b)(S)

)

ODNT Office af the Iuspeeior General
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Focomendation

U/RDY0)2.0a: The ADNICIO and the

Directot of MSC, within 180 days of this
repost (24 Jan. 2010), ADNI/CIO will
develop a cenificatioo and accreditation
stralegy including a schedule (plan of
scion and milestones) for reaccrediting
1be cited sysicms and update this
information in the [C Registry snd the
Dircctor of the Mission Suppon Center
will esteblish currenl eestifications and
accreditadions (or all systems identified
| under their ownership and updste this
information in the IC Registry.

UOmaetive vehion

(w}wo)s.ou: Perform socurity tests
on the sysisms that currently have socurity

muMmm&rMuy«:olﬂ.

CIo

UMFOUQ) 3.05.1: Perform anmual
security tests on sysicms with Protcction
fevel greater than protection level ).

cio

(UIFSO) 4..1: Establish a plan for
perfonming contingency plan tcsis on
systcms whose contingency plan tests are
greoter than 8 year old and establish a
designated perlod for future conlingency

cio

plan tests.

W) 4b.1: Perform contingency
plan tests on a)l systems with an

ao

"1 availability rting of bigh.

M S.a.): Develop a uniform
wrinen plsb of action and milestone

C10

process for the ODNI.
m 6.2.a: Adopt and implemeot
Federal Desktop Core Configuration
sandard configurations and document
devistions and sceurity control
deficiencies on desictops directly
controlied by ODNI.

(UITFouQ) 6.2.5: Implcment Foderal
Desktop Core Configuration sceurity
settings into all Windows XP™ and

Visa™ desktops directly coutrolled by the
ODNI.

JU ot ougoo UhoG
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NCOQUISTTTON OV ERSEGHTE STRATEGIES POLECTESN. AND

INSPLHOTTON OF IS U
PROCESSES (Issuvd June 2000)
JE T O N Y P I ENPEIG 00757 RSN I O B N TP E T I N S IVRICV R T SN SO R
Sumnary of Reconendations Closed Durne This Reporang Poried
Recomandan Correcrive Netion
, . . [
MJ lell\npmuuomk U “This recommeridation is closod. Howcver, the 01d.is cooocrmed that the (b)S)

and addecss instances of IC agency impbnenu ion of recommendations contimics to ensute. timcly-and cfactive reporting. K
nroncompliance with IC ucquisition policy -compliance and eccountebility. Given this concern, and despite closure of this 1
and process discipline breakdowns no tater wmmﬁoumeowphuwlmmnblm-mmwmmnzou !
than lzoayunerupmnc. An option the ) '
DNI may wish to consider is to cstablish . : : ) . !
ODNI staff liaison positions at the [C . i
mumnuﬂwtm&rd-dcplqycd I
focal points for all actions and information . e : _ !
requests transmitted from the ODNI staff o - ’ : 1
an sgency. !

1

Summary of Open Rt commendations ':'

e — S, !

Cortcetive Actiun !

L R 1

!

R. mpcr able
[BITHE
[

Rectninodaon
~TOMPOUQYE: Publish IC policy o Iaice msc;ees; | [ |
than 120 days sfter signature, identifying a CMO
0 ,’
[ ] /
1
1
1
1

govermance model for the ODNL AQ
workforce relative 10 the IC acquisition
community, including:

A. Revising [CD 1 10 account for currem
distriburions of authoritics and decision
rights.

B. Suandardizing levels of official
interface and protoco) between ODNI
officials and IC counterpasts.

C. Clarifying the role of the PDDN1
relative 10 the codified suthorities of the
DNI's Milestone Decision Authonty
{(MDA) (DDNVFC). the DDNIs, the

ADNIs, and ON) Policy for the IC
TUMFOuQ) d: DDNVFC enforces aer ([ ]
socountability for IC agencics 10 have
validatod requirements documents as a
prerequisite for MDA delegstion, and
permanently sdd such language to
DDNUFC performance objectives no later
thas 360 days afier signature. Additionally,
when the DDNI/FC delegates MDA for a
program witbout a validated requircments
document, formal justification to the DNI
shall be identificd in an Acquisition-
Decision Memorandum.

AL
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Rerponsibis

Recommeningen Carrectyve Acnon

O

(OmreUQ) f: DDNLFC, he CIO, andthe | . CIO I::l /(b)(5).
Office of General Counsc) fo collaborate /

and codifly statutorily compiisnt sreas of v J

oversight jurisdictioo no Iater then 120 days '

sfier signature. We siso recommend that /
the DN{ and the CIO codify processes for f
oversight of IT programs under CIO !
jurisdiction no later than 120 days after . J
signature. and maintain sufficient aumbers 1
of experiencod I T professionsls (0 executc !
| the processes.

(UIFONQ) i: DDNUFC and DDNUPPR 1o us‘;)ag'u, ]
|

revise the Aequisition cross-cutting
cmphasis areas (ACCEA) no Jater than 150
days sfer signature, with the following
objectives:

‘A. Ahgn gosls with statcd strategy
elements: Poliey Guidance,
Monitoring, and Comective
Action.

B. Update ACCEA Immediate

: Actioas to address corrective
action s g priority.

C. Elevate workforce qualification
and certification goals.

Recommendation Cormrective Action

Q) OIG and ODN1 From Offiee finalized s joint protoco for handling OIG ratters. The

M; Devclop a formal { :
protoeol beeame effective 25 Feb. 2001,

ODNI process for timely response

1o OIG recommendations and for
racking implcmentation of

accepted by management. . . <

A-T2
DON! Office uf the Inspector General
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Foponible

feocammendinon

Mk: Revisc th

it

(GIPONQ) Closcd. Superccsded by FY 2010 1AA. |

suditability sirategy with targct

datcs for achieving anditability Mmﬁm bndonCOAﬂmlva BTOhnno(dcvelopedneMmm
basod on standard finanolal system.

systems and ICBT initistives and - R

monitor progress towards _ (Manu 2010: Sent email to FMO and CFO for update.

aoditability. |

(hoummm(nowruomnmammumumym»msscnwm.m
monihs following the BTO"s identification of en IC sysiems architcctue, BTO has not ideritificd an
architceturc, and there is no wrget date. Thesefore, the FMO will not provide-an auditability
mwlh:SSCImnfmueubkﬁmm The FY 2010-Intc) Auth Act also mandatcs ODNI
dcvelepmmubdnym :

WM@MMWWMMNOMUwMME
target datcs.

(LY FISC ALY P AR 2008 FESMEN RENTEA (hssue

U e Clenedd i s [N Faconct 00 Ciindyy
Sumntary of Open Recornmendations

Snmendation Correative Achaon

W) 1.a: C1O complete a documentod compeehensive information sceurity Co I (b)(3)
program consistent with FISMA requircmcnts tat includcs the following . -

elements: 1) periodic risk assessments; 2) polmulndpmeedmubned
oo risk assessments; 3) plans for providing appropriste information
secusity; 4) Periodic testing and cvaluntion of the information security
policies und procodures; 5) A proccss for developing s plan of action; and
6) Plans and procedures for developing continuity of operations for
information sysiems.

(U FCWEDE INTHEGRATION AND COPLABORATION DIAGNOSTICO AND
RECOMMEND AVTHONS (Issued Ang 2608)

Cotic TR SR RN T

Summary of Recommendations Closed Duarvine This Reporting Perod

Recommend ) Comeatie e AChon

(U) q: Creaic a clcar and succinct mission and PAC; DIS (U) 25 May 2011: The PAO published a ncw ODN Mission'and Vision Stitcoent

vision statement for the ODNI. Publish and i and lounched a stratcgic communication stratcgy to drive thesc méssages.
communicatc the ODNI mission and vision to - : 1 . o :
the ODN1 and IC clements,

AL
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(V) p: Identify, compile, maintain, snd CHCO
distribute 10 the [C » list of the expertisc of all .
1C clements,

(U} t: Establish an Ask the DNI” link on the PAO
DN1 homepage to solicit questions and
comments from e IC workforce.

1

(LY RENTEAN OF 1(

(Es~ied Nov,

SSEDEDISSEMINATION OF SENSTVIVE REPORLEING
2007)

oo L

Sumne s of Recomsmendations Cloved Durine Fhis Reportinge Period

Recormmedainm

COrreC i e Aehon

) muuuofmwwkmwmmmn.um

(U)cl Emhluhandmmlmlcwudsnd-mfw C10; P&S
the dissemination of sensitive intelligece reporting o casuse . - .lC-lSE.huimplmwdwpmememm
that customer requireinents ssc better mct. Standards should mmm-mmnonhmumm .
immwpwdchramaﬂnmmotmm ) alwmmbndhmmm.wﬁcm
intelligence. that the OIG plans 1o inikize o follow-up'inspection in.
: woxmuy]m&nmmﬂwwpmmdm
" - tbdcﬁmmofmﬂmnwnmm:dmdum Co
(U)e.): A common architecturc that horizontally integrates the. . CIo . (mmmmum 'l'heADNlClOmnmmw
wmofllemMomwmkmmmw e progress 1owands implemeating atid documenting a pilot capability-
safeguards arc in place. >|anwabkmhnmforuuvd6col The.closure of this
- recommendation-comes with the proviso that ADNI CiO will.
| domonstrate a pilot capability for the linilligence Community
[ Collabonition Environment (IC3E) Escrprisc
; Phsel(EH)wOlGndmvideaeopyofuﬂanhmuﬂ
MnmumlbnlolbeOIGbydxmdofFY
- v E 20!1 ,
' i A-d
QDN Qffice of the Inspector General
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(U) c.5.a: Based upon the resutts of our Phase Two revicw, we
belisve that the CI A joint revicw board or the dissemination
olﬂccnneqn:buldhcwwlllmptlcwm

.| agencies. Agencics should participaté in an IC-wide policy board
with support and oversight provided by the ADNUDisscminsdon,
This would maximize Cosmmunisy intcgration, cnbance
information sharing, and make best usc of availabic resources.
Functions to be sccomplished: by tho dissomination
offices/revicw boards would include, but not be limited 0!

b. Reviewing all sensitive reporting for appropristencss of
dissemination, unlcss the wuwﬂuﬂyexunwdby
the DNI or his designated ropeescniative.

"| <. Overseeing roquests for cxpanded disscmination and providing
n sppeals process for consumcrs th dispute collectors’
disscmination decisions. In rarc cascs when an impassc occurs.
the final decision authority will b the DNI or his designased

reproscatative.
d Coudmnm; reading requirements ordevelopm slternatives

10 ensure consumer agencics and analytic componcsits. receive.the .

intefligence they noed.
e. Developing mmm;tocam umhmﬂm‘w usc of

" sensitive reporting by collcction agencics, consumcr agencics,

and analytic components.

ISE | (lJ)mClnnofllleSenuotRcweWGmap.ahoscmaﬂnlC-
|- 1SE, has implemented new proccsses iuténded o sddress. this

recommendation. This recommendation is closed to allow

Anwlunmmnoﬂhcwpom wuhupeulic proviso that
the OIG plans to initiate a follow up ' inspection in approxiniately
’ |zoay.|omdnmmmdmwm definition of
|, sensitive Intciligence related criteria.

(L) OIG Reports 2007

2011

Status of Recommendations (Active Reports)

Number of

Recommendations* Closed

Number

Percent of
' Total

Number
Open

I’erceﬁt of
- Total

*(1J) Does not include the two OIG recommendations from the June 2011 report, Stotus of Integration of the

Departmental and Service Intelligence Community Elements and the five OIG recommendations from the July 2011
report, Evaluation of the Administration and Management of ODN! Core Contracts Supporting Critical Missions,
for which the implementation deadline has not yet passed.
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(U) Appendix B: Comprehenswe Summary of ODNI OIG Report
Recommendations Since 2007

Yotal

Totral Total

ODNL OO REPORES ISSUED (2007 =201 1) Keos Obne Closed
\lade pun losed

(U) Evaluation of the Administration and Management of ODNI Core Contracts 5 .

Supporting Critical Missions (Issued July 2011) 5 =

(U) Status of tategration of The Departmental and Service lutelligence Community 3 2 _

Elements (Issued June 201 1)

{U) Audit of the Monitoring and Coordinstion of the Comprehensive National _ -

Cybersecwrity Initiative by the DNI (Issued April 2011) -

(V) Piseal Year 2010 Independent Evaluation of ODNI Compliance with FISMA 32 20 12

(Issued Sept. 2010) .

(U) lacreasing the Value of Intelligence Community Federsl lnfoﬂmﬁon Security 4 _ 4

Management Act Reports (Issued Jupe 2010) I

(U) intemal Conuols Qver Fund Balance with Treasury (lssued Jan. 2010) 5 - 5

(U) The Intelligenee Communpity Civilian Joint Duty Program: Implementation 20 20

Status Report (Isswed Nov. 2009) -

(U) Department of Homeland Security Office of Intelligence and Analysis Audit 3 N

(Issued Sept. 2009) . -

(U) Fiscs! Year 2009 Independent Evaivation of ODNI Compilanee with FISMA 34 12 22

(Issued July 2009)

(U) Inspection of 1C Acquisition Oversight Strategies, Policies, and Proeesses ' 1 4 7

(kssued Juue 2009)

(V) Critical IC Management Challenges (Issued Nov, 2008) . 16 - 16

(U) 1C-Wide lotegration snd Collaborstion qunostlc and Recommendations 29 2 27

(1ssued Aug, 2008)

(U) FY 2008 Federal luformation Security Management Act Review 10 1 9

(lssued Avwg. 2008)

(U) IC -Wide Review of the Terrorist Watchlist Nominatian Process (Issued Feb. 2008) 9 - 9

(U) Review of IC-Wide Dissemioation of Seansitive Reporting (Issued Nov. 2007) 9 - 9

RECOMMENDATIONS SUMMARY AS OF 30 JUNE 2011 . 190 46 144

* Active Reports in Bold

ODNI-Qffice of the Inspectar General
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(U) Report Waste, Eraud, Abuse, or Misconduct

*(U) To report allegations of waste, fraud, abuse, or misconduct in the ODNI or IC agencies, contact:
0

Office of the Inspector General
Office of the Director of National Intelligence
Investigations Division
Washington, DC 20511

(U) For additional copies of this or other ODNI OIG reports, contact:

Office of the Inspector General
Office of the Director of National Intelligence
"~ Washington, DC 205} |

Commercial: (703) 482-4955

P

{' o

%uo) To provide an.on-line, classified venue for menibers oF the IC: Ole to ooIIabome and
share- best pncnces. the.ODNI OIG launched the IC OIG Commumty of Interest, OIG personnel
from across die IC are workmg together in phnnmg coriferences, IC 1G Forum meetings, and

, posnng-OlG repoﬂs and artu:ls and events, of mterest. -

b
[}
]
i

. SEC T//M

(b)3)

(b)(1)
(b)(3)

(b)(3)
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