
 

The Office of the Inspector General of the Intelligence 
Community Completes Audit of the Management of Privileged 

Users of Office of the Director of National Intelligence 
Information Systems 

 
(September 2019)  The Office of the Inspector General of the Intelligence Community recently 
completed its audit of the Management of Privileged Users of Office of the Director of National 
Intelligence (ODNI) Information Systems (AUD-2019-001).   
 
Privileged users are authorized and trusted to perform security-related functions over information 
systems that ordinary users are not authorized to perform.  Privileged users have important roles in 
protecting ODNI information security due to their broad administrative and technical privileges.  The 
misuse of privileged user functions increases the risk for compromise of the confidentiality, integrity, 
and availability of ODNI information systems.   
  
ICIG auditors determined that ODNI needs to improve controls to efficiently and effectively manage 
and mitigate the risk that a trusted privileged user could inappropriately access, modify, destroy, or 
exfiltrate classified data.  The report includes nine recommendations, six of which are significant.  We 
also made an observation on ODNI’s compliance monitoring of ODNI policies.   
 
The Intelligence Authorization Act for Fiscal Year 2010 established the Office of the Inspector General of the Intelligence Community 
within the Office of the Director of National Intelligence.  The ICIG’s mission is to provide independent and objective oversight of the 
programs and activities within the responsibility and authority of the Director of National Intelligence, to initiate and conduct independent 
audits, inspections, investigations, and reviews, and to lead and coordinate the efforts of the Intelligence Community Inspectors General 
Forum.  The ICIG’s goal is to have a positive and enduring impact throughout the Intelligence Community, to lead and coordinate the 
efforts of an integrated Intelligence Community Inspectors General Forum, and to enhance the ability of the United States Intelligence 
Community to meet national security needs while respecting our nation’s laws and reflecting its values.  The Forum consists of the twelve 
statutory and administrative Inspectors General having oversight responsibility for an element of the Intelligence Community.  The Chair 
of the Forum is the Inspector General of the Intelligence Community. 
 
For more information about the ICIG, please contact IC_IG_PAO@dni.gov or visit the ICIG’s websites: 
Secure:  https://go.ic.gov/ICIG | Unclassified:  https://www.dni.gov/icig 
For career opportunities with the ICIG, please visit:  
Secure:  https://go.ic.gov/ICIGjob | Unclassified: https://www.dni.gov/careers  
 
To report allegations of waste, fraud, or abuse, please contact the ICIG: 
Secure:  ICIG Hotline 933-2800 | Unclassified:  ICIG Hotline 855-731-3260 
Secure Email:  ICIGHOTLINE@dni.ic.gov | Unclassified Email:  ICIGHOTLINE@dni.gov 
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